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Introduction

The Internet has enhanced our lives in nearly every way — connecting us to the people and
information we care about, keeping us entertained, helping us find the answers we need, and
enabling us to be more productive than ever. However, as more of the things we do every day
depend on the Internet, online crime has risen in turn.

Cybercriminals are using increasingly sophisticated and deceptive methods, such as:

Malware, which is software that a cybercriminal can use to steal your bank account information,
track everything you type, send out malicious software or spam, or harm your computer.

Phishing, where a cybercriminal pretends to be a legitimate organization, such as your bank, in
order to deceive you into giving up personal information such as credit card numbers and
account information.

Both of these methods often involve tricking you into clicking on a link or downloading a file that
appears legitimate, but is actually harmful. But cybercriminals are also using more elaborate
ways to attempt to compromise websites and attack your computer without your knowledge,
including “cross-site scripting” and “click-jacking,” both of which are becoming increasingly
dangerous threats.

Many of these threats can be mitigated simply by keeping the software on your computer up to
date — especially your web browser. Older browsers simply aren’t equipped to handle today’s
threats, and even some newer browsers don’t provide the level of protection you need.

In this paper, we'll talk about some of the ways Windows® Internet Explorer® 8’s new and
enhanced security features help keep you safer online, show you some of the tactics
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cybercriminals use, and walk you through some examples of the real-world attacks we protect
you against.

How Internet Explorer 8 Helps You Stay Safer Online

Our customers have told us that safety is one of their most significant concerns — that's why we
continuously monitor the effectiveness of our safety features and evolve our approach to
protection as cybercriminals change their tactics. We take a thorough approach to safety that is
grounded in the principle of “defense in depth” — enabling our software and services to be more
secure, protecting against current and emerging threats, and helping customers identify and
avoid the kinds of tricks that cybercriminals use to harm you. Some of the protection we offer is
visible to you — helping you avoid fraudulent content and sites — and some works behind the
scenes to protect from attacks on your computer.

As part of this work, we’ve packed Internet Explorer 8 with more industry-leading features that
help keep you safer online.

We’re helping to protect you from today’s threats, including malware and phishing, as well as
emerging threats that can compromise your computer without your knowledge. Other browsers
either don'’t offer you this level of protection or require you to download and configure third-party
add-ons to get it, but with Internet Explorer 8 you get it right out of the box, and turned on by
default. It's also the only web browser available today that offers free, 24-hour telephone
support for viruses and safety issues”.

For example, we’ve built upon the phishing protection in Internet Explorer 7 with the
SmartScreen® filter, which now adds protection from malware — a threat that is growing
significantly faster than phishing. The anti-malware protection works by presenting you with a
warning or blocking screen when you visit a malicious site or attempt to download a malicious
program.

While we continue to block millions of phishing site views every month, the scale of the malware
threat is currently significantly larger than phishing. With Internet Explorer 8, we are blocking 10
times more attempts by cybercriminals to trick users into installing malware as we block
attempts to phish users every day. At least one in every 200 downloads is malware that we are
protecting users from with the SmartScreen filter in Internet Explorer 8. This protection does not
exist for previous versions. In addition, our research has shown that Internet Explorer 8 has
better protection from socially engineered malware attacks than other browsers on the market
today.

This is why you, your friends, and your family should upgrade to Internet Explorer 8 today — one
in 40 of them could be protected from attacks this week.

! (For phone numbers in your region, please visit www.microsoft.com/protect/support/.)
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How Cybercriminals Operate
So, how are cybercriminals a threat to you?

Today’s online threats generally fall into two
types: attacks on you, and attacks on your
computer.

Attacks on you attempt to trick you into an
unsafe activity. They might appear to be
something benign or familiar, such as a free
game, an email from your bank, or even a
security warning. By deceiving you into
clicking on a link or entering information on a
fraudulent site, cybercriminals can collect
your bank account information or logins and
passwords for your favorite sites, or install
malicious software to steal personal
information or send spam. Unfortunately, no
matter what operating system or browser you
use, this often puts the burden on you to
make decisions about whether a particular
site, link or download is trustworthy. Our
approach to these threats is to make those
decisions on your behalf where we can, while
giving you the information you need to spot

What Can You Do To Be Safer?

The most important thing you can do today is
upgrade your browser — download Internet
Explorer 8 today at www.microsoft.com/ie8.

You should also keep all the other software on
your PC up to date — use Microsoft Update to
install all critical and optional updates, and make
sure your browser add-ons and other applications
are current.

You should also install a current anti-virus product
and keep its signatures up to date.

Pay attention to security warnings from your
firewall and anti-virus software — but beware of
the kinds of fake security warnings described in
this paper — and make sure your firewall is on and
up to date. And, finally, make sure that your
Internet service provider has spam protection, so
that less unwanted and fraudulent email reaches
your inbox.

For information on how to do all of this, and to
learn more about phishing, malware and other
threats, visit www.microsoft.com/protect.

these deceptions and avoid these kinds of attacks.

Attacks on your computer are less prevalent, but just as dangerous. These attacks often deliver
malicious programs to your computer, without your consent or awareness. They do this by
leveraging vulnerabilities in the websites you visit or the software on your PC to install malicious
software or compromise your personal information. A large percentage of these attacks are
mitigated just by keeping the software on your PC current, but Internet Explorer 8 also includes
some features to prevent or avoid these kinds of attacks.

Protecting Against Attacks On You

Cybercriminals continue to rely on deceptive social engineering attacks to prey on unsuspecting
web users. Whether it’s via an email that appears to be from your bank, a search result for
popular content such as games and movies, an advertisement or a link in an instant message
promising free stuff, or a fake notification from a social networking site, there is virtually no trick
they haven't tried. These attacks are intentionally genuine-looking, and rarely does the victim
know they’re at risk until it's too late. Microsoft developed the SmartScreen filter for Internet
Explorer 8 so you can browse with more confidence — knowing you have a greater chance of
being protected when you are targeted by one of these attacks.

The SmartScreen filter is a set of technologies designed to help protect users from evolving web
and social engineering threats. SmartScreen is “URL reputation-based,” which means that it
evaluates the web addresses of servers hosting downloads and potential phishing sites to
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determine if those sites are known to distribute malicious programs or steal personal
information.

SmartScreen leverages advanced intelligence and our community of hundreds of millions of
users who report suspicious sites to evaluate millions of web addresses every day to find the
most recent and relevant attack sites. You’re part of this community, too: if you see a site that
looks suspicious or is distributing malicious software, you should report it. Just click on the
“Safety” menu, choose “SmartScreen Filter” and click on “Report Unsafe Website...”

The SmartScreen analysis works alongside Microsoft’s Malicious Software Removal Tool and
Windows Defender, as well as common anti-virus products, in order to provide the most
comprehensive protection against malicious software available today.

Unsafe Download - Security Warning E@u

This download has been reporied as unsafe

@ This website has been reported as unsafe

The file you are downloading has been reported to be unsafe. The download
website containg links to viruses or other software that can ham your computer or
reveal your personal information

WWW.spyware-secure.com

We recommend that you do not continue to this website
Foryour safety, we recommend you cancel this file download. :
o = = @ Go to my home page instead

Disreqard and download unsafe file inot recommended This website has been reported to Microsoft for containing threats to your
computer that might reveal personal or financial information.

® More information

Report that this download is safe

Figure 1: What you see when SmartScreen blocks sites and downloads that have been reported as unsafe.

If the SmartScreen filter detects a malicious website, Internet Explorer 8 will block the entire
site. It can also provide a “surgical block” of malware or phishing hosted on legitimate websites
— blocking just the malicious content without affecting the rest of the site. Here’s how it works: if
you navigate to a known malware distribution site, Internet Explorer 8 won’t show it to you.
Instead of an attack site, you see the screen to the right in Figure 1. For Internet Explorer 8,
we’ve redesigned this screen with a bolder look, and included links to information to help
educate you about identifying and avoiding these kinds of attacks. Another new feature we have
added is protection from malicious downloads — if you attempt a download that has been
reported as unsafe, you see the screen to the left.

Cybercriminals have gone to great lengths to disguise their attacks as legitimate websites or
security warnings. As these sites are identified and reported, SmartScreen can block them
automatically before you fall prey. These sites are being created in high volumes every day, so
it's important to know what these attacks look like and how to avoid them. Here are a few
examples of how attackers may try to deceive you.
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Fake Anti-Virus Warning

¢ Favorites | 75 @ Suggested Sites v 2] Get More Add-ons =
8 vins Scanin Progress i~ B v @ v Pager Safetyv Tooksv @

WARNING!!!

| Tvpe

Spyware
Spyware
Spyware
Spyware

Spyware
B-5 Spy 1.90 Spyware
KraIMer 1.1 Virus

9 warning!!! 364 infected files found

Click the "Erase al threats” button ko erass all spyware and viruses from Windows

@  Esedtheats

@ Internet | Protected Mode: On 45 v ®100% v

Figure 2: Fake security warnings could trick you into installing malicious software.

This common social engineering attack preys on your fear of having a virus installed on your
PC, as well as your awareness of anti-virus indicators, like the one pictured above. In this
attack, you're prompted with a professional-looking pop-up window from a phony anti-virus
software company. It looks like a warning message from Windows. But it’s actually a web page
designed to look like a warning, and the “remedy” they want you to download can infect your PC
with malware. SmartScreen blocks these attacks in large numbers every day, but keep an eye
out for any anti-virus warning that looks suspicious. (For example, you should be suspicious if
the borders on the pop-up windows look different than other windows on your computer, or if the

window consistently pops up after you dismiss it.)
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Websites Offering Free Games, Movies or TV Shows

ﬁ Favorites | 5% M Hotmail &) Web Slice Gallery v g] Get Windows Live

JGDownloadGames - v @ v Pagev Safety~ Tookv @+

€ Internet | Protected Mode: On 43 v ®100% v

Figure 3: Websites that offer free games, movies or TV shows might be a trick to get you to install malicious
software.

Everyone likes games, movies, and TV shows — especially when they're free — and
cybercriminals know this. This type of attack is common when you’re visiting a “free” website
that offers some type of entertainment at no cost. You may have been directed to a site like this
after doing a search on “games,” or perhaps someone sent you a link to this site. Often, when
you click on the free download offer, you’re getting more than free content: you’re also getting
malicious software. SmartScreen blocks these sites when they have been reported to Microsoft,
but keep an eye out for offers and sites that look too good to be true — they probably are.

Phishing Attacks

Phishers masquerade as a legitimate person or business to convince you to give up your
banking information and/or username and password. For example, you might receive an emalil
from what looks to be your bank that says they’re merging with another financial institution and
need to verify your account information. The goal of the phishing email is to trick you into
clicking on a link to a fake site where you “verify” your username, password and other personal
information — which they can use to access your accounts and personal data. These attacks are
increasingly sophisticated — with emails and websites that look exactly like those of the
businesses you interact with every day. Internet Explorer 8’'s SmartScreen filter automatically
advises you about known phishing sites, and also includes some tools to help you spot some of
the telltale signs of these attacks. Today, Internet Explorer blocks more than one million
phishing attempts every week.

The SmartScreen filter in Internet Explorer 8 advises you about known phishing websites to help
you more safely browse content on the Internet. The filter analyzes website content for known
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phishing techniques, and uses a global network of data sources to assess the trustworthiness of
websites.

Figure 4: Internet Explorer 8 warns you about phishing scams. Note that the title bar includes the name of
your bank, but the highlighted domain is not the bank’s URL.

In addition to SmartScreen phishing protection, Internet Explorer 8 is the first browser to provide
domain highlighting, so you always know which website you’re visiting. Domain Highlighting lets
you more easily interpret web addresses (URLS) to help you avoid deceptive and phishing sites
that attempt to trick you with misleading URLSs. It does this by highlighting the domain hame in
the address bar in black, with the remainder of the URL string in gray, making for easier
identification of the site’s true identity.

€ Microsoft Corporation - Windows Intemet Explorer
. =

v |m http://www.microsoft.com/en/us/default.aspx

Figure 5: Internet Explorer 8 highlights the domain in links you visit, so you know where you’re really going.

Protecting Against Attacks On Your Computer

In addition to tricking you into installing malicious software or giving up your personal
information, cybercriminals also exploit older software and plugins to conduct “drive-by” attacks
using legitimate sites that have been compromised. In addition to blocking known attacks and
helping you identify potential threats with the SmartScreen filter, Internet Explorer 8 includes
other built-in security features and updates to help fend off drive-by attacks while you’re online.

Many of these features operate behind the scenes to keep software components behaving like
they should, preventing cybercriminals from accessing your computer’s files and settings and
keeping them from surreptitiously running their software on your PC. And it's important for you
to do your part, too: many of these kinds of attacks exploit older, more vulnerable software, so
you should keep all your software up to date with the latest security updates.

What’s a Drive-By Attack?

Some of the attacks Internet Explorer 8’'s under-the-hood technologies help prevent you from
include “cross-site scripting” and “click-jacking.” These kinds of attacks are hard to spot and
often involve legitimate websites you may visit.

Cross-site scripting: Cross-site scripting attacks try to exploit vulnerabilities in the websites you
use. In this attack, you might receive an email that contains a tampered website address. Once
you click on the link, you are directed to a legitimate website that has been compromised to
contain malicious content that can capture keystrokes and record your login and password.
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Internet Explorer 8 includes a cross-site scripting filter that can detect these types of attacks and
disable the harmful scripts. Unlike other web browsers, Internet Explorer 8 offers this protection
right out of the box, and turned on by default.

Q WoodGrove Bank - Your Neighborhood Bank - Windows Internet Explorer \ @&E
Y h T \
@@ A4 |£ http: wawwwoodgrwebank co. uk,fwoodgrovebank asp?siD= MZ?BE?BC%B%B%?Z%GQ%?U%N - “f X '3 Live Search P '|
i 5 Favorites {%
E »
Jg WoodGrove Bank - Your Neighborhood Bank : @ = ¥ = @ ~ Page~ Safety > Tools~ 9'

@ Internet Explorer has modified this page to help prevent cross-site scripting. Click here for more information... x

5 Checking  Credit Cards  CDs H

_,->
2@ WoodGrove puymemmasumsmms ,.......

Figure 6: Internet Explorer 8 detects potential cross-site scripting vulnerabilities and disables harmful
scripts.

Click-jacking: Click-jacking is an emerging online threat where an attacker’s web page deceives
you into clicking on content from another website without you realizing it. For example, it might
hide a legitimate webpage as a “frame” inside a malicious page. When you click in the malicious
page, you're actually clicking on something else: buying something from the site, changing
some settings on your browser or computer, or viewing advertisements that cybercriminals get
paid for. It's a complicated attack, but Internet Explorer 8 allows website developers to protect
their sites from these kinds of attacks by preventing their legitimate pages from being “framed.”

Conclusion

As more of us depend on the web to learn, work, search, shop and keep in touch, we're
becoming even more vulnerable to sophisticated forms of cybercrime. Helping you stay safe
online is one of the most important things a web browser can do for you. Internet Explorer 8 is
the only browser for Windows-based PCs that delivers a safer online experience right out of the
box, dramatically improving the level of protection against current and emerging online threats.
By upgrading your browser today, making sure the other software on your PC is up to date, and
learning how to identify and avoid common attacks, you can better protect your computer and
your personal information.
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