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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ) : Date: 00/00/201_
To: General Counsel’ Attn: Steven N. Siegel
Deputy General Counsel, NSLB
[Counterintelligence/ Attn: [UNIT]
Counterterrorism/Cyber] A
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[sQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(1f using personal service) [sQUaD] [X] '

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, 000-000-0000]

Approved By: [ADIC NAME (if applicable)]

(U -

[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
Case ID #+ p<) [CASE FILE NUMBER] (Pending)

Tlua% [SUBJECT]

: [AKA] [ALIAS IF APPLICABLE]
[IT/FCI - FOREIGN POWER];
[00: OFFICE OF ORIGIN]

Synopsis: (U) (NSLTSI) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security Letter (NSL)for
telephone subscriber information; provides reporting data; and
transmits the NSL to the appropriate divisicn for delivery to the wire
communications service provider.
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SEeRET

To: General Counsel From: [DRAFTING DIVISION]
Re:--$&] [CASE FILE NUMBER], 00/00/201_

Declassify On: ‘based on information
in the EC]

(U) [Full/Preliminary] Investigation Initiated: [00/00/2008]
Referance;w:}ai [CASE FILE NUMBER] Serial X®X]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION of OFFICE OF
ORIGIN, depending on whethex service is personal or through restricted
delivery service or fax] is an NSIL dated [00/00/20081, addresgsed to
[COMPANY POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY
ADDRESS - NO P.O. BOX1, [CITY, STATE -~ NO ZIP CODE if using personal
service] , requesting telephone subscriber information.

—Datadlgr - Brief explanation of why the NSIL is being create

outside of “thé NSL Subsystem.

- A [FULL/PRELIMINARY] [INTERNATIONAI TERRORISM/FOREIGN
OUNTERINTELLIGENCE] investigation of subject, a [U.S. PERSON/NON-
USPER], was authorized in accordance with Attorney General Guidelines
because [Give a full explanation of the justification for opening and
maintaining the investigation on the subject; barebones facts will not
suffice and will cause the request to be rejected for legal
insufficiency]. This telephone subscriber information is being

. requested to [Fully state the relevance of the requested records to

(-

the investigation].

‘WMWWWWUMWngﬁz Information is being sought on the following telephone
number (s) / riber(s) [list the telephone number(s) or subscriber(s)
about which information is sought].:

w-mwwmmww;)ﬂg This electronic communication documents the [APPROVING
OFFICIAL’ ] approval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks subscriber
information on [NUMBER OF] telephone number(s) from [telephone company

#1]; the [NUMBER OF] telephone number(s) from [telephone company #21],
etc. .

(U) Arrangements should be made with the wire communications
gervice provider to provide the records [personally to an employee. of
the DELIVERING DIVISION OR through use of a delivery service or secure
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt
of this request. The wire communications service provider should

neither send the records through routine mail service nor utilize the
name of the subject of the request in any telephone calls to the FBI.

Srenat
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SEerET.

To: -General Counsel From: [DRAFTING DIVISION]

_Re:ﬂ.w}g [CASE FILE NUMBER], 00/00/201

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosura Requirement: There '
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested the
information. To activate the nondisclosure requirement, the senior FBI
official approving this EC must use Option 1 below and include in the
EC (but not in the NSL) a brief statement of facts that justify the

nondisclosure requirement. Option 2 is to ba used in all cases whare
Option 1 is not used.]

[Option 1 -~ Invoking Nondisclosure Requirement]

(U) In accordance with 18 U,S.C. § 2702(¢) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by this
letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

" “:kéi Brief statement of the facts justifying my certification
in this case: :

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the genior official abproving this EC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable National Security
Letter statute.

[Include tha next 2 paragraphs in all ECs]

(U) Information received from a wire communication service
provider may be disseminated in accordance with the FBI's Domestic
Investigations and Operations Guide (DIOG), and with respect to

dissemination to an agency of the United States, only if such

information is clearly relevant to the authorized responsibilities of
such agency.

(U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-00007.

saarEn
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To: General Counsel From: [DRAFTING DIVISION]
Re [CASE FILE NUMBER], 00/00/201_

LEAD (s) :
Set Lead 1: (Action)
GENERATL -COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

COUNTERINTEﬁLIGENCE/COUNTERTERRORISM[CYBER‘
AT WASHINGTON, DC
(U) At [UNIT] read and clear.
Set Lead 3: (Action)

DELIVERING DIVISION - if using personal sexrvice

AT CITY, STATE

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the wire communications service provider,
[DELIVERING DIVISION] is requested to submit results to the [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

*
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U.S. Department-of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

MR, /MRS./MS.] [Complete name]

[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.Q. BOX]
[CITY, STATE ~ NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.8.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy 'Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
all subscriber information, limited to name, address, and length
of service, for all services provided to or accounts held by the
named subscriber and/or the subscriber of the named account.

[provide either or both -~ 1) person(s) to whom the
telephone number (s) is/was registered and/or 2)the
telephone number (s)]

[NAME OF PERSON(S)]
[TELEPHONE NUMBER(S) (000) 000-000)]:
[RELEVANT TIME PERICD]: [ON SPECIFIC DATE]

or ‘[FROM [SPECIFIC DATE] to [SPECIFIC
DATE] or [PRESENT]]

If the time period noted above is to the “"present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide

- information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that guch an
investigation of a United States person is not conducted solely
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[MR./MRS./MS] [COMPLETE NAMES]

on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL,]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
rhysical safety of a person. Accordingly, 18 U.S.C. § 2709(¢) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclogure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter,

In accordance with 18 U.8.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure

requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c¢) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with réspect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U,.S,C., § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or‘otherwise unlawful.

You also have the right to challenge the nondisclosure
requirement set forth above. If you wish to make a disclosure
that is prohibited by the nondisclosure requirement, you must
notify the FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General

2
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[MR./MRS./MS] [COMPLETE NAMES]

Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demcnstrate to a federal judge the need for
nondigclosure and to obtain a judicial order requiring continued
nondisclosure. The nondisclosure requirement will remain in

effect unless and until there is a final court order holding that
-disclosure is permitted.

If you do not send notice of your desire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondisclosure requirement as
provided by subsection 3511(b).

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] businegs days of
" receipt of this letter.

Any questions you.have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], _depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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[MR./MRS./MS] [COMPLETE NAMES]
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

‘Precedence: ROUTINE : Date: 00/00/201_
To: QGeneral Counsel Attn: Steven N. Siegel
- Deputy General Counsel, NSLB
[Counterterrorism/ Attn: [UNIT] '
Counterintelligence/Cyber]
[REQUESTING OFFICE] Attn: SSA [Squad Supervisor]
' SA [Case Agent]
[OFFICE OF ORIGIN] Attn: SA [Case Agent]
[Squad] [X]
[DELIVERING DIVISION] Attn: SSA [Squad Supervisor]
(Lf using personal sexvice) ‘ [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
(U} ~Case ID-#:-J%| [CASE FILE NUMBER]  (Pending)

(1) - Title: w [SUBJECT] A
[AKA] [ALIAS IF APPLICABLE]
[IT/FCI - FOREIGN POWER];
[0O: OFFICE OF ORIGIN]

Synopsis: (U) (NSLTTR) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security Letter

(NSL) for toll billing records and subscriber information;
provides reporting data; and transmits the NSL to the appropriate
division for delivery to the wire communications service
provider.
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To: GCeneral Counsel From: [DRAFTING DIVISION]

.-Re-:-m.mﬂ [CASE FILE NUMBER], 00/00/2008

Declassify On: [10~-25 years based on
. information in ?he EC]

(U) [Full/Preliminary] Investigation Initiated: [00/00/2008]
Referencev:---v-v-w-y( [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
QF ORIGINM, depending on whether service ig personal or through
restricted delivery service or fax] is an NSL dated [00/00/2008],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME] , [COMPANY ADDRESS -~ NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using personal serxrvice], requesting the name, address,
length of service and local and long distance toll billing
records for the phone number(s) listed.

Détailsgs - lanation of why the NSL is being created

A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN

(o) ERINTELLIGENCE] 1nvestlgat10n of subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification
for opening and maintaining the investigation on the subject;
barebones facts will not suffice and will cause the request to be
rejected for legal insufficiency]. These toll billing records
and subscriber informdtion are being requested to [Fully state
the relevance of the requested records to the investigation].

(U)o

c[}) s

Information is being sought on the following phone
number (s) "[list the telephone number (s) about which information
is sought].

wwwwwwwwwé}ﬁ{; This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
local and long distance toll billing records for [NUMBER OF]
telephone number (s) from [telephone company #1]; [NUMBER OF]
telephone number(s) from [telephone company #2], etc. [In the
case of multiple phone numbers to the same telephone company, if
You know how many different persons attach to those phone
numbers, please state. Provide the USP status of all the persons
about whom the requests are seeking information, including the

‘subject of the investigation. In other words, do your best to

give as much information as you can, for congressional reporting

purposes.]
_SECRET_
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~SECaRT

To: General Counsel From: [DRAFTING DIVISION]
{1y —-Rex .. [CASE FILE NUMBER], 00/00/2008

(U) Arrangements should be made with the wire
communications service provider to provide the recoxds
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
wire communications service provider should:-neithexr send the
recoxrds through routine mail service noxr utilize the name of the
subject of the request in any telephone calls to the FBI,

DISCLOSURE PROVISIONS

[Cextification and Activation of the Nondisclosure Requirement:
There 1s no longexr an automatic prohibition that prevents the
recipient of a National Secuxrity Letter from disclosing that the
FBI has réquested the information. To activate the nondisclosure
requirement, the senioxr FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases whexe Option 1 is not used.]

[Option 1 ~ Invoking Nondisclosure Requirement]

(U) In accoxrdance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
gecuxrity of the United States, interfere with a criminal,
countexrterrorism, or counterintelligence investigation, intexfexe

with diplomatic relations, or endanger the life or physical safety
of a person, ‘

' Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from a wixre communication
gservice provider may be disseminated in accordance with the FBI's

SECRET_
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SEEeRET

To: General Counsel From: [DRAFTING DIVISION]
RQLMDQ? [CASE FILE NUMBER], 00/00/2008

Domestic Investigations and Operations Guide (DIOG), and with
respect to dissemination to an agency of the United States, only

if such information is c¢learly relevant to the authorized
responsibilities of such agency.

() Any questions regarding the above can be directed
to [CASE AGENT, telephcne number (000) 000-0000].
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To: General Counsel From: [DRAFTING DIVISION]

mee;W;>Qz [CASE FILE NUMBER], 00/00/2008

LEAD(3):
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

COUNTERTERRORISM/COUNTERINTELLIGENCEZCYBER

AT WASHINGTON, DC
(U) At [Unit] read and clear.
Set Lead 5: (Action)
| [DELIVERING DIVISION - if using personal delivery service]
AT [CITY, STATE]
(U) Deliver the'attached NSL as indicated above. Upon
receipt of information from the wire communications service

provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

\44
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U.S, Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YRAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS -~ NO P.O. BOX]
[CITY, STATE ~ NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.8.C.), ‘Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
the name, address, length of service, and local and long distance
toll billing records associated with the following:

[NAME, IF KNOWN]

[ADDR'F'.'SS, IF ENOWN]

[TELEPHONE NUMBER (S), IF KNOWN (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)]

or [FROM [SPECIFIC DATE] to [[SPECIFIC DATE]
or [PRESENTI]]

Please see the attachment following this letter for
the types of information that you might consider to be a toll
billing record. We are not directing that you should provide,
and you should not prov1de, information pursuant to this letter-
that would disclose the content of any wire communication. Title
18 United States Code Section 2510(8) defines content as "any

information concerning the substance, purport, or meaning of" a
communication.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information

A Y
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to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought ig relevant to an authorized
investigation to protect against international terrorism or
clandestirne intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certification: Tha nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence 1nvestigatlon,
'1nterfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1)

and (2) prohibits you, or any officer, employee, or agent of
" yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an

attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure

requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(¢) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to 1dent1fy any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]
In accordance with 18 U.S.C. § 3511(a) and (b) (1), you

have a right to challenge this letter if compliance would be
unreasconable, oppressive, or otherwise unlawful.
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You also have the right to challenge the nondisclosure
requlrement set forth above. If you wish to make a disclosure
that is prOhlblted by the nondisclosure regquirement, you must
notify the FBI, in wrltlng, of your desire to do so within 10
. calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for
noridisclosure and to obtain a judicial order requiring continued
nondisclosure. The nondisclosure requirement will remain in

effect unless and until there is a final court order holding that
disclosure is permitted.

If you do not ‘send notice of your desire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondisclosure requirement as
provided by subsection 3511 (b).

In accordance with 18 U.S.C., § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, . may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [persomnally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF .
-ORIGIN] OR through secure facsimile] within [xxxx] business days
of receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN] ,_ depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

' Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE] -
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ATTACHMENT

In preparing your response to thig National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be toll
billing records in accordance with Title 18, United States Code,
Section 2709:

We are not directing that you should provide, and you should not
provide, information pursuant to this letter that would disclose
the content of any wire communication meaning "any information
concerning the substance, purport, or meaning of" a communication
as defined in Title 18 United States Code Section 2510(8). If
the records provided are particularly large we request that you

provide this information in electronic format, preferably on a
CD~ROM. '

ACLU-NSL-315
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/201_
To: General Counsel . Attn: Steven N. Siegel
Deputy General Counsel, NSLB
[Counterintelligencea/ Attn: [UNIT]
Counterterrorism/Cyber]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
‘ : SA [CASE AGENT] .
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
‘ [sQuaDp] [X]
[DELIVERING DIVISION] Attn: . SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] [X]

(U -

(U)

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL] :
Contact: [CASE AGENT, 000-000~0000]

Approved By: [ADIC NAME (IF APPLICABLE)]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
CaseMID%#:WEBi [CASE FILE NUMBER] (Pending)
Title:.. [SUBJECT]
i [AKA] [ALIAS (IF APPLICABLE)]
[IT/FCI -~ FOREIGN POWER]
00: [OFFICE OF ORIGIN] ]
Synopsis: (U) (NSLESI) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security Letter (NSL)

for email subscriber information; provides reporting data; and

transmits the NSL to the appropriate division for delivery to the
electronic communications service provider.

¥ (y) DeFived-Erom—G=3
SESRET_
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To: _General Counsel From: [DRAFTING DIVISION]
% [CASE FILE NUMBER], 00/00/2008

Declassify On:? = ¥s based on
informati } e EC]

(U) [Full/Preliminary] Investigation Initiated: [00/00/2008]

.Referencevwiwé [CASE FILE NUMBER Serial XXX]

Enclosure (s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through a
restricted delivery service or fax] is an NSL dated [00/00/20067,
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE ~ NO ZIP
CODE if using personal sarvice], requesting the name, address,
and length of service for the e-mail address holder(s) listed.

ion of why the NSL is being created

(1) }QWFA [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
co

() -

ERINTELLIGENCE] 1nvestlgatlon of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification
for opening and maintaining an investigation of the subject;
barebones facts will not suffice and will cause the request to be
rejected for lack of legal sufficiency]. This electronic
subscriber information is being requested to [Fully state the
relevance of the requested records to the‘investigation].

Information is being sought on the following e-
mall/IP address(es)[llst the e-mail/IP address(es) or addxess
holder(s) about which information is sought].

{(U) This electronic communication documents the

[APPROVING OFFICIAL’s] approval and certification of the enclosed -

NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] [e-mail/IP address(es)]

from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2],
etc.

(U) Arrangements should be made with the electronic
communication service provider to provide the records [personally
to an employee of the DELIVERING division OR through use of a
delivery service or secure fax to OFFICE OF ORIGIN] within
[NUMBER OF] business days of receipt of this request. The
electronic communication service provider should neither send the

SEeReT
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SECSEY

To: General Counsel From: [DRAFTING DIVISION]
cuj.wﬂe;mm)ﬁz [CASE FILE NUMBER], 00/09/2008

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI,

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosuré Requirement:
There is no longer an auntomatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709{c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

[ T ) Brief statement of the facts justifying my
certlflca ioh in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this BEC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable Naticnal
Security Letter statute.

[Include the next 2 paragraphs in all ECs]

(U) Information received from an electronic
communications service provider may be disseminated in accordance
with the FBI's Domestic Investigations and Operations Guide
{DIOG), and with respect to dissemination to an agency of the
United States, only if such information is clearly. relevant to
the authorlzed responsibilities of such agency.

“Spenar”
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To: Gepneral Counsel From: [DRAFTING DIVISION]
{17 Re;)g\f [CASE FILE NUMBER], 00/00/2008

. (U) Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-00007.
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To: General Counsel From: [DRAFTING DIVISION]

Re¢ww}g9 [CASE FILE NUMBER], 00/00/2008

LEAD (s) :
Set_Lead 1: (Action)
‘ GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reportlng
requirements for NSLS

Set Lead 2: (Info)

[COUNTERINTELLIGENCE /COUNTERTERRORISM/CYBER]

AT WASHINGTON, DC

(U)’ At [UNIT] read and clear.
Set Lead 3: (Action)

[DELIVERING DIVISION -~ if using personal service]
AT [CITY, STATE]

(U) Deliver the enclosed NSL as indicated above. Upon
receipt of the information requested, [DELIVERING DIVISION] is

requested to submit results to [DRAFTING DIVISION] and [OFFICE OF
ORIGIN, if applicable].

*
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U.S. Department of Justice

Federal Burean of Investigation

Washington, D. C, 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YFAR]

[MR./MRS./MS.] [Complete name]

[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS -~ NO P.O. BOX]
[CITY, STATE ~ NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.8.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
all subscriber information, limited tc name, address, and length
of sexrvice, for all services provided to or accounts held by the
named subscriber and/or the subscriber of the named account,

[provide either or both - 1) person(s) to whom the email/IP
address (es) is/was registered and/or 2)the email/IP address(es)
[NAME OF PERSON(S)]
[E-mail/IP ADDRESS (ES) ]
[RELEVANT TIME PERIOD]: [ON A SPECIFIC DATE]
or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
oxr [PRESENT] ]

If the time perdod noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I

‘certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
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[MR./MRS./MS] [COMPLETE NAME]

clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely

on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Cartification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the folleowing 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with.a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709{c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disgclosure is necessary to comply with the letter or to an

attorney to obtain legal advice or legal assistance with regpect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disgclosed this
letter that they are also subject to the nondigclosure

requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4), 1f the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance  will you be required to 1dent1fy any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter

[Include the following language in all NSLs,]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasconable, oppressive, or otherwise unlawful.

You also have the right to challenge the nondisclosure
requirement set forth above. If you wish to make a disclosure -
that ig prohlblted by the nondisclosure reguirement, you must
notify the FBI, in writing, of your desire to do so within 10.
calendar days of receipt of this letter. That notice must be

2
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[MRJMRS./MS| [COMPLETE NAME]

mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBI
will initiate judicilal proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for
nondisclosure and to obtain a judicial order requiring continued
. nondisclosure. The nondisclosure requirement will remain in
effect unless and until there is a final court order holding that
disclosure is permitted.

If you do not send notice of your desire to disclose
the NSL or the fact that 'you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondisclosure requirement as
provided by subsection 3511(b).

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsgive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any gquestions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. ' Due to security considerations, you should
neither send the records through routine mail service nor non-

secure fax, nor disclose the substance of this letter in any
telephone conversation. -

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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[MR./MRS./MS] [COMPLETE NAME)]
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(Rev, 01-31-2003)

(173

“BECTaT. |
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date; . 00/00/201_
To: General Counsel Attn: :Steven N. Siegel
Deputy General Counsel, NSLB
[Counterintelligence/ Attn: [UNIT]
Counterterrorism/Cyber]
[REQUESTING QFFICE] Attn: SSA {SQUAD SUPERVIS@R]
' SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
. [SQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, 000~-000~0000].

Approved By: [ADIC NAME (IF APPLICABLE)]
: [SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE: INITIALS]
Case ID #: (U) [CASE FILE NUMBER] (Pending)

@itle®w:§Q: [SUBJECT]
| [AKA] [ALIAS] (IF APPLICABLE)]

[FCI/IT ~ FOREIGN POWER]
[00: OFFICE COF ORIGIN]

Synopsis: (U) (NSLETR) Approves the issuance of an Electronic
Communication Privacy Act (ECPA) National Security Letter

(NSL) for electronic communications transactional records and
subscriber information; provides reporting data; and transmits
the NSL to the appropriate division for delivery to the
electronic communications service provider.

M) (1) Derived Fmemr G-3
| .

ACLU-NSL-325




(U -

SEeREE

To: QGeneral Counsel From: [DRAFTING DIVISION]
Re: (U) [CASE FILE NUMBER], 00/00/201_

neclasWd on
. information e EC)

(U) [Full/Preliminary] Investigation Initiated: [00/00/2008]
Reference: (U) [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2007],
addressed to [COMPANY POC NAME], [TITLE, (if available)],
[COMPANY NAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE -
NO ZIP CODE if using personal service], requesting the names,
addresges, lengths of service, and electronic transactional
records for the [e-mail/IP] address holder(s) listed,

Detailsrwwjkgf Brief explanation of why the NSL is being created —
7 ~ N ! -

() -

ﬂUﬁ“wwwwwmwwwé>s{ Information is being sought on the following e-
'mail/IP addreéss

A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining the investigation
on the subject. Barebones facts will not suffice and will. cause
the request to be rejected for legal insufficiency]. These
electronic communications transactional records are being

requested to [Fully state the relevance of the requested records
to the investigation].

(eg) [list the e-mail/IP address({es) or address
holder(s) about which information is sought].

’“““Wwé)ﬂgF This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records and subscriber
information on [NUMBER OF] [e-mail/IP address(es)] from [ISP #1];
[NUMBER OF] [e-mail/IP address(es)] from [ISP #2], etc. [In the
case of multiple addresses to the same ISP, if you know how many
different persons attach to those addresses, please state.
Provide the USP status of all the persons about whom the recquests
are seeking information, including the subject of the
investigation. In other woxds, do your best to give as much
information as you can, for congressional reporting purposes.]

_SeRel
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To: General Counsel From: [DRAFTING DIVISION]
Re: (U) [CASE FILE NUMBER]}, 00/00/201_

(m Arrangements should be made with the electronlc
communications service provider to provide the records
[personally to an employee of the DELIVERING division OR through
usa of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
électronic communications service provider should neither send
the records through routine mail service nor utilize the name of
the subject of the request in any telephone calls to the FBI.

[Cortification and Activation of the Nondisclosure Requirement: -
There is no longer an automatic prohibition that prevents the
racipient of a National Security Letter from disclosing that the
FBI has requasted the information. To activate the nondisclosure
requirement, the senior FBI officlal approving this EC must use
Option 1 balow and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosiuire requirement.
Option 2 is to be usad in all casas whare Option 1 is not used.]

DISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2708(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a persocon.

}&6 Brief statement of the facts justifying my
certlflcatlon in this case:

[Option 2 - Daclining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have

determined that the facts of this case do not warrant activation

of the nondisclosure requlrements under the applicable National
Security Letter statute

Swessr
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To: . General Coungel From: [DRAFTING DIVISION]
Re: () [CASE FILE NUMBER], 00/00/201_

[Include the next 2 paragraphs in all ECs.]

(U} Information received from an electronic
communications service provider may be disseminated in accordance
with the FBI's Domestic Investigations and Operations Guide
(DIOG), and with respect to dissemination to an agency of the
United States, only if such information is clearly relevant to
the authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].
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To: General Counsel From: [DRAFTING DIVISION]
Re: (U) [CASE FILE NUMBER], 00/00/201 _

LEAD (s8) :
Set Lead 1: (Action)
GENERAIL, COUNSEL

AT WASHTNGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {Info)

[ COUNTERINTELLIGENCE/ COUNTERTERRORI SM/CYBER]
AT WASHTNGTON, DC '
(U) At [UNIT] Re;d and Cléar.
Set Lead 3: (Action)
[DELIVERING DIVISION - if using personal servicel]
[AT CITY, STATE]
(U) Deliver the attached NSL as indicated above. Upon
recelpt of information from the electronic communications service

provider, [DELIVERING DIVISION] is reguested to -submit regults to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*"
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DA e 5179 DEHZSTR/MIS
U.S. Department of Justice

Federal Burean of Investigation

Washington, D. C, 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Ordexr 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.8.C.), Sectlon 2709 (section 201 of the Electronic
Communications Privacy Act, as amended), you are hereby directed
to provide the Federal Bureau of Investigation (FBI) the names,
addresses, and length of service and electronic communications
transactional recorxds, to include existing transaction/activity
logs and all electronic mail (e-mail) headex information, for the
below-listed [e-mail/IP] address holder(s):

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]

orx

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

Please see the attachment following this letter for
the types of information that you might consider to be a
electronic communications transactional recoxrd. We are not
directing that you should provide, and you should not provide,
information pursuant to this letter that would disclose the
content of any electronic communication. Title 18 United States
Code Section 2510(8) defines content ag "any information
concerning the substance, purport, or meaning of" a
communication. Subject lines of e-mails and message content are

content information and should not be provided pursuant to th13
letter.

If the time period noted above is to the "presgent,"

that term is intended to direct production of information to the
date of the processing of this letter. If providing information
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to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

While fulfilling your obligations under this letter,
please do not disable, suspend, lock, cancel or interrupt service
to the above-described subscriber(s) or accounts. A service
interruption or degradation may alert the subscriber(s)/account
users(s) that investigative action is being taken. If you are not
able to fulfill your obligations under this letter without
alertlng the subscriber/account user, please contact the FBI
prlor to proceeding.

In accordance with Title 18, U.S. C Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against intermational terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted sdlely
on the basis of activities protected by the First Amendment to
the Consgtitution of the Uriited States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL inecluded
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSIL.]

In accordance with 18 U.8.C. § 2709(c) (1), I cextify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709 (¢) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this lettexr, other than to those to whom
disclosure is necessary to comply with the letter or to an

attorney to obtain legal advice or legal a551stance with respect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure

requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.8.C. § 2709(c¢) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
-made. In no instance will you be required to 1dent1fy any

attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal asgistance with respect to this
letter.
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[Include the following language in all NSLs.]

In accordance with 18 U.S.C. §.3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful.

You also have the right to challenge the nondisclosgure
requirement get forth above, If you wish to make a disclosure
that is prohibited by the nondisclosure requirement, you must
notify the .FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Coungel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for
nondisclosure and to obtain a judicial order requiring continued
nondigclogure. The nondisclosure requirement will remain in

effect unless and until there is a final court order holding that
disclosure is permitted. :

If you do not send notice of your degire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondisclosure requirement as
provided by subsection 3511(b).

In accordance with 18 U.S.C. § 3511l(c), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action,

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF

ORIGIN] OR through secure fax] within [xxxx] buginess days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [ [DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mall service nor non-

secure fax, nor disclose the substance of this letter in any
telephone conversation,

Your cooperation in this matter is greatly appreciated.
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Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be an
electronic communications transactional record in accordance with
Title 18 United States Code Section 2709.

b7E -1

We are not directing that you should provide, and you should not
provide, information pursuant to this letter that would disclose
the content of any electronic communication. Title 18 United
States Code Section 2510(8) defines content as "any information
concerning the substance, purport, or meaning of" a
communication. Subject lines of e-mails are content information
and should not be provided pursuant to this letter. If the
records provided are particularly large we request that you

provide this information in electronic format, preferably on a
CD-ROM.
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Prece&ence: ROUTINE ‘ Date: 00/00/201_
To: General Counsel . Attn: Steven N. Siegel
: Deputy CGeneral Counsel, NSLB,
[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE /CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD' SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENTI].
[SQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL] .
.Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, IF APPLICABLE]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST MIDDLE: INITIALS]
(U} ~case~1D-#: $g) [CASE FILE NUMBER]  (Pending)
O o 5 - =S [SUBJECT]
I:U) W [ARA] [ALIAS, IF APPLICABLE]

[IT/FCI - FOREIGN POWER]
[0O: OFFICE OF ORIGIN]

Synopsis: (U) (NSLFR) Approves the issuance of a Right to Fimancial

Privacy Act (RFPA) National Security Letter (NSL) for finmancial

records; provides reporting data; and transmits the NSL to the
appropriate division for delivery to the financial institution.

)é ) Darive .. G~3
ttjjnwneelassify On: ears based on
. information in-the EC]

_SHCRET
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To: [CTD/CD] From: [DRAFTING DIVISION]
Res [CASE FILE NUMBER, 00/00/2008]

FUBL/PREEIMENARETMInvestigationmInstitutedtw)X{ 00/00/2008
Reference.:... [CASE FILE NUMBER SERIAL XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2008], addressed to [COMPANY
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service],
requesting financial records of the customer listed.

on of why the NSL is being created bTE

o A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIO TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
opening and maintaining the investigation on the subject; barebones
facts will not suffice and will cause the request to be rajected for
legal insufficiency]. These financial records are being requested to

[Fully state the relevance of the requested records to the
investigation] .

This electronic communication documents the [APPROVING
OFFICIAL's] approval and cexrtification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMBER OF] [individual (s)/account(s)] from [financial institution
#1]; [NUMBER OF] [individual(s}/accounts] from [financial institution
#2], etc. [In the case of multiple accounts to the same financial
institution, if you know how many different persons-attach to those
accounts, please state. Provide the USP status of all the persons
about whom the requests are seeking information, 1nc1ud1ng the subject
of the investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the Ffinancial
institution to provide the records [personally to an employee of the
DELIVERING DIVISICN OR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] withirn [NUMBER OF] business days of receipt of
this request. The financial institution should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISICNS

g
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To: _[CTD/CD] From: [DRAFTING DIVISION]
:}Qf [CASE FILE NUMBER, 00/00/2008]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 12 U.S.C. § 3414(a) (5) (D), I, the
senlor official approving this EC, certify that a disclosure of the
fact that the FBI has sought or obtained access to the information
sought by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, ox
counterintelligénce investigation, interfere with diplomatic relations,
or endanger the life or physical safety of a person. .

Wm“wwmmww;}QZ,Brief statement of the facdts justifying wmy certification
in this cdse '

[Opticon 2 ~ Declining to invoke the nondisclosure requirement]

' (U) I, the senior official approving this EC, have determined
that the facts of this case do not warrant activation of the

nondisclosure requirements under the applicable National Security
Letter statute.

.[Include the next 2 paragraphs in all ECs.]

(U) Information received from a financial institution may
be disseminated in accordance with the FBI's Domestic Investigations
and Operations Guide (DIOG), and with respect to dissemination to an
agency of the United States, only if such information is clearly
relevant to the authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed to
[CASE AGENYT, telephone number (000) 000-0000].
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_SHCRET

To: [CTD/CD] From: [DRAFTING DIVISION]
Re¢ww}§{ [CASE FILE NUMBER, 00/00/2008]

LEAD (s) :

Set Lead 1: (Action)

GENERAT, COUNSEIL,

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

fCOUNTEREERRORISM/COUNTERINTELLIGENCEZCYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING DIVISION -~ if using personal servicel

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING

DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicablel].

*
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZOP CODE]
[MONTH DAY, YEAR]

[MR./MRS/MS.] [COMPLETE POC NAME]
[TITLE, IF AVAILABLE]
[COMPANY NAME]
[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

, Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code

(U.8.C.), Section 3414 (a) (5), you are hereby directed to produce
to the Federal Bureau of Investigation :(FBI) all financial

records pertaining to the customer(s) and/or accounts listed
below:

NAME (S) ' [if available]

ACCOUNT NUMBER(s) : [if available]

SOCIAL SECURITY NUMBER(S):[if available]

DATE (S) OF BIRTH: , [if a\lrai'lable]
[FOR FPERIOD FROM INCEPTION TO PRESENT]

ox

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT]]

Please see the attachment following this letter for the
types of information that your financial institution might
consider to be a financial record. '

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of recdeipt of this letter.
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;MR./MRS./MS./ COMPLETﬁ NAME ]

In accordance with Title 12, U.S.C. Section
3414 (a) (5) (A), I certify that these records are sought for
foreign counterintelligence investigation purpcses to protect
against internaticnal terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the First Amendment to the Constltutlon of the
United States.

In acgordance with Title 12, U.S.C., Section 3403 (b), T
certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. § 3414(a)(5) (D), I
certlify that a disclosure of the fact that the FBI has sought or
obtained access to the information sought by this letter may
endanger the national security of the United States, interfere
with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endangexr
the life or physical safety of a person. Accordingly, 12 U.S.C.
§ 3414 (a) (5) (D) prohibits you, or any officer, employee, or agent
of yours, from disclosing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 12 U.S8.C. § 3414 (a) (5) (D) (iii), you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv), if
the FBI asks for the information, you should identify any person
to whom such digclosure has been made or to whom such disclesure
will be made. In no instance will you be required to identify
any attorney toc whom disclosure was made or will be made in order
to obtain legal advice or legal assistance with respect to this
letter, : .

[ITnclude the following language in all NSLsi]
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[MR./MRS./MS./ COMPLETE NAME]

In accordance with 18 U.S.C. § 3511(a) and (b)(l}, you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful.

You also have the right to challenge the nondisclosure
requirement set forth above. If you wish to make a disclosure
that is prohibited by the nondisclosure requirement, you must
notify the FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. TIf you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for '
nondisclosure and to obtain a judicial order requiring continued
nondisclosure. The nondisclosure requirement will remain in
effect unless and until there is a final court oxder holding that
disclosure is permitted.

If you do not send notice of your desire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondisclosure requirement as
provided by subsec¢tion 3511 (b).

) In accordance with 18 U.S.C. § 3511(¢), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action.

The FBI does not intend to suggest, by the service of
the NSL upon your financial institution, that a suspicious
Activity Report (SAR) should be filed with respect to this
account nor that the account should be closed. Should you
determine, however, that the filing of a SAR is required by
banking laws or regulations, the non-disclosure provision set
forth above prohibits the disclosure of the fact of this letter
in the SAR. Further, should you decide to consider closing the
account, the FBI requests that you please notify the below point
of contact prior to taking such action, inasmuch as it is
expected that information from this account, if it remains open,
may provide valuable foreign intelligence. :

You are directed to provide records responsive to
this letter [personally to a representative of the [DELIVERING
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DIVISION]_OR through use of a delivery service to the [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal oxr through a
delivery service or fax]. Due to security congiderations, you
gshould neither send the records through routine mail service nor
disclose the substance of this letter in any telephone
conversation.

Your cooperation in this matter is greatly
appreciated,.

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]

ATTACHMENT

In preparing your response to this National Security Letter, you .

should determine whether your company maintains the following
types of information which may be considered by you to be a
financial record in accordance Title 12, United States Code,
Section 3401(2) (“original of, copy of, or information known to
be derived from, any record held by a flnan01al institution
pertaining to a customer’s relationship with the financial
institution”):
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

_X_  Deletions were made pursuant to the exemptions indicated below with no segregable
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Section 552 Section 552a
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(Rev, 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/201_
To: General Counsel Attn: Steven N. Siegel
Deputy General Counsel, NSLB
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OE"FIE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
. [Squad] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME] -
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
(U 'j"ca‘se~-:m----#«:~->@( [CASE FILE NUMBER] (Pending)
(TT) - .mi.tla;.4,.4..,ﬂ [SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE)]

[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) (NSLFIL) Approves the issuance of a Fair Credit
Reporting Act Section 168lu(a) National Security Letter (NSL) for

financial institution listings; provides reporting data; and

transmits the NSL to the appropriate divigion for delivery to the
credit reporting company.

(U "-Déri‘M's
_BpeRET_

ACLU-NSL-345




(UJ)

(U -
i[I)‘m

SmewgT

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
'“Rewm:ﬁai [CASE FILE NUMBER, 00/00/2008]

Declassi +. [10~25 ed on
: i in the EC]

[FULL/PRELIMINARY} Investigation-Instituted:. [00/00/2008]

Refaretice >J< [CASE FTLE NUMBER Serial XXX]

Enclosure(s) : (U) ZEncloged for [DELIVERING DIVISION oxr OFFICE

OF ORIGIN, depending on whether service is personal or through

(U} -

restricted delivery service or fax] is an NSL dated [00/00/2008],
addregsed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal servicel, requesting the names and
addresses of financial institutions at which the listed congsumer
maintaing or has maintained an account.

Datails: .. Brief explanation of why the NSL is being created

e A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATI TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining the investigation
of tha subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency.] This
financial institution information is being requested to [Fully
state the relevance of the requested records to the
investigation].

"W"“““M“““”;)Sgg This electronic communication documents the
[APPROVING O

ICIAL’ 8] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual(s)
from [credit reporting company #1]; [NUMBER OF] individual(s)
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons sbout whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to give as much
information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the credit
reporting company to provide the records [personally to an .
employee of the DELIVERING DIVISION or through use of a delivery’
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail

ot
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ShesET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Ret... [CASE FILE NUMBER, 00/00/2008]

delivery nor utilize the name of the subject of the request in

any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the

.racipient of a National Security Letter from disclosing that the

FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1l below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 15 U.S.C. § 1681u{d), I, the
senior officlal approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
gafety of a person.

*”;}ég Brief statement of the facts justifying my
certificatiod in this case:

[Option 2 -~ Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requlrements under the applicable National
Security Letter statute.

[include the next 2 paragraphs in all ECs.]

(U) Information received herein from a credit
reporting company may be disseminated in accordance with the
FBI's Domestic Investigations and Operations Guide (DIOG),
subject to the following statutory limitation. Dissemination of
such information is limited to other Federal agencies asg may be
necessary for the approval or conduct of a foreign

3
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_SHerST_

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

TRE e [CASE FILE NUMBER, 00/00/2008]

counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the
military department concerned as may be necessary for the conduct
of a joint foreign counterintelligence investigation.

{U} Any questions 'regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000.]
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re.:... [CASE FILE NUMBER, 00/00/2008]
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSET,
AT WASHINGTON, DC

' (U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set lLead 2: (Info)

[ COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHTINGT!

(U) At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING OFFICE - if using personal gervice]

[AT CITY, STATE]

(0) Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

(U} Please take special note that the reply to this
request should not 'generate receipt of a full credit report and
that only a summary or redacted credit report should be accepted.

*
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u.s. Department of Justice

Federal Bureau of investigation

Washington, D, C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]

- [CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS,./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(U.s.C.), Section 1681u(a) (the Fair Credit Reporting Act, as
amended), you are hereby directed to provide the Federal Bureau
of Investlgation (FBI) the names and addresses of all financial
institutions (as defined in Title 12, U.S.C., Section 3401) at

which the below-named consumeyr (s) maintains or has maintained an
account:

NAME (8) :
ADDRESS (ES) : ' . [if available]
DATE (S) OF BIRTH: [1£f available]

SOCIAL SECURITY NUMBER(S): [if available]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS-NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S8.C., Section 1681u(a),
I certify that such information is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States.
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[Cartification: The nondisclosure requirement is not arn automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nendisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 1681lu{d) (1), I certify
that a disclosure.of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, .or endanger the life or
physical safety of a person. Accordingly, 15 U.8.C. §
1681u(d) (1) and (3) prohibits you, or any officer, exployee, ox
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal agsistance with
respect to this letter.

In accordance with 15 U.8.C. § 168lu{(d) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.8.C. § 1681u(d) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such digsclosure will be
made. In no instance will you be required to ildentify any
attorney to whom disclosure was made or will be made 1n order to
obtain legal advice or legal assistance with respect to this
letter. '

[Include the following language in all NSLs.]

In accoOrdance wlth 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge thig letter if compliance would be
unreasonable, oppressive, or otherwise unlawful.

You also have the right to challenge the nondisclosure
requirement set forth above. If you wish to make a disclosure
that 1s prohibited by the nondisclosure requirement, you must
notify the FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for
nondisclosure and to obtain a judiclal order requiring continued
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nondisclosure, The nondisclosure requirement will remain in

effect unlesgs and until there is a final court order holding that
disclosure is permitted.

If you do not send notice of your desire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondigclosure regquirement as
provided by subsection 3511 (b).

In accordance with 18 U.8.C. § 3511(¢c), an unlawful
fallure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [perscnally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have-regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should .
neither send the records through routine maill service nor non-

secure fax, nor disclose the substance of thisg letter in any
telephone conversation.

Your cooperation in thig matter is Qreatly appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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(Rev. 01-31:2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/201_
To: General Counsel Attn: Steven N. Siegel '
Deputy General Counsel, NSLB
[COUNTERTERRORI SM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] ' Attn: SSA [SQUAD SUPERVISOR]
SaA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) ~ [8quad] [X]

From: [DRAFTING DIVISION]
: [APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF ARPLICAELE)]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: '[LAST FIRST MIDDLE NAME: INITIALS]
CaseWIDM#r:hK( [CASE FILE NUMBER] (Pending)

Pitle:- Y& [SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) (NSLCII) Approves the issuance of a Fair Credit
Reporting Act (FCRA) Section 168lu(b) National Security Letter
(NSL) for consumer identifying information; provides reporting
data; and transmits the NSL to the appropriate division for
delivery to the credit reporting company.

Py tU:wDer§§§EIEEam=z:Z§E§

SECRET
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SECRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
R 1o [CASE FILE NUMBER, 00/00/2008]

Declassin on
information a EC

------------ [EULL/PRELIMENARYJwInvestigatianwInstitutedwwzxi [00/00/2008]

Referaaceww;hﬁi {CASE FILE NUMBER Serial XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2008],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal serxvice], requesting consumer identifying
information relating to the consumer listed.

T pu— Brief explanation of why the NSL is being created

A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATI "TERRORISM] investigation of subject, a [U.S.

.PERSON/NON-~U.S. PERSON], was authorized in accordance with the

Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. This
consumer identifying information is being requested to [Fully
state the relevant of the requested records to the
investigation].

;}Q;F This electronic communlcatlon documents the
[APPROVIN ICIAL’ a] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
consumer identifying information for [NUMBER OF] individual (s)
from [credit reporting company #1]; [NUMBER OF] individual (s)
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the

‘investigation. In other woxrds, do your best to give as much

information as you can, for congressional reporting purposes.]

(U) Arrangements should be made with the credit
reporting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the recoxrds through routine mail

Bresgr
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To: [DELIVERING ﬁIVISION] From: [DRAFTING DIVISION]
tIJ)WReL ....... [CASE FILE NUMBER, 00/00/2008]

service nor utilize the name of the gubject of the request in any
telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing.that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and ineclude in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure regquirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U} In accordance with 15 U.S.C. § 168lu(d), I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
countertexrrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical safety
of a person.

I ““':}ﬁi:Brlef statement of the facts justifying my
certlflcatlon in this case:

[Option 2 -~ Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter gtatute.

[Include the next 2 péragraphs in all ECs.]

(U) Information received herein rom a credit reporting
company may be disseminated in accordance with the FBI's Domestic
Investigations and Operations Guide (DIOG), subject to the
following statutory limitation. Dissemination of such
information is limited to other Federal agencies as may be

3
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_BEerET_

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Rep- [CASE FILE NUMBER, 00/00/2008]

necessary for the approval or conduct of a forelgn
counterintelligence investigation, or, where the lnformatlon
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the
military department concerned as may be necessary for the conduct
of a joint foreign counterintelligence investigation.

{U) Any qﬁestions regarding the above can be directed
to the [CASE AGENT, telephone number -(000) 000-0000.]
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To: [DELIVERING DIVISION] . From: [DRAFTING DIVISION]
R [CASE FILE NUMBER, 00/00/2008] '
LEAD(8):

Set Lead 1: (Action)

GENERAT, COUNSEIL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements foxr NSLg. '

Set Lead 2: (Info)

[COUNTERTERRORI SM/COUNTERINTELLIGENCE/CYBER] -

AT WASHINGTON, DC
(9)At [Unit] Read and ¢lear — 00—
Set Lead 3: (Action)

[DELIVERING OFFICE -if using personal servicel

[AT CITY, STATE]

(U) Deliver the 'attached NSL asg indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

(U) Please take special note that the reply to this
request should not generate receipt of a full credit report and
that only a summary or redacted credit report should be accepted,

*
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U.S, Department of Justice

Federal Bureau of Investigétion

Washington, D, C. 20535-0001

[DRAFTING DIVISION]
[STREET. ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAMFE. OF COMPANY]

[PHYSICAY, STREET ADDRESS ~- NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(U.s.C.), Section 1681lu(b) (the Fair Credit Reporting Act, as
amended}, you are hereby directed to provide the Federal Bureau
of Investigation (FBI) the names, address, former addresses,

places of employment, or former places of employment of the
below-named consumer(s):

NAME (S) :
ADDRESS (ES) : [if available]
DATE (S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if available]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Section 1681u(b),
I certilify that such information is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, and that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the First
Amendment to the Constitution of the United States.
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[Caxtification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.8.C. § 1681lu(d) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
1681u(d) (1) and (3) prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681u(d) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.8.C. § 168lu{d) (4), 1f the FBI -
asks for the information, you should identify any person to whom
such disclosure has been made or to whom -such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter. .

[include the following language in all NSLa.]

In accordance with 18 U.S.C. § 351l(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful.

You also have the right to challenge the nondisclosure
requirement set forth above. If you wish to make a disclosure
that is prohibited by the nondisclosure requirement, you must
notify the.FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for.
nondisclosure and to obtain a judiclal order requiring continued
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nondisclodure. The nondisclosure requirement will remain in

effect unless and until there is a final court order holding that
disclosure is permitted.

If you do not send notice of your desire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provigion will remain in effect, subject to your opportunity to
make an annual challenge to the nondisclosure requirement as
provided by subsection 3511(b).

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure

requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF

ORIGIN] OR through secure fax] within [xxxx] business days of
.receipt of this letter. '

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-

secure fax, nor disclose the substance of this letter in any
telephone convergation.

Your cooperation in this matter is greatly appréciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
.  SPECIAL AGENT IN CEARGE]
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(Rev. 01-31-2003)

(o)
il

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/60/201_
To: General Counsel Attn: Steven N. Siegel
Deputy General Counsel, NSLB
[ COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
. SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(if using personal service) -[Sqnad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAS@ FIRST MIDDLE NAME: INITIALS]
Cage ID“#Y;}éi [CASE FILE NUMBER] (Pending)

_Title:. >Q [ SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

. Synopsis: (U) (NSLCOM) Approves the issuance of a Fair Credit

Reporting Act (FCRA) Sections 1681u(a) and (b) combination
National Security Letter (NSL) for financial institution listings
and consumer identifying information; provides reporting data;

and transmits the NSL to the appropriate division for delivery to
the credit reporting company.

_SBCIET_
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To: [DELIVERING DIVISION] ' From: [DRAFTING DIVISION]

Re}gQ [CASE FILE NUMBER, 00/00/2008]

()é) (g - Deriv G-3
TDeslassify On ears based on
information a EC]

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2008]
Reference--:w....yg(' [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is parsonal or through
restricted delivery service or fax] is an NSL dated [00/00/2008],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME] , [COMPANY ADDRESS - NO P.0. BOX], [CITY, STATE ~ NO ZIP
CODE if using personal service], requesting the names and
addresses of financial institutions at which the listed consumer
maintains or has maintained an account and requesting consumer
identifying information relating to the consumer.

ion of why the NSL is being created

-wgbg A [FULL/PRELIMINARY] [FOREIGN
o) INTELLIGENCE/INTERNATIONAL TERRORISM] investigation of

subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
accordance with the Attorney General Guidelines because [Give a
full explanation of the justification for opening and maintaining

the investigation of the subject; barebones facts will not

suffice and will cause the request to be rejected for legal
insufficiency.] This financial institution information and
consumer identifying information are being requested to [Fully
state the relevance of the requested records to the
investigation].

- ~wwm~w;>s; This electronic communication documents the
[APPROVING O

P] FICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual(s)
from [ecredit reporting company #1]; [NOMBER OF] individual({(s)
from [credit reporting company #2], etc. [If thera are raquests
from multiple reporting companies for the same person, please
statae. Provide the USP status of all the persons about whom the
requests are seeking information, including the subject of the
investigation. In other words, do your best to givae as much
information as you can, for congressmonal reporting purposes.] In
addition, for mandatory reporting purposes, the enclosed NSL
séeks the consumer identifying information for [NUMBER OF]
individual (s) from [credit reporting company #1]; [NUMBER OF]
individual (s) from [credit reporting company #21, etc. [If there

Speng
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To:  [DELIVERING DIVISION] From: [DRAFTING DIVISION]

"Repm:yii [CASE FILE NUMBER, 00/00/2008]

are requests from multiple reporting companies for the same
person, please state., Provide the USP status of all the persons
about whom the requests are seeking information, including the
subject of the investigation. 1In other words, do your best to
give as much information as you can, for congressional reporting
purposes. ]

(U) Arrangements should be made with the credit
reporting company to provide the records [personally to an
employaee of the DELIVERING DIVISION or through use of a delivery
saervice or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail
delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosura Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Lettexr from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI officéial approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 15 U.S.C. § 1681u(d), I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the-United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relations, or endanger the life or physical
safety of a person.

" Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

_SmesEr
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re-¢oo [CASE FILE NUMBER, 00/00/2008]

(U} I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received herein from a credit
reporting company may be disseminated in accordance with the
FBI's Domestic Investigations and Operations Guide (DIOG),
subject to the following statutory limitation. Dissemination of
such information is limited to other Federal agencies as may be
necessary for the approval or conduct of a foreign
counterintelligence investigation, or, where the information
concerns a person subject to the Uniform Code of Military
Justice, to appropriate investigative authorities within the
military department concerned as may be necessary for the conduct
of a joint foreign counterintelligence investigation.

{(U) Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000.]
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To: [PELIVERING DIVISION] From: [DRAFTING DIVISION]
Re>{<§))3 [CASE FILE NUMBER, 00/00/2008]
LEAD (s)

Set Iead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congresgsional reporting
requirements for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORI SM/COUNTERINTELLIGENCE/CYEBER]

AT WASHINGTON, DC
(U) At [Unit] Read and Clear

Set Lead 3: (Actionm)

[DELIVERING OFFICE - if using personal service]

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

(U) Please take special note that the reply to this
request should not generate receipt of a full credit report and
that only a summary or redacted credit report should be accepted.

+*
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

IMR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS ~ NO P.O., BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.]'[LAST NAME] :

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(u.s8.C.), Sections 1681lu(a) and lsalu(b)(the Fair Credit
Reporting Act, as amended), you are hereby directed to provide
the Federal Bureau of Investigation (FBI) the names and addresses
of all financial institutions (as defined in Title 12, U.8.C.,
Section 3401) at which the below-named consumer(s) maintains or
has maintained an account and to provide the names, address,
former addresses, places of employment, or former places of
employment of the below-named consumer(s):

NAME (S) :
ADDRESS (ES) : [if available]
DATE(S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if available]

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT
BEING REQUESTED OR SOUGHT.

In accordance with Title 15, U.S.C., Sections 168luf{a)
and 168lu(b), I certify that such information is sought for the
conduct of an authorized investigation to protect against
international terrorism or clandestine intelligence act1v1t1es,
and that such an 1nvestlgatlon of a United States person is not
conducted solely on the basgis of activities protected by the
First Amendment to the Constitution of the United States.

[Certification: The nondisclosure requirement is not an autcmatic
feature of the NSL. If the supporting EC Ffox this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]
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In accordance with 15 U.S.C. § 1681u{d) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the. information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.S.C. §
1681u(d) (1) and (3) prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure 1s necessary to comply with the létter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681u(d) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1681u(d) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to -
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 351i(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful.

You also have the right to challénge the nondisclosure
requirement set forth above. If you wish to make a disclosure
that is prohibited by the nondisclosure requirement, you must
notify the FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Division, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the NSL. If you send notice within 10 calendar days, the FBT
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for
nondisclogure and to obtain a judicial order requiring continued
nondisclosure. The nondisclosure requirement will remain in

effect unless and until there is a final court order holding that
disclosure is permitted.
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If you do not send notice of your degire to discloge
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provision will remain in effect, subject to your opportunity to
make an annual challenge to the nondlsclosure requirement as
provided by subsection 3511(b).

In accordance with 18 U.S.C. § 3511(¢), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] COR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is pexsonal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-

secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME] ‘
[ASSISTANT DIRECTOR IN CHARGE/
'SPECIAL AGENT IN CHARGE]
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE _ Date: 00/00/201_
To: General Counsel - Attn: Steven N. Siegel
. Deputy General Counsel, NSIB
[ COUNTERTERRORISM] Attn: [UNIT]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGINj Attn: SA [CASE AGENT]
a [Squad] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

MCaSEWIDmﬁfw)g( [CASE FILE NUMBER] (Pending)

-mitle;mu>§( [ SUBJECT]

, [A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) (NSLFCR) Approves the issuance of a Fair Credit
Reporting Act (FCRA) Section 1681lv National Security Letter (NSL)
for a full credit report in an international terrorism
investigation; provides reporting data; and transmits the NSL to
the appropriate division for delivery to the credit reporting

company .
_SResGT
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To: [DELIVERING DIVISION] . From: [DRAFTING DIVISION]

Ra}i( [CASE FILE NUMBER, 00/00/2008]

b 3 Deri m : G-3
tt]hwnsalassify On: ears based on
_ infoxmation e EC]

[FULL/PRELiMINARX] Investigation Instituted: (S) [00/00/2008]
Reference: - }&{ [CASE FILE NUMBER Serial XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery system or f£ax] is an NSL dated [00/00/2008],
addressed to [COMPANY POC NAME], [TITLE (if available))], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O., BOX], [CITY, STATE -~ NO ZIP
CODE if using personal service], requesting a full consumer

credit report and all information in its files relating to the
consumer listed.

ion of why the NSL is being created

- A [FULL/PRELIMINARY] international terrorism
1nvestigation of subject, a [U.S. PERSON/NON~U,S. PERSON], was
authorized in accordance with the Attorney General Guidelines
because [Give a full explanation of the justification for opening
and maintaining the investigation on the subject; barebones facts
will not suffice and will cause the request te be rejected for
legal insufficiency]. This full credit report is being requested
to [Fully state the relevance of the requested records to the
investigation].

t[}).mwwmmwwmm“wmmw

;)S; This electronic communication documents the
[APPROVING O

FICIAL' s8] approval and certification of the enclosed .

NSL. For reporting purposes, the enclosed NSIL seeks the consumer
c¢redit report of [NUMBER OF] individual(s) from [credit reporting
company #1]; [NUMBER OF] individual(s) from [credit reporting
company #2], etc. [If there are requests from multiple reporting
companies for the same person, please state. Provide the USP
status of all the persons about whom the requests are seeking
information, including the subject of the investigation. In
other words, do your best to give as much information as you can,
for congressional reporting purposes.)

(U) Arrangements should be made with the credit
reporting company to provide the records [personally to an
enployee of the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER O¥F]
business days of receipt of this request. The credit reporting
company should neither send the records through routine mail

SECRET_
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To: _ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Rerw:}ﬂz [CASE FILE NUMBER, 00/00/2008]

delivery nor utilize the name of the subject of the request in
any telephone calls to the FBI. )

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the

- recipient of a National Security Letter from disclosing that tha

FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (bkut not in the NSL) a brief

statement of facts that justify the nondisclosure requirement.

Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 15 U.S.C. § 1681v(c), I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere

with diplomatic relatlons, or endanger the life or physical safety
of a person.

Brief statement of the facts justifying my
certlficatlon in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation

of the nondisclosure requirements under the applicable National
Security Letter statute.

'[Include the next 2 paragraphs in all ECasa,]

(U} Information received herein from a credit
reporting company may be disseminated in accordance with the
FBI's Domestic Investigations and Operations Guide (DIOG).

SEeset__
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_SmerEr

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

e RB [CASE FILE NUMBER, 00/00/2008]

(U) Any questions regarding the above can be directed
to the [CASE AGENT, telephone number (000) -000-0000.]
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SEerET_

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re;mw>§2 [CASE FILE NUMBER, 00/00/2008]
LEDD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congre991onal reporting
requirements for NSLs.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) At [Unit] Read and Clear
Set lead 3: (Action) '

[DELIVERING OFFICE—- if using personal service]

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the credit reporting company,

[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable].

*
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Pursuant to Executive Order 12333, dated December 4,
1981, and 15 U.S.C. § 1681lv of the Fair Credlt Reporting Act (as
amended) , you are hereby directed to provide the Federal Bureau
of Investigation (FBI) with a copy of a consumer credit report
and all other information contalned in your files for the below-
listed consumer (s):

NAME (S) :
ADDRESS (ES) : . [if available]
DATE (S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if available]

In accordance with Title 15, U.S.C. § 1681v, I certify
that the information sought is necessary to conduct an authorized
investigation of, or intelligence or counterintelligence
activities or analysis related to, international terrorism.

[Certification: The nondisclosure requirement is not. an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

‘ In accordance with 15 U.8.C. § 1681lv(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the

national security of the United States, interfere with a

criminal, counterterrorism, or counterintelligence investigation,

interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 U.3.C. §

ACLU-NSL-374




1681v(c) (1) and (3) prohibits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
regpect to this letter.

In accordance with 15 U.S.C. § 1681v(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure

requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S.C. § 1681v(c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful.

You also have the right to challenge the nondisclosure
requirement set forth above. 'If you wish to make a disclosure
that is prohibited by the nondisclosure requirement, you must
notify the FBI, in writing, of your desire to do so within 10
calendar days of receipt of this letter. That notice must be
mailed or faxed to [the XXXX] Divigion, attention: CASE AGENT
(phone number: xxxx), with a copy to FBI HQ, attention: General
Counsel (fax number: 202-324-5366) and must reference the date of
the NSL and the identification number on the upper left corner of
the WSL. If you send notice within 10 calendar days, the FBI
will initiate judicial proceedings in approximately 30 days in
order to demonstrate to a federal judge the need for
nondisclosure and to obtain a judicial order requiring continued
nondisclosure. The nondisclosure requirement will remain in
effect unless and until there is a final court order holding that
disclosure is permitted.

If you do not send notice of your desire to disclose
the NSL or the fact that you produced records in response to it
within 10 calendar days of receipt, then the nondisclosure
provigion will remain in effect, subject to your opportunity to
make an annual challenge to the nondlsclosure requirement as
provided by subsection 3511 (b).
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[MR./MRS./MS.] [COMPLETE NAME]

In accordance with 18 U.8.C. § 3511(c), an unlawful
fallure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed .to provide records responsive to this
letter [perscnally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN] ,_dépending on whether service is personal or through a
delivery service]. Due to security con91deratlons, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is appreciated.

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]
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