BTOZ/OTSE

UOISI33p UoIssIuuADD Fuipuad &T/0T/L0 BT/OT/L0 BTATZ/O | BT/DZS90 ANIFT SAVITIIA| SSEE
E=H ey B
. 2og 349 o2
SALVIS U epanjosay feAddy Buidapy | axau Jo shop wiodwa) | aaeg pajd oD oN
LIPS SPLALL o USISSHAIGT | DE) Wwiway
155 - Jo aa0n
fladadins 03 ang
SINIYTSWOD ADIT0d
an{] 43119 Jid 6T/LZ/60 &6TOZ/OE/L BL/IT/E BT/LiL BT/LTS BT/1E/S 61/ 41 ¥
ang CH g 2012 [ anga ang Pt tp o9} ang MM.M DD v
SUVLS uorsiaag Hyo | Bunoad Mo Paiid o118 Jdd f21a Jdd | Jag 05D | SpI0IBY Did | SR Jd HE, hm HUIDICHeD on
{Y207v2) $TvAdd Y ANIRONI 30 QHYOR

anp maraiu) duwioo GT/SZ/0T 6T/TT/OT 61/9T/60 6Tf9Z/i0 é 61/82/90 LSTT

PZ ¢ UOISSIULIGT) i
BY 35Y MINSO|Y UNUPY Br/zz/ot s1/L0/01 6L/ZT/60 6T/2Z/10 BT-UNT | 6L/PZ/90 9547

QT ¢ voissiunuay .
o Sy JINSEI URLPY BT/Z0/0T 61/LT/60 &T/ET/80 BL/TT/O0 BT/Z0fL0 BT-unf &L/e0/00 ror?

6T/0T/L UBW J3Ilued )
OU “|IBABUN 540 “PIOY YO FARFASLO LT/ EfR0 FT/T0/B0 LT/6T/90 LT/ET20 FAl) LT/PTio0 6T

{Aog
{sAop Sat) panss
SABQ 0ZT panssy (sAvp 08} mgoz)ang|  A0g
SALWIS 900 poday suonobayy A0 PN JuoLDden) O
sbupurs 08 1png10g9 | 19ed 108 fo s30n supRoBay | Juapou
Jo aagoy
SNOLLYOLLSTANT LNIYISNGD
JHO4dIH SANNAVIC NIVI4dIANDD Jdd







!|f { CITY 2F

=
5
m
B

Office of l}:e City Manager

SUPPLEMENTAL
AGENDA MATERIAL

For Supplemental Packet 2

Meeting Date: July 9, 2019
item Number: 18b

Item Description: Companion Report: Law Enforcement Use of Restraint Devices
in the City of Berkeley

Submitted by: Andrew R. Greenwood, Chief of Police

This supplemental material includes the most recent (July 5, 2019) draft of BPD Policy
302, as well as information and outcomes reflecting the extensive collaborative policy
review process between the Police Review Commission and the Berkeley Police
Depariment on this matter.

Policy 302 "Handcuffing and Restraints” provides policy for the safe use of handcuffs
and other restraints during detentions and arrests.

The Police Review Commission (PRC) Lexipol Sub-Committee reviewed and
provided input to Policy 302 in fall 2018. Several changes were made, and in October
2018, the policy was issued to the Department.

In considering the recent Mental Health Commission’s item to Council, as well as the
companion report, the PRC asked the Deparilment to make a presentation regarding
the use of spit hoods.

On June 12, 2019, BPD made a presentation to the full PRC, which can be viewed
here: https://youtu.be/ul VXxUdgyl, starting at the 1:50:35 mark. In the ensuing
discussion, the PRC raised concerns which had been discussed during the
subcommittee meeting immediately prior to the June 12 full commission meeting. We
discussed those issues during the PRC meeling.

On June 14, 2019, BPD responded to the PRC's input, returning a draft policy which
addressed the concerns raised during the discussion, changing two instances of
“should” to “shall” and strengthening language regarding medical concerns.

2180 Milvia Street, Berkelay, CA 94704 » Tel: (510) 981-7000 « TOD: {510) 981-6903 » Fax: (510) 981-7099
E-Mail: manager@CityofBarkeley.info Website: http:ifwww.CityofBerkeley.info/Manager




On June 18, 2019, the subcommittee discussed the draft as amended, and discussion
continued at the June 26 meeting of the full commission.

On June 26, 2019, after substantial discussion, the full PRC passed a moftion
comprised of five elements. Please see below for our response on each element:

The PRC has voted to recommend approval of Policy 302 as follows:
1) In the second paragraph of Section 302.10, change the word “when to “while” [so
the sentence begins, “Spit hoods may be placed upon persons in custody while the

officer reasonably believes...];

Response: The attached policy incorporates the substitution of “while” for
“when”, in section 302.10, second paragraph: “Spit hoods may be placed upon
persons in custody while the officer reasonably believes the person will bite or
spit...”

Based on input from the commission, though not a part of the PRC’s motion,
we have added language regarding trauma in the first paragraph of Seclion
302.10: “As the Department recognizes that use of a spit hood may be
experienced as a traumatic event to the wearer, and may cause alarm and
concern to onlookers, this policy provides clear and specific guidelines for their
use, in service of the safety of all parties involved.”

2) that the PRC endorses the BPD's commitment to crisis intervention training (CIT)
and de-escalation strategies, and promotes the use of CIT officers in their application
of spit hoods when practical.

Response: Berkeley PD continues its years-long, ongoing commitment to CIT
training. BPD continues to send staff to fill each available training slot to the full
week course. The majority of BPD officers have had CIT training. While this
makes it likely a CIT-trained officer may be present when spit hoods are used,
officers will not prohibited by this policy from using a spit hood simply because
a ClIT-trained officer is not present.

3) that the Chief propose data collection measures for the PRC'’s consideration,
including the types of circumstances hoods are used under.

Response: BPD is examining options to capture the number of times a spit
hood (and the “Wrap" device as well) is used. It should be noted that according
to this policy, spit hoods are only to be used “when the officer reasonably the
person will bite or spit, either on a person or in an inappropriate place.” Absent
the officer’s reasonable belief, spit hoods may not be applied. Body Worn
Camera footage will support examination of any circumstances wherein a
complaint is raised.

4) that the BPD utilize other available methods of restraint when possible, such as
placing a person in a vehicle;

Response: Spit hoods are specifically designed to address the unique health
and safely issues created by a person spitling or biting. Placement in a vehicle



i5 not & substitute for the proper utilization of a spit hood, when a subject is
spitting and the officer reasonably believes the behavior will continua.

5) the use of split hoods on pre-adolescent children is prohibited.

Respeonse: There was substantial discussion of this issue with the PRC. We
were unable to determine specific, clear definitional policy language on what
“pre-adolescent” or similar terms mean in the context of a palicy.

There is a de facto prohibition of the use of a spit hood on a small child within
existing policy language. '

Section 302.7 prohibits the use of any restraints on juveniles, (defined as
persans “under 14 years old”) unless the person “is suspected of a dangerous
felony or when the officer ha a reasonable suspicion that the juvenile may
resist, attempt escape, injure him/herself, injure the officer, or damage
praperty.” Add to these limited circumstances that spit hoods may only be used
where a persan is already spitting or hiting or reasonably believed to be about
do se, and that other restraints would generally be applied, it is difficult to
imagine a scenario wherain a small child's behavior would somehow justify use
of a spit hood.

The policy furlher provides substantial accountability, as section 302.13
requires officers to document within their report every instance wherein a spit
hood is applied, and Body Worn Camera footage will support examination of
any circumstance wherein a complaint of an inappropriate application is
raised.

The Depariment’s revised policy is attached in two versions, one showing markup,
and one without markup.

Altachments:
July 5, 2012 revision of Policy 302, Handcuffing ang Restraints, with no markup
July 5, 2018 revision of Policy 302, Handcuffing and Restraints, with markup



Policy Berkeley Police Department

3 02 Policy Manual

Handcuffing and Restraints

302.1 PURPOSE AND SCOPE
This policy provides guidelines for the use of handcuffs and other restraints during detentions and

arrests.

3022 POLICY
The Berkeley Police Department authorizes the use of restraint devices in accordance with this

policy, the Use of Force policy and deparlment training. Restraint devices shall not be used to
punish, to display authority or as a show of force.

302.3 USE OF RESTRAINTS
Only members who have successfully completed Berkeley Police Department approved lraining

on the use of restraint devices described in this policy are authorized to use these devices.

When deciding whether to use any restraint, officers should carefully balance officer safety
concerns with factors that include, but are not limited to:

{a) The circumstances or crime leading to the arrest
(b) The demeanor and behavior of the arrested person
{c) The age and health of the person

(d)  Whether the person may be pregnant

(e) Whether the person has a hearing or speaking disability. In such cases, consideration should
be given, safety permitling, to handcuffing to the front in order to allow the person to sign or
write notes

()  Whether the person has any other apparent disability

302.4 RESTRAINT OF DETAINEES

Situations may arise where it may be reasonable to restrain an individual who may, after brief
investigation, be released without arrest. Unless arrested, the use of restraints on detainees should
continue anly for as long as is reasonably necessary to assure the safety of officers and olhers.
When deciding whether to remove restraints from a detainee, officers should continuously weigh
the safety interests at hand against the continuing intrusion upon the detainee.

302.5 ALTERNATIVE MEANS OF RESTRAINT
Alternative Means of Restraint include but are not limited to;

{a) Handcuffing the person with their hands in front of their body
{b) Handcuffing the person with multiple sets of linked handcuffs
{c) Use of the entire WRAP system
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{d} Use of the WRAP's ankle strap
{e} Use of plastic handcuffs “flex-cuffs”
{ff  An ambulance gurney with five point straps

302.6 RESTRAINT OF PREGNANT PERSONS

Persons who are known to be pregnant should be restrained in the least restrictive manner that is
effective for officer safety and in no event shall these persons be restrained by the use of leg irons,
waist chains or handcuffs behind the body.

Mo person who is in labor, delivery or recovery after delivery shall be handcuffed or restrained
except in extraordinary circumstances and only when a supervisor makes an individualized
determination that such restraints are necessary for the safety of the arrestee, officers or olhers
{(Penal Code § 3407; Penal Code § 6030).

302.7 RESTRAINT OF JUVENILES

A juvenile under 14 vyears of age should not be restrained unless helshe is suspected of a
dangerous felony or when the officer has a reasonable suspicion that the juvenile may resist,
attemnpt escape, injure him/herself, injure the officer or damage property.

302.8 NOTIFICATIONS

Whenever an officer transports a person with the use of restraints other than handcuffs, the officer
shall inform the jail staff upon arrival at the jail that restraints were used. This notification should
include information regarding any olher circumstances the officer reasonably believes would be
potential safety concerns or medical risks to the subject (e.q., prolonged struggle, extreme
agitation, impaired respiration) that may have occurred prior to, or during transportation to the jail.

302.9 APFPLICATION OF HANDCUFFS OR PLASTIC CUFFS
Handcuffs, including temporary plastic cuffs (aka "flex-cuffs™), may be used only to restrain a
person's hands lo ensure officer safety.

Although recommended for rmost arrest situations, handcuffing is not an absolute requirement of the
Department. Officers should consider handcuffing any person they reasonably believe warrants
that degree of restraint. However, officers should not conclude that regardless of the
circumstances, every person should be handcuffed.

In most situations handcuffs should be applied with the hands behind the person's back. When
feasible, handcuffs should be applied between the base of the palm and the ulna bone of the
wrist. When feasible, handcuffs should be double-locked to prevent tightening, which may cause
undue discomfort or injury to the hands or wrists.

In situations where one pair of handcuffs does not appear sufficient to restrain the individual or may
cause unreasonable discomfort due to the person's size, officers should consider using allernative
means of restraint.

if the person being handcuffed is on the ground or in a prone position, officers should, as soon as
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possible, place the person in an upright sitting position or on their side for respiratory recovery
and to mitigate the potential for positional asphyxia.

Handcuffs should be removed as socon as it is reasonable or after the person has been searched
and is safely confined within a detention facility.

302.10 APPLICATION OF SPIT HOODS/MASKS/SOCKS
Spit hoods, aka “spit masks” or “spit socks” are temporary proteclive devices designed to prevent

the wearer from transferring or transmitting fluids (saliva and mucous) to others. As the
Department recognizes that use of a spit hood may be experienced as a traumatic event to a
wearer, and may cause alarm and concern to onlookers, this policy provides clear and specific
guidelines for their use, in service of the safely of all parties involved.

Spit hoods may be placed upon persons in custody while the officer reasonably believes the
person will bite or spit, either on a person or in an inappropriate place. They are generally used
during application of a physical restraint, while the person is restrained, or during or after transport.

Officers utilizing spit hoods shall ensure that the spit hood is applied properly to allow for adequate
ventilation and that the restrained person can breathe normally. Officers should provide assislance
during the movement of restrained individuals due to the potential for impaired or distorted
vision on the part of the individual. Officers should avoid comingling individuals wearing spit hoods
with other detainees.

Spit hoods shall not be used in situations where there are indications that the restrained person
has a medical condition evident in the area around the mouth or nose, such as difficulty breathing
or vomiting. In such cases, prompt medical care should be provided. If the person vomits while
wearing a spit hood, the spil hood shal be promptly removed and discarded. Persons who have
been sprayed with oleoresin capsicum (OC) spray should be thoroughly decontaminated including
hair, head and clothing prior to application of a spit hood.

Those who have been placed in a spit hood should be continually monitored and shall not be left
unattended until the spit hood is removed. Spit hoods shall be discarded after each use.

302.11 APPLICATION OF THE WRAP

The WRAP is a temporary restraining device comprised of a Velcro strapped leg panel, torso
harness, ankle strap and backside handcuff carabiner. The device immabilizes the body into a
straight-legged seated position. Used properly, it restricts a subject's ability to do harm to oneself
or others. Officer safety is enhanced and the risk of injury to the subject is reduced.

In determining whether to use the WRAP, officers should consider:

{a)  Whelher the officer or others could be exposed lo injury due to the assaullive or resistant
behavior of a suspect.

(b)  Whether it is reasonably necessary to protect the suspect from his/her own actions (e.g.,
running away from the arresting officer while handcuffed, kicking at objects or officers).
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(c)

(d)

Whether it is reasonably necessary to avoid damage to property (e.qg., kicking at windows
of the patrol unit).

Whether conventional methods of restraint have failed.

302.11.1 GUIDELINES FOR USE OF THE WRAP
When applying the WRAP the following guidelines should be followed:

(a)

(b)

(c)

(d)

(e)

(f)

(9)

(h)

If practicable, officers should notify a supervisor of the intent to apply the WRAP. In all cases,
a supervisor shall be notified as soon as practlicable after the application of the WRAP,

Once applied, absent a medical or other emargency, restraints should remain in place until
the officer arrives at the jail or other facility or the person no longer reasonably appears to
pose a lhreat.

Restraint straps should be checked frequently for tightness, and adjusted as necessary until
the WRAP is removed. The harness straps shall never be tightened to the point they
interfere with the person’s ability to breathe,

The restrained person should be continually monitored by an officer while the WRAP is in
use. The officer should ensure that the person does not roll onto and remain on his/her
stomach.

The officer should lock for signs of distress such as sudden quiet or inaclivity, complaints of
chest pain, change in facial color, complaint of extreme heat, vomiting andfor labored
breathing, and take appropriate steps lo relieve and minimize any obvious factors
contributing to this condition.

Movement of the person can be accomplished in three ways, depending on the level of their
cooperation. The person can either be carried, allowed to stand and shuffle walk, or be
transported in a vehicle.

Cnce secured in a vehicle, the person should be placed in a seated or upright position,
secured with a seat belt, and shall not be placed on histher stomach for an extended period,
as this could reduce the person’s ahility to breathe.

If in custody and transported by ambulance/paramedic unit, the restrained person should be
accompanied by an officer when requested by medical personnel. The lransporting officer
should describe to medical personnel any unusual behaviors or other circumstances the
officer reasonably believes would be potential safety or medical risks to the subject (e.g.,
prolonged struggle, extreme agitation, impaired respiration).

302.11.2 DEVICE REMOVAL

Based on the person's combativeness or level of aggression, officers should employ appropriate
control techniques and tactics when removing the WRAP.

302 Handcuffing (39) - C1Edits-postiPRCMg. docx Handcuffing and Restraints | 4



302.11.3 THE WRAP'S ANKLE STRAP

The ankle slrap is a part of the WRAP restraint system. The ankle strap may be used alone, without
the rest of the WRAP system to restrain the legs of a violent or potentially violent person when itis
reasonable to do so during the course of detention, arrest or transportation. Use of the ankle strap
will follow the same guidelines listed above for the WRAP.

302.12 APPLICATION OF AUXILIARY RESTRAINT DEVICES
Auxiliary restraint devices include transport belts, waist or belly chains, transportation chains, leg

irons and other similar devices. Auxiliary restraint devices are intended for use during long-term
restraint or transporiation. They provide additional security and safety without impeding breathing,
while permitting adequate movement, comfort and mobility.

Only department-authorized devices may be used. Any person in auxiliary restraints should be
monitored as reasonably appears necessary.

302.12 REQUIRED DOCUMENTATION
If an individual is restrained and released without an arrest, the officer shall document the details

of the detention and the need for handcuffs or other restraints.

If an individual is arrested, the use of restraints other than handcuffs shall be documented in the
related report. The officer should include, as appropriate:

(a) How the suspect was transported and the posilion of the suspect.

() Observations of the suspect's behavior and any signs of physiological problems.

{c) Any known or suspected drug use or other medical problems.
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Palicy Berkeley Police Department

3 02 Palicy Manual

Handcuffing and Restraints

3021 PURPOSE AND SCOPE
This policy provides guidelines for the use of handcuffs and olher restraints during detentions and
arests.

302.2 POLICY

The Berkeley Police Department authorizes the use of restraint devices in accordance with this
palicy, the Use of Force palicy and department training. Restraint devices shall not be used to
punish, o display authority ar as a show of farce,

3023 USE OF RESTRAINTS
Cnly members who have successfully completed Berkeley Police Depariment approved training
an the use of restraint devices described in this policy are authonized o use these devices.

When deciding whether to wuse any restraint, cfficers should carefully balance officer safety
concems with factors that include, but are not limited to:

(@) The circumstances or crime leading 1o the arest

b} The demeanor and behavior of he arested person
(¢} The age and health of the person

(d}  Whaether the person may be jsknown-to-be pregnant

{e)  Whatherthe person has a hearing of speaking disability. In such cases, consideration should
be given, safety permitting, to handcuffing to the frent in order lo allow the person o sign or
write notes

{ff  Whether the person has any other apparent disahility

3024 RESTRAINT OF DETAINEES

Siluations may arnse where it may be reasonable 1o restrain an individual who may, after brafl
investigation, be released wathout arrest. Unless arrested, the use of restraints on detainees should
continue only for as long as is reasonably necesszary to assure the safety of officers and others.
When deciding whether to remove restraints from a detainee, officers should continuously weigh
the safety inlerests at hand against the continuing intrusion upen the detanee.

302.5 ALTERNATIVE MEAMS OF RESTRAINT
Allemative Means of Restraint include but are not limited 1o

{8} Handcuffing the parson with their hands in frent of their body

{b)__Handeuffing the person with multiple sets of finked handcufis

ind Panacuifing (38) - CHEdRe-pa
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(e} Use of the enlire WRAP system

{dy Use of the WRAP's ankle strap

(g} Use of plaslic handcufls “Nex-cuffs”
{fi___An ambulance gumey with five peint straps

30253026 RESTRAINT OF PREGNANT PERSONS

Persons who are known to be pregnant should be restrained in the least restrictive manner thal is
effective for officer safety and in no event shall these persons be restrained by the use of leg irons,
waist chains or handcufis behind the body,

Mo person who is in labor, delivery or recovery after delivery shall be handouffed or restrained
except in extraordinary circumstances and only when a supenvisor makes an individualized
determination that such restraints are necessary for the safety of the arrestee, officers or others
(Penal Code § 3407, Penal Code § 6030},

30263027 RESTRAINT OF JUVENILES

A juvenile under 14 years of age should not be restrained unless hefshe is suspecled of a
dangerous felony or when the officer has a reasonable suspicion that the juvenile may resist,
attempt escape, injure himMerself, injure the officer or damage property.

30273028 MNOTIFICATIONS

Whenever an officer fransports a persan with the use of restraints other than handcuffs, the officer
shall inform the jail stafl upan arrival at the jail that restraints wene used. This notification should
include information regarding any other circumstances the officer reasonably befieves would be
potential safely concems or medical risks to the subject (e.q., profonged struggle, extreme
agitation, impaired respiration) that may have eccurred prior to, or during transportation to the jail.

Handeuffs, including temporary pylon-of-plastic cuffs_[aka “flex-cuffs™), may be used only to
restrain a person’s hands to ensure officer safety.

Adthough recommended for most arrest situations, handouffing is discrebonary ardnot an absolute
requirement of the Department. Officers should consider handcuffing any person they reasonably
believe warrants that degree of restraint. However, officers should not conclude thal regardiess
of the circumstances, in order to aveid risk every person should be handcuffed, fegardless ol the
GIFUMEIANCES

In most situations handoufs should be applied with the hands behind the person's back. Whan
feasible, handcuffs_should ba applied batween tha base of the palm and the ulna bone of the
wrisl, When feasible, handoufls should be double-locked to prevent tightening, which may cause
undue discomfort o injury (o the hands or wrists.

In situations where ona pair of handcufls does nol appear sufficient to restrain the individual or may
cause unreasonable discomfort due to the persen's size, officers should consider using allernalive
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means of restraing._ aHesativessush-as-usin-ai-additional set-af handouffs or muliiple plastic
ciffe

If the person being handcufled is on the ground or in a prone position, officers should, as soon as
possibie, place the person in an upright sitting position or on their side for respiralony recoverny
and to mitigate the polential for positional asphyxia,

Handcuffs should be removed as soon as it is reasonable or after the parzon has been searched
and is safely confined within a detention facility.

H02.9302.10 APPLICATION OF SPIT HOODS/MASKSISOCKS

Spit hoods, aka “spil masks” or “spit socks'fmasksisecks are temporary protective devices
designed lo pravent the wearer from Blirg andiostransfering or transmitting fuids (saliva and
mucous) to others._As tha Departmant recognizes that use of a spit hood may ba experienced
as a lraumatic event lo a wearsr, and may cause alarm and concern o anloakers, this policy
provides clear and specific guidelines for their use. in service of the safety of all parties involved,

Spit hoods may be placed upon persons in custody wheswhile the officer reasonably believes
the person will bite or spit. either on a parson or in an inappropriate place. They are genarally
used during application of a physical restraint, while the person is restrained, or during or after

transpat.

Officers ulilizing spit hoods shallshould ensure that the spit hood is applisdfastenad properly to
allow for adequate ventilation and that the restrained person can breathe normally. Officers should
provide assistance during the movement of restrained individuals due to the potential for
impaired or disterled vision an the part of the individual, Officers should avoid comingling
individuals wearing spit hoods with other dalainees.

Spit hoods shaliehould nol ba used in situations where therestrained person-s-bleading profusely
from-the-area-arcund-the-mouth-ornosa-erf-there are indications thal the restrained person has
a medical condition_gvident in the area around the mouth or nose, such as difficulty breathing or
vomiting, In such cases, prompl medical care should be providedebiainad. If the person vemils
while wearing a spit hood, the spit hood shalshowld be promptly removed and discarded. Persons
who have been sprayed with ofecresin capsicum (OC) spray should be thoroughly
decontaminated including hair, head and clothing prior to application of a spit hood.

Those who have been placed in a spil hood should be continually monitored and shall not be left
unattended until the spit hood s removed, Spil hoods shall be discarded after each use,

3021030211 APPLICATION OF THE WRAPLEG RESTRAINT DEVICES

hamess, ankle strap and backside handoufl carabiner, The devige immobilizes the body into 8
stralght-legged seated position. Used propery, it restricts a subject's ability to do hanm to oneseif
or others. Officer safety is enhanced and the risk of injury 1o the sublect is reducad,
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Legrestrainte-may-ba used lo-rastrain the legs of a viclenl-or palentialhvislent passon-whena it
reaconable-todo-so-duipgthe-course-of detention arestor ransportation-Only restralnl-devices
Ao by the Bepaamerdehal be used

In detarmining whother to use the WRAPleg-rasiraint, officers should consider:

(a)

ik

(e}

()

Whether the officer or others could be exposed 1o injury due to the assaultive or resistant
behavior of a suspect.

Whether it is reasonably necessany lo protect the suspect from his/her own actiens (e.q.,

Ritipg-Rlether head-againet-tha inlerorof the patrol-unit-running away from the arrasting
officer while handcuffed, kicking al objects or officers),

Whather it is reasonably necessary to avoid damage lo properly {e.g., kicking al windows
of the patrod unit},

Whaether conventional methods of restraint have failed.

302411 GLUIDELINES FOR USE OF THE WRAP
LEG RESTRAINTS

When applying the WRAFIeg restrainis the following guidelines should be followed:

(a)

(b}

(e}

{d}

{e)

g}

If practicable, officers should notify a supendsos of the intent to apply the askla WRAPsbkag
device. In all cases, a supervisor shall be notified as seon as practicable after the application
of the ankle-strap-deviea\WRAP,

Once applied, absent a medical or other emergency, restraints should remain in place until
the officer arrives at the jail or other facility or the person no longer reasonably appears to

pase a threat,
Restraint straps should ba checked frequantly for tightness, and adiusied as necessary until

the WRAP Is removed. The hamess straps shall never be tightened fo the point they
interfere with the person’s ability to breathe.

Tha restrained persen should be continually monitored by an officer while the \WREAP ankle
eieap is in wse. The officer should ensure that the person does not roll ento and remain on
hisher stamach.

The officer should loak for signs of distress such as sudden guiet or inactivity, complaints of
chiest pain, change in facial color, complaint of extreme heat, vomiting andior [abored
breathing, and take approprate steps fo relieve and minimize any obvicus faclors
contributing to this condition.

Movement of the person can be accomplished in three ways, dopending on the level of their
cooperation, The person can either be carred, allowed to stand and shuffle walk, or be
transported in a vehicla.

Once secured in a vehicle, the person should be placed in a seated or upright position,
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sacured with a seal belt, and shall nol be placed on hisfher stomach for an extended period,
as this could reduce the person's ability lo breathe,

(0} IFin custody and transported by ambulance/paramedic unit, the restrained person should be
accompanied by an officer when requested by medical personnel, The transporting officer
should describe to medical personnel any unusual behavioss or other circumstances the
officer reasonably believes would be potental safety or medical risks to the subject (8.9,
profonged struggle. extreme agitation, impalired respiration).

302.11.2 DEVICE REMOVAL

Based on the person's combativeanass or level of aggression, officers should employ appropriate
controf technigues and tactics when remaving tha WRAP.

302113 THE WRAF'S ANKLE STRAP

The ankle strap is a part of tha WRAP restrainl system, The ankle strap may be used alone, without
the rest of the WRAP system o rastrain the leqs of a viglent or potentially violent person when itis
reasonable to do 5o during the course of detention, arrest or transportation, Use of the ankle strap
will fofiow the same guidelines listed above for the WRAP,

30241102 12 APFPLICATION OF AUXILIARY RESTRAINT DEVICES

Auxiliary restraint devices include transpor belts, waist or belly chains, transpoeration chains, leg
irons and alher simitar devices. Auxiliary restraint devices are intended for use during long-tarm
rastrainl or ranspartatien. They provide additional security and safety withoul impeding breathing,
while permitting adequate movemant, comfor and mokbility.

COnly depanment-authorized devices may be used. Any person in auxiliary restrainls should be
monitored as reasonably appears necessary.

02.12302.13 REQUIRED DOCUMENTATION
If an individual is restrained and released without an arrest, the officer shall document the details
of the detention and the need for handoufls or ather restraints.

If an individual is arrested, the use of restraints other than handcuffs shall be documented in the
related report. The officer should include, as appropriate;
{ap  The amountof tme the-suspact was-rosteanad:
4 How the suspect was transporied and the position of the suspect.
(0 b Observations of the suspect's behavior and any signs of physiclogical problems.

(oo Any known of suspacted drug usa or other medical problems,
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Lee, Katherine

From: J. Gearge Lippman <georgefigo.orgy

Sent: Tresday, July 09, 215 2.46 P

To: All Council: Igor Tregub; Gearge Parazveler; Leos, Katharing; Kitly Calavita;
dMarager, C; Greenwood, Andrew

Subject: Fwidd, Bujuanr Armstrong suffocaled from spil mask and restrainis

FYI

egin farwarded messacs:

Subject: Dujuan Armstrong suffocated from spit mask and restraints
Date: July 9, 2015 at 8:37:05 PM PDT

To: George Lippman <georgeld@iae.org>, Mare Staton
<marcsyileigmaii.com>, Andrea Prichett <prichelfliocrian.com>

The 0.A s repart on Dujuan Armstrong's death 2 year agoe in Santa Rita has just
beer released, and the Last Bay Express is reporting:

"Alameda County Sherifi's deputies used a full-body restraint device and a spit
mask on an inmate they were escorting to the outpstient housing unit in Santa
Rita jail last year, which caused his death by asphyxiation, according to a report
by the Afameda County District Attarney's Office clearing the deputies of
crisninal charges.”

See the article;
Fittpis:/fveww . casthayexpress.comfoartand/santa-rita-inmate-saffocated-from-
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Surveillance Technology Use & Community Safety Ordinance -- Guide to
documents distributed to the PRC

The Ordinance was included in the PRC's May 22, 2019 packet, and the remaining
documents were distributed to the PRC at that meeting. The underlined documents
have been revised and are included in the agenda packet for the July 10, 2019 meeting.

ORDINANCE
Berkeley Municipal Code Ch. 2.99 — Acquisition and Use of Surveillance Technology

BODY WORN CAMERAS (BWCs)
Policy 1300 Surveillance Use Policy

Policy 1300 Appendix A — Surveillance Acquisition Report
Policy 425 Body Worn Cameras (issued 9-28-18, rev. 1-31-19)

GLOBAL POSITIONING SYSTEM (GPS) TRACKING DEVICES
Policy 1301 Surveillance Use Policy
Policy 1301 Appendix A — Surveillance Acquisition Report

AUTOMATED LICENSE PLATE READERS (ALPRs)
Policy 1302 Surveillance Use Policy
Policy 1302 Appendix A — Surveillance Acquisition Report

Palicy 422 ALPRs (proposed conversion of Admin. Order to Lexipol}
Administrative Order #001-2016 ALPRs (issued 2-18-16)
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Chapter 2.99
ACQUISITION AND USE OF SURVEILLANCE TECHNOLOGY

Sections:

2.99.010 Purposes

2.99.020 Definitions

2.99.030 City Council Approval Requirement

2.99.040 Temporary Acquisition and Use of Surveillance Equipment

2.99.050 Compliance for Existing Surveillance Technology

2.99.060 Determination by City Council that Benefits Outweigh Costs and
Concerns

2.99.070 Oversight Following City Council Approval

2.99.080 Public Access to Surveillance Technology Contracts

2.99.090 Enforcement

2,99.100 Whistleblower Protections

2.99.110 Severability

2.99.010 Purposes

A. Through the enactment of this Chapter, the City seeks to establish a
thoughtful process regarding the procurement and use of Surveillance Technology
that carefully balances the City's interest in protecting public safety with its interest
in protecting the privacy and civil rights of its community members.

B. Transparency is essential when the City is considering procurement and use
of Surveillance Technology.

C. Although such technology may be beneficial to public order and safety, it has
the potential to put both privacy and civil liberties at risk.

D. Decisions relating to Surveillance Technology should occur with strong
consideration of the impact such technologies may have on civil rights and civil
liberties, as with all rights guaranteed by the California and United States
Constitutions.

E. Surveillance Technology may involve immediate, as well as ongoing,
financial costs. Before the City acquires any Surveillance Technology, it must
evaluate all costs associated with the procurement, installation, use and
maintenance of the technology.

F. Decisions regarding whether and how Surveillance Technologies should be
funded, acquired, or used should be governed by the City Council as the elected
representatives of the City.

G. In addition to applicable local, state, and federal law, legally enforceable
safeguards, including robust transparency, oversight, and accountability measures,
are important in the protection of civil rights and civil liberties.

prTep 5152019
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H. Data reporting measures will enable the City Council and public tc confirm
that mandated civit rights and civil liberties safeguards have been strictly observed.
{Ord. 7592-NS § 2 (part), 2018)

2.99.020 Definitions
The following definitions apply to this Chapter:

1. "Surveillance Technology" means an electronic device, system utifizing an
electronic device, or similar technological tool used, designed, or primarily intended
to collect audio, electronic, visual, location, thermal, olfactory, biometric, or similar
information specifically associated with, or capable of being associated with, any
individual or group. Examples of covered Surveillance Technology include, but are
not limited to: cell site simulators {(Stingrays}), avtomatic license plate readers; body
worn carneras; gunshot detectars {ShotSpotter); facial recognition software; thermal
imaging systems, except as allowed under Section 1(d); social media analytics
software; gait analysis software; and video cameras that racord audio or video and
can remotely transmit or can be remotely accessed.

"Surveillance Technology" does not include the following devices or hardware,
untess they have been equipped with, or are modified to become or include, a
Surveillance Technology as defined in Section 1 (above):

a. Routine offica hardware, such as televisions, computers, and printers,
that is in widespread public use and will not be used for any surveillance
functions;

b. Handheld Parking Citation Devices, that do not automatically read license
plates;

¢. Manually-operated, portable digital cameras, audio recorders, and video
recorders that are not 1o be used remotely and whose functionality is limited
te manually capturing, viewing, editing and downloading video andfor audio
recordings, but not including body worn cameras,

d. Devices that cannot record or transmit audio or video or be remotely
accessed, such as image stabilizing binoculars or night vision goggles or
thermal imaging cameras used for fire operations, search and rescue
operations and missing person searches, and equipment used in active
searches for wanted suspects;

e. Manually-operated technological devices that are not designed and will
not be used to surreptitiously collect surveillance data, such as two-way
radios, email systems and city-issued cell phones;

f. Municipal agency databases;

g. Medical equipment used to diagnose, treat, or prevent disease or injury,
inctuding electracardiogram machines,

5152019
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h. Cybersecurity capabilities, technologiss and systems used by the City of
Berkeley Department of Information Technclogy to predict, manitor for,
prevent, and protect technology infrastructure and systems owned and
operated by the City of Berkeley from potential cybearsecurity events and
cyber-forensic based investigations and prosecutions of illegal computer
based activity;

| Stationary security cameras affixed to City property or facilities.

2. "Surveillance Technology Report" means an annual writien report by the City
Manager covering all of the City of Berkeley's Surveillance Technologies that
includes all of the following information with regard to each type of Surveillance
Technology:

a. Description: A description of all non-privilkeged and non-confidential
informaticn about use of the Surveillance Technology, including but not
limited to the quantity of data gathered and sharing of data, if any, with
outside entHies. If sharing has occurred, the report shall include general, non-
privileged and non-confidential infermation about recipient entities, including
the names of the entities and purposes for such sharing;

b, Geographic Deployment: Where applicable, non-privileged and non-
confidential information about where the swveillance technology was
deployed geocgraphically;

¢. Complaints: A summary of each complaint, if any, received by the City
about the Surveillance Technology;

d. Audits and Violaticns: The results of any non-privileged internal audits,
any information about violations or potential violations of the Surveillance
Use Policy, and any actions taken in responss;

e. Data Breaches: Non-privileged and non-confidential information about
any data breaches or other unauthorized access to the data collacted by the
surveillanca technology, including infermation about the scope of the breach
and the actions taken in response;

f. Effectiveness: Information that helps the community assess whether the
Surveillance Technology has been effective in achieving its identified
oufcomas;

g. Costs: Total annual costs for the Surveillance Technology, including
personnel and other ongoing costs.

3. "Surveillance Acquisition Report" means a publicly-released written report
produced prior to acquisition or to proposed permanant use after use in Exigent
Circumstances pursuant to Seclion 2.99.040 (2), of a type of Surveillance
Technology that includes the following:

a. Description: Information describing the Surveillance Technology and how
it works, including product descriptions from manufacturers;
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b. Purpose: Information on the proposed purpose(s) for the Surveillance
Technology,

¢. Location; The general location{s) it may be deployed and reasons for
deployment;

d. Impact: An assessment identifying potential impacts on civil liberties and
civil rights including but not limited o potential disparate or adverse impacts
on any communities or groups;

e. Mitigation: Information regarding technical and procedural measwres that
can be implemented to appropriately safeguard the public from any impacts
identified in subsection (d),

f. Data Types and Sources: A list of the sources of data proposed to be
callected, analyzed, or processed by the Surveillance Technalogy, including
"open source" data;

g. Data Security: Information about the steps that can be taken to ensure
adequate security measures to safeguard the data collected or generated
fram unauthorized access or disclosure;

h. Fiscal Cost: The fiscal costs for the Surveillance Technology, including
initial purchase, personnel and other ongeing costs, including to the axtent
practicable costs associated with compliance with this and other reporting
and oversight requirements, as well as any current or potential sources of
funding;

I.  Third Party Dependence and Access: Whether use or maintenance of the
technology will require data gathered by the technology to be handled or
stored by a third-party vendor on an engoing basis, and whether a third party
may have access to such data or may have the right to sell or otherwise share
the data in aggregated, disaggregated, raw or any other formats,;

j. Alternatives: A summary and general assessment of potentially viable
alternative methods (whether involving the use of a new technology or not),
if any, consfdered before deciding to propose acquiring the Surveillance
Technology; and

k. Experience of Other Entities: To the extent such information is available,
a summary of the experience of comparable government entities with the
proposed technology, including any unanticipated financial or community
costs and benefits, experienced by such other entities.

4. "Surveillance Use Policy" means a publicly-released and legally-enforceable
palicy for use of each type of the Surveilance Technology that shall reflect the
Surveillance Acquisition Repert produced for that Surveillance Technology and that
at a minimumn specifies the following:

a. Purpose: The specific purpose(s} that the Surveillance Technology is
intended to advance;
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b. Authorized Use: The uses that are authorized, the rules and processes
required prior to such use, and the uses that are prohibited;

¢. Data Collection: Information collection that is allowed and prohibited.
Where applicable, list any data sources the technology will rely upon,
including “open source" data;

d. Data Access: A general description of the titte and position of the
employees and entities authorized to access or use the collacted information,
and the rules and processes required prior to access or use of the
information, and a description of any and all of the vendor's rights to access
and use, sell or otherwise share infermation for any purpose;

e. Data Protection: A general description of the safeguards that protect
information from unauthorized access, including encryption and access
control mechanisms, and safeguards that exist to protect data at the vendor
level;

f. Civit Liberties ang Rights Proteclion: A general description of the
safeguards that protect against the use of the Surveillance Technolegy and
any data resulting from ils use in a way that violates or infringes on civil rights
and liberties, in¢cluding but not limited to potential disparate or adverse
impacts on any communities or groups;

g. Data Retention: The time pariod, if any, for which information collected by
the surveillance technology will be routinely retained, the reason such
retantion period is appropriate to further the purpose(s), the process by which
the information is regularly deleted after that period lapses, and the specific
conditions that must be met to retain information beyond such period;

h. Public Access. How collected information may be accessed or used by
members of the public;

i. Third Party Data Sharing: if and how other City or non-City Entities can
access or use the information, including any required justification or legal
standard necessary to do so and any cbligations imposed on the recipient of
the information;

j-  Training: Training required for any employee authorized tc use the
Surveillance Technology or to access information collected;

k. Auditing and Qversight: Mechanisms to ensure that the Surveillance Use
Policy is followed, technical measures to monitor for misuse, and the legally
enforceable sanctions for intentional violations of the policy; and

I. Maintenance: The mechanisms and procedures o ensure maintenance
of the security and integrity of the Surveillance Technology and collected
information.

5. "Exigent Circumstances” means the City Manager's good faith belief that an
emeargency involving imminent danger of death or serious physical injury to any
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person, or imminent danger of significant property damage, requires use of the
Surveillance Technology or the information it provides. (Ord. 7592-NS § 2 {part),
2018)

2.99.030 City Council Approval Requirement

1. The City Manager must obtain City Council approval, except in Exigent
Circumstances, by placing an item on the Action Calendar at a duly noticed meeting
of the City Council prior to any of the following:

a. Seeking, soliciting, or accepting grant funds for the purchase of, or in-kind
or other donations of, Surveillance Technology;

b. Acquiring new Surveillance Technology, including but not limited to
procuring such technology without the exchange of monies or consideration;

¢. Using new Surveillance Technelegy, or using Surveillance Technology
previously approved by the City Councit for a purpose, or in a manner not
previously approved by the City Council; or

d. Entering into an agreement with a non-City entity to acquire, share or
otherwise use Surveilance Technology or the informaticn it provides, or
expanding a vendor's permission to share or otherwise use Surveillance
Tachnology or the information it provides.

2. The City Manager must present a Surveillance Use Policy for sach
Surveillance Technology to the Police Review Commission, prior to adoption by the
City Council. The Police Review Commission shall alse be provided with the
carresponding Surveillance Acquisition Report that had been presented to council
for that Surveillance Technology. No later than 30 days after receiving a
Surveillance Use Policy for review, the Police Review Commission must vote to
recommend approval of the policy, object to the proposal, recommend
modifications, or take no action. Neither opposition to approval of such a policy, nor
failure by the Police Review Commission to act, shall prohibit the City Manager from
proceeding with its own review and potential adoption.

3. The City Manager must submit for review a Surveillance Acquisition Report
and obtain City Council approval of a Survelllance Use Policy pricr to engaging in
any of the activities described in subsections (1) (a)-(d). (Ord. 7592-NS § 2 (part),
2018)

2.99.040 Temporary Acqulsition and Use of Surveillance Equipment

Notwithstanding the provisions of this Chapter, the City Manager may borrow,
acquire andfor temporarily use Surveillance Technology in Exigent Circumstances
without following the requirements in Sections 2.92.030 and 2.99.04G. However, if
the City Manager borrows, acquires or temporarily uses Surveillance Technology in
Exigent Circumstances he or she must take all of the following actions:
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1. Provide written notice of that acquisition or use to the City Council within 30
days following the commencement of such Exigent Circumstance, unless such
infermation is confidential or privileged;

2. Ifitis anticipated that the use will continue beyond the Exigent Circumstance,
submit a proposed Surveillance Acquisition Report and Surveillance Use Policy, as
applicable, to the City Council within 90 days following the borrowing, acquisition or
temporary use, and receive approval, as applicable, from the City Council pursuant
to Sections 2.99.030 and 2.99.04¢; and

3. Include the Surveillance Technology in the City Manager's next annual
Surveillance Technology Report. (Ord. 7592-NS § 2 (part), 2018)

2.9%3.050 Compliance for Existing Surveillance Technology

The City Manager shali submit to the Action Calendar for the first City Council
meeting in November of 2018 a Surveillance Acquisition Report and a proposed
Surveillance Use Policy for each Surveillance Technology possessed or used prior
to the effective date of the ordinance codified in this Chapter. {(Ord. 7592-NS § 2
{part), 2018)

2.99.060 Determination by City Council that Benefits Qutweigh Costs and
Concerns

The City Council shall only approve any action described in Section 2.99.030,
2.93.040, ar Section 2.99.050 of this Chapter after making a determination that the
benefits to the community of the Surveillance Technology, used according to its
Surveillance Use Policy, outweigh the costs; that the proposal will appropriately
safeguard civil liberties and civil rights to the maximum extent possible while serving
its intended purposes; and that, in the City Council's judgment, nc feasible
alternative with similar utility and a lesser impact on civil rights or civil liberties could
be implemented. (Ord. 7592-N5 § 2 (part), 2018)

2.99.070 Oversight Following City Council Approval

The City Manager must submit to the Council Action Calendar a written
Surveillance Technology Report, covering all of the City's Surveillance
Technologies, annuglly at the first regular Council meeting in November, After
review of the Surveillance Technology Repord, Council may make modifications to
Surveillance Use Policias. {Ord. 7592-NS § 2 {part), 2018)

2.99.080 Public Access to Surveillance Technology Contracts

To the extent permitted by law, the City shall continue to make available to the
public all of its surveillance-related contracts, including related non-disclosure
agreements, if any. (Org. 7592-NS § 2 (part), 2018)
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2.99.090 Enforcement

This Chapter does not confer any rights upon any person or entity other than the
City Council to cancel or suspend a contract for a Surveillance Technology. The
Chapter does not provide a private right of action upon any person or entity to seek
Injunctive relief against the City or any employee unless that person or entity has
first provided written notice to the City Manager by serving the City Clerk, regarding
the specific alleged violations of this Chapter. If a specific allegad viclation is not
remedied within 80 days of that written notice, a perscn or entity may seek injunctive
relief in a court of competent jurisdiction. If the alleged violation is substantiaied and
subsequently cured, a notice shall be posted in a censpicuous manner on the City's
website that describas, to the extent permissible by law, the corrective measures
taken to address the viclation. If it is shown that the violation is the result of arbitrary
or capricious action by the City or an employee or agent thereof in his or her official
capacity, the prevailing complainant in an action for relief may collect from the City
reasonable attorney's fees in an amount not to exceed $15,000 if he or she is
personally obligated to pay such fees. {Ord. 7592-NS § 2 (part), 2018)

2.99.100 Whistleblower Protections

All provisions of Berkeley's Protection of Whistleblowers Workplace Policy, as
promulgated by the City Manager on November 2, 2016 and including any updates
or replacements thereto, shall apply. {(Ord. 7592-NS § 2 {part), 2018)

2.99.110 Severability

if any word, phrase, sentence, part, section, subsection, or other porticn of this
Chapter, or any application therecf to any person or circumstance, is declared void,
unconstilutional, or invalid for any reason, than such word, phrase, sentence, par,
section, subsection, or other portion, or the prescribed application thereof, shall be
severable, and the remaining provisions of this Chapter, and all applications thereaf,
not having been declared void, unconstitutional or invalid, shall remain in full force
and effect, The City Council hereby declares that it would have passed this title, and
each section, subsection, sentence, clause and phrase of this Chapter, irrespective
of the fact that any one or more sections, subsections, sentences, clauses or
phrases is declared invalid or unconstitutional. {Ord. 7592-NG § 2 (part), 2018)
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Policy Berkeley Police Department

1 3 00 Policy Manual

Surveillance Use Policy - Body Worn Cameras

3001 PURPOSE
This Surveiiance Use Policy is issued in compliance with BMC 2.99, and incorporates fanguage

from the Berkelay Police Department Body Worn Camera Policy #425 and adds slemen!s as
required by BMC 2.98,

The Berkelgy Police Department recognizes that video recmding af contacts batwgen department
personnel and the public provides an objective record of these evants, and that the use of a
recording system complaments field personnel in the p'erfnrmam_:_e of their duties by providing a
video record of enforcement and investigative field contacts,” which can enhance criminal
prosaecutions, mit civit lizbility, increase tra,nsparency, and enhance professionalism in the
dslivery of police services to the community, A wﬁee recording of an avent or contast also enables

the delivery of timely, relevant, ang apprctpnate tratnlng to maximize safety for both community
members and BP0 personnel. {Ref pﬂllcy 425, 2} W

13002  AUTHORIZED USE '
This palicy is not intended to desecribe a\.rery pd::sslb!e sﬂuatmn in which the BWC should be used.
Members shall activate the BWC as quu]red b/y this palicy in {a] {f) bolow, and may activate the

BWC at any time the mamher belleves iy i*-{c:u!d ﬁe appropriate or valuable to record an incident
within the fimits of pnvacy dasanhed hereln; ’

The BWC shail be actwatﬂd in an‘}' of the fc-fiﬂ'ﬁ.rqng situations:

{a) Al in-;}erson_enfnmement anr.‘.i inveshgatwe contacts including pedestrian stops and field
interview (Fl} sitvations, - '

(b} Traffic stops including, but nat I|mlted to, traffic viotations, stranded motorist assistance and
alf crime interdiction slops.

[c) Selinitiated field mntaﬂts in which a member would normafly notify the Commwnications
Center.

{)  Any search activily. ifcluding the service of search or arras! warrants; probalion, parole, or
consent searches where the member is seeking evidence of an offense, or conduching =
safety sweep or communily caretaking sweap of lthe premises. Once a location has been
secured and the member is not interacilng with detainees or arrastess, the member may
muite thelr BWC when conducting & search for evidence,

{e} Any other contact that the member detenmines has become advarsarial after the inilial
contact in a sfluation where the member would not otherwise activate BWC recording.

{fi Transporting any detained or arrested person and where a member facilitates entry into or
out of 2 vehicla, or any ime the member expects to have physisal contact with that person.

Surveilance sz . BWCs | 4



At no lime is a member expected to jeopardize his or her safety in order to activate a BWC, Tha
BWC should be activated by members in anticipation of situations described above, and n any
unanticipated, rapldly unfolding situation where aclivation becomes required, as soon as the
member gan do 5o safely.

Members should activate thelr BWC when conducling custodial interviews unless thare are other
recording devices being used. Members shalt document and explain in their report the reason for
not recording custodlal inlerviews, should a BWC he de-activated while conducting a cuslodiat
intarview or interrogation. {Ref. policy 425.7)

;

1306021 PROHIBITED USE '4 :

Memhbears are prohibited from using a depariment-issue ﬁk personal use and are prohibited
from making personal copiss of recordings r;reated '.-5 on or while acting in their official
capacity. , f}rah

ings, Members shaf duplicate or distribute
rposes. All such re 1‘;% shall be retained

Members are grohibited from retaining BWC rded
such recordings, except for depariment huslna_ ,

at tha Depariment, ifi-
Recordings shall not be used by anir mﬁmber for the pi[ri’%ié e af embarrassment 'intimidation or
ridlcule, {Ref. poficy 425.13) ’"* Ak Hih

. Hﬁ!gj@{ i tz?"%kbﬁ

1300.3 DATA CDLLE
BWGC use is limited \
Tha BWC recordingghi

Hiitias lnso?ﬂng members of he public.
administralive review: %‘% 1’ ftigation, < Other pmoeadmgs protected by mnﬁdenhallt}‘

faws and dapartment p
angoing s*l ?}gi ad Ia!

and is itad. (Ref Tiolicy 425
15#’:,, Eﬁiﬁh

1300.4 ‘!.'A ACCESS héq%a
Members ar a:u%mzed to redicly thelr b@n BWC video files al any time in furlherance of officlal

business. Such'offlgial busmesﬁ; icludes, but is not limited to, preparing written reports, prior {o
ar while providing a§§1 ony in a hse or baing deposed. Members may review recordings as an
evidentiary resource, ‘axmpl@sﬁ ted in subsection 1300.4.1 below. Members shall not retaln
personal copies of recordigg: % Members shall not use the fac! that a recording was made as a
reason 1o write a less detaitéd report. (Ref. policy 425.17)

1300.4.1 OFFICER INVOLVED INCIDENTS RESULTING IN GRAVE BODILY INJURY OR
DEATH

{a} In the event of a critical incident that resulls in grave bodily injury or death, inciuding an
officer-involved shaallng or an in-custody death, the BWC of the Involved member{s) shall
ba taken from him or her and secured by a supervisor, commander, or appropriate
investigator, as necessary. The involved mamber{s} shall not access or oblain their footage
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of the incident until such time as the criminal investigator{s) have reviewed the video files.
ik will be the responsibility of the invesligation team's supervisor to coordinate with the
involved member's supervisor ta obtain footage of the incident on behalf of Ihe membar.

(b} Personnet uploading secured BWC video files shall not view the files unless authorizad.

{ci Nomemberinvolved in a crilicat incident may view any video recordings prior 10 an interview
by the appropriata criminal investigative unit, and receiving command approval.

{d) Pricr to the conclusion of the criminal intarview process, the involved member andf or the
member's rapresentative will have an opportunity to review lhe member's reoording{s}. The
involved member may cheese to provide additional infgr ;
staternent by providing a supplemental statement or8gfarate supplemental document. In
no caese shall 2 member alter & report made prm[ tqg}u ing the recording.

{&) The Deparment acknowledges Lhat feoordmgs takén durhgqntf@ incidents obtained from
BWCs do not necessarily reflect the full exteRi.bf the nature‘o{me event of the experience,

analysis, tralning, threat assessment Of, %mmd of the mdw[dyai officers{s) in a given

incidanl. Moreover, the recardings, espeBi@lly video, have 1smutatloﬁ'§ r;cr;i may deplct svents
differently than the events recalled by the i d off%r:.ﬁh Specifi cal {f ig understood that
the recording device will caplyre @fﬂa‘manon lhafLi_:r_l.ag ‘??t have been haaﬁ:[;md!nr gbsarvad
by the involved officar and Ihalﬁ.\ ders may sea ear events that are not captured by

the camera. i 1
Officers who are involved in any crnhcainmml
involved officer, eithegs; ?ﬁg‘ﬁ_m i "'”
admonishment to thgr | intéT

i..! I‘,‘;
g're videtrfrecordings exist depicting the
3 b sh'ﬁ’@pe provided the following
j rt?me in@ﬁ%wmen report:

! i ha'ura an opparlunity to view. Video evidence
has limitations and may dﬁpiqtt > gvenls tly than you recall, and may not depict &l of
the events @8, §aém;u: heard oY Xﬁfﬁ ¥ "éi:'ihagia limiled field of view and may not caplure events
nrarmaiw %En by the hqman BYH: #The "framei fﬂtﬂ “of video may limit the camera's ability to
capturg ’mwements n+::+rr’natllg.|r seefy b‘y the huma'n eye. Lighling as sesn on the video may be
different thah what is seen by'ihe human eys. Videos are & two-dimensional medium and may
not capture depth distance or p0$llr0ﬂai'i:}f entation as weall as the human eye. Remember, the
video svidence 1§, umtendad lo a$§!5! your memory and ansure that your statement explains your
stala of mind at the ﬁma c:-f lhe jﬂgﬁent (Ref. policy 425.17.1)

)
-
o
-

“in this casa, there is

1300.4.2 SEJPERUISGB‘.‘(REUIEW
With the exception of sectivn 1300.4.1 above, supervisors are authorized o review refevant

recordings any time thay are reviewing and approving case reports from thelr subordinates. {Raf.
palicy 425.17.2)

1300.4.3 INVESTIGATORY REVIEW

Supervisors are aulharized to review relevant recordings any time Lhay are investigating alleged
miscondus! or reports of meritorious conduct, or whenever such recordings support review of {he
marher's performance. {Ref. policy 425.17.3}

Surveillance Use - BIWG's 13



{a) Recorded files may also be reviewed:
1. {pon appraval by a supsrvisor, by any member of the Dapariment who is participating
in conducl of an afficial investigation, such as a personne! complaint, an administralive
investigation or a criminal Investigation.
2. Pursuant to lawiu! process or by court or District Attorney personnel who ara otherwise
authorized to review evidence in a related case.
3. By personne! assigned to investigatory units who are authorized to view any BWC video
file assoclated to thelr activa investigations, unless otherwise prohibited by policy.
4. Upon approval by the Chief of Police, internat AHg{iS!
video with 2 complainant. m
(b} Investigators conducting criminal or internal inves At i haii:
1, hdwse the coordinator to restrict accgas '

‘i o, Uﬁ"u
sregtrclion when thé\t}dmtnal‘hnt&mai

130044  TEACHING OR { EARN! 'h,_:_'ii"'h B,
BWC files may also bo ceyiowe ¢

h
rmay serve s an |nt E-"'-:- ¥
used for {raining pu ‘*: ; ) g GLr
use of the video, such @ 2l ‘-'"-_ {o the person in charge of training who shall

% incidents where such fles
Je t videos are Intended to ba

weigh lhe . Mﬁr d‘Pf the 3 ins{ithe officer{s) objections and basis for the
u::bjar.:ti ga garsu 1 1; arg | ing .fuse to grant the requast of the involved
cﬂmer the matterﬁ%?ig;lj b h%afb by tha F‘otice, or histher designes, prior 1o vllizing
the vid (I. R:Tal‘ policy 42?5, H‘;?";‘H

W,

1300.4.5 G‘OB CIvVIL CL& S AND LﬂWSUITS

BWC recordings’ m;y be reviewtd and used by City of Berksley defense counsel for the purposes
of defanding the city. i{l Civil CIE § and iawsuits, with the authorization of the Chief of Police, of
hisfhar designee. (Ref. *ppl[cr 5.17.5)

13005 DATA PR:}TEGT‘[?

To assist with identifying and presarving data and recordings, members shall tag and Jownioad
recordings In accordance with procedure, and document lhe existence of the recarding in the
related case report. Transters must occur at tha end of the member's shift, and any time the
member is aware that the storage capacity of the BWC is nearing its limit. In circumstances when
the officer cannot complete this task, the officer's suparvisor shall immediately take custody of the
BWC and be respansible for uploading the data. Officers shall tag each file wilh the appropriate
casefincident numbar, provide a deseripiive tite, and select an appropriate category for each

Survetlance Use - BWG's | 4
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recording, using the Axon View app or via the Evidence.com site.

Members are prohibited from intentionally erasing, altering, reusing, modifying or tampering with
original audio video recordings. {Ref, policy 425.14)

1300.6 CIVIL LIBERTIES AND RIGHTS PROTECTION:
The Berketey Police Departmant is dedicated to the most efficient utiiization of its resources and
safvices i its public safety endeavors. The Berkeley Palice Depariment recegnizes the nsed to
protest its ownership and control over shared information and io. protect the privacy and civil
liberlies of the public, in accordance with federal and state law p-:s procedures described wilhin
this policy (Date Access, Oata Protection, Data Retentio fugrc Access and Third Party Data
Sharing} protect against the unauthorized use of BWC hesze policies will ensure the data
iz not used in a way thal wauld violate or mfringg a@a %@qﬁbs civil rights andfor liberlies,
inGiuding but not limited to potentially disparate oqﬂ'}iﬁ;ﬁme rmpams ﬁﬁ;a‘ny communities or groups.

1300.7 DATA RETENTION iy
The Deparment shall retain all recordings forg
consensual contacts, and ald to citizey '

are being adjudicated wi ually -: J*. Geame
the case is purged in hﬂg AL %3 epartm" 'S ey el mn olscyf Any recordings related
tr administrative or clg-'}l rucead shal! be tafits ed unh Ei:h matter |s fully adjudicated, at

s b
which time it shall be :ié] ed in I(t; @ with 1ho 1 artments evidence retantion policy, and any
appllcabte cr{iers From th Q@% ﬁﬁi{*ﬁiﬂjﬁ: 1 _
Recordm;ﬁ;ai-é;;mﬂ by eﬂuipﬁiﬁnestmg ) il activation may be deleted after 60 days.

(Ref. pm;i:y 42548y Uik T

'4.' -

1300.8 FUB,L!,G ACCESS S
Access to recu‘rdqci files wifl be grhnted fm' ’the purposes of review in response 10 a publle records
raquss!, as permrttqg nder Gc%%(vmeni Code § 6254(1) and BPD Genera! Order R-23 (Relsase
of Publlec Records sind infgrination). General Order R-23 does not aulhorize release of

inveshigalive files or df:'y%rg that would constitule an unwarranted invasion of privacy,

Circumstances where this Fﬁ hi arise in video include foatage taken inside a home, a3 medical

facitity, the scene of a medical emergency, or where an individual recorded has a “reasonable
expectation of privacy.”

Access 10 recorded files will be granted for the purposes of review fo media psrsonnel or the
generat public with permission of the Chief of Police, or his/her designee, subject ko General Qrder
R-23 and privacy protections indicated In this policy. (Ref. policy 425.18)

Surveitance Use - HING's | 5



13003 THIRD-PARTY DATA-SHARING

1300.9.1 CiTY ATTORNEY
All recordings shouid be reviewed by the Custodian of Records and the City Altorney's Office
prior to public release, seé Ganaral Order R-23 (Release of Public Records and Information}.

in the event that the Pollce Department or City Department intends to refease or publish for any
purpase video recordings where officers are capiured on video or the video depicts aclions laken
by them in the course of the performance of their official duties, those clficers shall be given
wriltan nolice of the intention to refease or publish said wde 32t teast 48 hours prior ko such

release.

BPD ray, without prior notice to invalved officers, sh » foctage with law enforcament,
national security, military, or other government ags ocita) L-- of Berkeley, when lhers is
reasonable suspicion that ciminal aclivity hes ccghjye D DCOUT, {Ref. policy 425.18)

Access to recorded files will he granted |“* :__ review 1fﬁtﬂ;e Pollce Review

Commission Officer andfor Investigalor investigatingia, __; fid"complaint wheg’p BWC evidence

files are avallable, and are not part :fgc”'[ i imalinvestigation, {Ref. ﬁﬁitm_.r 425.18.1}

{a) The PRC Officer and PRG In St 8%, user account access to evidence
files through the ewden-:.e (11} elr use during a complaint
investigation and o Pilnembers during a Board of
fnqulry ko

{t} The PRC Officé I 3 astigator hrﬁ*' : rireate a copy of any svidence flle,
i8Yany audio o) 2xideo recording of any evidenoe file while it is
il AN

nor make or aflow{5;be
bein qd and \%ﬁngk

{c} { bargl'alg‘d FR ALz

ess avidence fes. 4 ;:'.#;.,q
fd} Thg ance manaﬁéﬁ ni sys@mhassoclates an audit trail record with each evidence fila,
therebii' Fzsgging iha da “}fL‘me user aclivity, andg chient IP address octurring during each
evidence filg, gccess. j

fe) The ewdenc“é nagemerfl' ystem shall only be accessed on City premises.

i The Departmenf ré‘-‘lg_l_n i ady and conlrol of tha recordings, and content of the video will
be subject to appr_ iiu[nagal standards including, but not limited to the confidentiallty
requirements of the Public Safety Officers’ Procedural Bill of Righls, {Government Code %
3300, el seq., Penal Code § 832.7, and the California Public Records Act; Government
Code § 8250, el seq.)

1300.10 TRAINING
Training for the operation of BWC's shall be provided by BPD personnel. Al B8P0 persannat whio
use BWC's shalt be provided a copy of this Survaillance Use Policy.

Surveillence Lse - BWC's | B
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130C.11 AUDITING AND OVERSIGHT

Division Captains for divisions utilizing BWC's shall ensure compliance with this Survelllance Use
Palicy.

1300.12 MAINTENANCE

The BWC system will be maintained by the Applications Programmer Analyst and assigned
Deparimard of Infermalion and Technology {IT) staff,

The Chiel of Polica, or hisfher designee shall appoint @ member of the Depariment to coordinate
ihe use and maintenance of BWCs and ths storage of ret:ﬂrdtngsimctudlng {Penal Code § 832,18}

{Ref policy 425.4);

{a)
{b)
{c}
{d}
(e
{f

r)

{h)

Establishing a system for upteading, storing and se&cqnty- of recordings.
Designating persons rasponsible for up!uadmg reéordar:f ﬁatg
Establishing a maintenance system to «&nﬁ;.ﬁ‘ﬁ't ﬁ’valrabllrty Q?EWCE

Eslablishing s systam for tagging and pa'i fizing data aﬂml‘diﬁg lﬂ the typs of incident
captured M,

chaln of custody integrity., . _'::}I'_.;-I-,
Working with the City ﬂitﬂrney’s offi né Jg snsure an appmprsate relention scheduie is being
applied o recordings andg assucratad dmmentat:on

Maintaining an audit trall record for’ &I! accasd’ tﬂ avidenoe ﬁles wherein access information
for each evidencs. {ﬂe I§ logged thmugh use of, 'set;ure fag-in systern. The Department's
storage systeny. aﬁsociateﬁ ah,audlt trat rem?f'cf With éaﬂﬁ evidence file, theraby logging the
date, time, user name actlwty and cI:eriLﬂP addrass occuring during each evidence file
access, R T
All fecordmgs made b‘y mélﬁbem écimg in fhe1r official capacity shall remain the property
of ¢ ﬂ;«e Depar‘trﬁent Sub}e&t o the pmv}srqns of this Policy, members shall have no
expac'atlnn af pﬂu‘a(:.y or cwn@rshtp interest in the content of these recordings.

Surveillance Uge - BWC's | 7
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BOOY WORN CAMERAS {BW(Cs)

A, DESCRIPTION
The BWC system consists of four main components: The camera, the docking station, and the
Digital information Management System (DIMS) and smartphone applications.

The first component, the Axon camera, is a system which incorporates an audio and video
recording device, it is designed to record events in real tima for secure storage, retrieval, and
analysis. The camera is to be attached to an officer's unifurjp and Is powered by an internat
rechargeable battery. The camera features low-fight qa{fﬁjﬁaance, fuil-shift hattery life, a

capture rate of 30 frames per secand with no dr—::-ppeg; fﬁﬂ&%s HD video, pre-event buffering,
multi-camera playback, and the ability to automaf{ég

Jeally categorize video using the police
department’s computer sided dispatch syste ,--'_r":f?;,lp"&fﬁcer E?{i-ﬁ;ﬁart and stop recording by
pressing a button on the front of the camera. JRe tamera does nnf‘%ﬁ?ﬁ:}ain a screen for footage
- Ly I‘F'l'c}t}ﬁ.
review, HEn

A
s

—

e Teii Lk n
The 5ecoﬁfdlégﬁ1§aﬁe;zt of thé;’iﬁtem"i.:;‘?ﬁ:g".ﬁg;kiﬁg;itatiun. Once the Axon camera is placed in
the dﬁ':::ﬂgg station ﬁ"i‘é&hgrgé%‘fﬁg;amer?ﬁ?tew, The dock also triggers the upioading of
data fré;‘ﬁi'.‘_me camera to ::ai_iijilqlud b’é%l‘.ei__d Digital Information Management System [DIMS) callad
Evidance.é'ci‘f:‘.i:,:;-i‘he dock dué*ﬁéﬁgt direéll provide functionality to view, modify or delete video
data stored on’ cameras. i,

S

The third component is the Qigital Information Management System called Evidence.com.
Evidence.com streamlines data management and sharing on one secure platfarm. The evidence
management system is comprehensive, secure, and intuitive to use. The DIMS is located in 3
cloud-based data center for security, scalability, and ease of administration. Users can add
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metadata to existing videos such as associsted case numbers, incldent type, Incigent
dispositions, etc. to make the videos easier to find. However, the videos themselves cannat be
gltered by the yser.

The fourth component of the system to be utilized are twa Axan mobile applications, which
allow officars to collect and review evidence in the field and more effectively use their BWCs.
The spplications use secure Bluetooth and Wi-Fi technology to access the BWC systems and
footage. These applications are compliant with US Department of lustice evidentiary standards,
meaning that they are both secure and are set up in a waj that prohibits the altering or
destruction of evidence. The appincatmns are ca1ied -L;'_' 8 and Axon Capture. Axon View
and review and tag recorded
videos while they are stored on the BWC, Remr Wk ' in the BWC's memory, and
cannon be manipulated or deleted. Axon G i e tu use their city-lssued
smartphone’s camera and microphone to 4

B2
to upload this data directly to Evidence.com.™; hgse apphj}mns do not allow users to aiter,

manipulate, or edit any of the footage rencrded iJ he, B ¥C. These apph@gtmns use secure
technology to add value and efficiky _‘ o the BWC ploggan

Sl *a;
PURPOSE --*‘ht *E# '**

ik,

admlmstratwe mmrf,*‘fa'.glr tions. ﬁﬁﬂ foc:-tag !
ﬂh
after 2 defined reten?fnﬁ}encd

In mstan;ei \j,;lét edhe ui:ﬁ T I then‘i cte b take law enforcement action of any kind,
the qf;ffﬁﬁ Is Expé&q% o recof the encd th r the benefit of both the officer and the

membeq .{the public, J,r.hml‘ --m"i*.-

1. The B'WC 5hait he activ?%ﬂ:gd in anvjuj the following situations:
i. All m- rson enforcément and lnvestigative contacts including pedestrian stops and
field mtéwlaw {F1) s;tﬁgtmns

ii. Trafflc stops lﬁcLudgng. but not limited o, traffic viclations, stranded motorist
assistance and ‘aji;hme interdiction stops.

i, Self-initiated field contacts in which a member would normally notify the
Cormmunications Center.

iv. Any search activity, inciuding the service of search or arrest warrants; probation,
parale, or consent searches where the member is seeking evidence of an offense, or
conducting a safety sweep or community caretazking sweep of the premises. Once 2
locatlon has been secured and the member is not interacting with detainees or
arrestees, the member may mute their BWC when conducting a search for evidante.
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v. Any other contact that the member determines has become adversarial after the
itfal contact in a situation where the member would not otherwise activate BWC
recording.

vi. Transporting any detained or arrested person and where a member facilitates entry

into or out of a vehlele, or any time the member expects to have physical contact
with that person,

At no time is an officer expected to jeopardize his or her safety in order to activate 2 BWC. The
BWL should be activated in anticipation of situations descr:beghhnue and in any unanticipated,

rapidly unfolding situation where activation becomes rgqui?ecf as soon as the user can do sp
safely.

Officers should activate thelr BWC when conduc ygg_;:uamdiai ml;ﬁtwews unfess there are other
recording devices being used. Officers shall doglipient and explainin’ th%:r repart the reason for

not recording custadial interviews, should a® he de-activated whrTau conductmg a custodial
interview or interrogation. 2

2. thiblted uses of the BWC alf.- £r

it E. fecard Hﬂﬂth w partment member without 3
%f%ﬁ ythe Ch"‘é%hpnhce or his/her designee,

a depaitinent- 1ssﬁé§ﬁwc for personal use and
] kmg perfuéngt eé oF {ef;prcfmgs created while on duty or
:‘in thelr o .’?:]?E capaciﬁ{t ik 2

iii. Officers are f:frbhbited f"&m retainin :EWC recordings.

i""‘, :__rpff' cers §hai£ not’ l:Iu I!céte &1 dlstribute%hch recordings, except for department

L e B |

husmess burpqrses' "'“':‘fh? v

i

-

With the mtmductlun uf Ewgs‘;foff:cers record all enfarcerment ¢contacts with the public. Tothat
end, an officer could find tHernselves engaged in their tawful duties in both public and private
areas, Additionally, due to the nature of law enforcement work, an officer may be reguired to
engage in sensitive conversations with individuals of all ages, including children.

The right to maintain someone's ancnymity versus the need to gain information to maintain
public safety is of paramount concern. The Department recoghizes that all people have a right
to privacy and is committed to protecting and safeguarding civil rights by adhering to the
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strictest requirements of both state and federal taw concerning release of audiofvideo

recardings.

£, MITIGATION
in order ta minimize violations of privacy, BWC policy provides that:

3. Officers should recard any incident they feel would be appropriate or valuable to
document. The BWC policy shall require officers to activate the BWC under the criteria
fisted above. p

4. Officers should not activate the BWC and/or use ca

“L %}
fve actwates ﬁ%&;\fmg members of the
Apdio eviden?:ﬁ fpr yse in crirming

i itigation, and uthér proceedings

o
T

a;pts will ha ;i‘qicess S @gwgnt 8 '
tiofe N T
G"‘ recnrd‘ggﬁﬁ Qfficers shall nat duplicate ar
tment business purposes. All such recordings

5 tp fecorded f1| il be grfa'ﬁted for the purposes of review in response to a public
recards reqﬂﬁst as per ttied by law and department pelicy. Department policy does not
authorize reie'éfe ofl? l;!bstlgatwe files or documents that would constitute an
unwarranted inﬁ{m}s f privacy. Circumstances where this might arise in video include
footage taken mside 3 home, a medical factlity, the scene of a medical emergency, of
where an individual recarded has a "reasonable cxpectation of privacy

F. DATATYPES AND SQURCES

AW uso is limited 1o enforcement and investigative activities involving members of the public,
The BWC recordings will capture video and audio evidence for use in criminal investigations,
administrative reviews, training, civii Htigations, and other proceedings protected by

confidentizlity laws and department policy.



1300 APPENDIX A
BERKELEY POLICE DEPARTMENT SURVEIELANCE ACQUISITION REFORT - BODY WORN CAMERAS

The BWC collects video and audio recordings of events occutring in the user's presence. Aseach
video is ¢reated, the systemn automatically stamps the video with the current dateftime and the
camers user's identity. The user has the option to add metadata manually to existing recardings
after they are created. Such metadata may include but is not limited ta:

1. Category of cantact {from Department’s defined list)
2. Disposition of contact (arrest, citation, atc.)
3. Associated ¢case number

G. DAFASECURITY :
Ta assist with identifying and preserving data and recuﬁg’.}_i_ _ “L:,;memberﬁ shalf tag and download
recordings in accordance with procedure, and docudiss -“'t'ﬁ"h};j istence of the recording in the
related case report. Transfers must occur at the ‘gﬁp of the mﬁ%}?g{s shift, and any time the
merber is aware that the storage capacity i],_;ﬁ WCis nearing Ttg'iJ{IiII:i;t Incircurnstances when

the officer cannot complete this task, the nflﬁ'- supervisor shall imﬁéﬁigtelv take custody of

the BWC and be responsible for upleading té;;f_g...%m Qﬁ@ers shal tg‘g":‘éjach file with the
appropriate casefincident ﬂumh%ﬁé;;ﬁ ‘cwide 3 d%ﬁ%}gﬁﬁﬁ""titie* and 5E5EEtﬁ:_.ﬁﬂ appropriate
category for each recording, using fﬁ%‘;‘fﬁﬁ%‘ﬁew app%%ﬁ\the Evidence.com site,

[S
with original audio vidaaf%@gg!ings‘ :fé;w t\’*" -- e,
L FI‘;:'.»"'.!' 0 i o ) 5 I

lease gﬁ‘gﬁwc rec%féj gﬁ“in:rrav !"E‘ii?i'lfpmmise ongoing criminal and
atio : # cy rights of those recorded and is prohibited.
The chiefcfj;oficg,_ or hi'sffﬁi,;gﬁ‘dg |"§§§ afl appg ta member of the Department to coordinate
g {"ﬂafﬁf_ﬁ% ce t;f@, 'uaﬂélrthé%%? ag % recordings, including (Penal Code Section

o . 11':|i'-.'f". ‘f:*'?}:’ e S . \
Members are prohibited from mtenuqﬁql}ly% . g):fg aitennggj;gysing, modifying or tampering
& 5

] iy
i L EE,
e ]

f. & S
{ puitcg._r 4 %%p _@2“\ A0 | |
1. Estaplishing a syrsteni%fg*ra up!éai;ﬁ;_qg, storing and security of recordings.
2 Desféﬁ"ﬁ_ﬂﬁg persons réjﬁﬁgnsible"fﬁk uploading recorded data.
3. Establisﬁfﬁé’;_maintenaﬁé& systert to ensure availability of BWCs,
4, fstablishing éé‘ﬁ:ﬁ_ﬂm f__ ':'-'Hﬁgging and categorizing data according to the type of incident
captured. ¥ i

5. £stablishing a systj:é"rﬁ?-{ﬂ prevent tampering, deleting and copying recordings and ensure
chain of custody integrity,

&. Working with the City Attorney's office o ensure an appropriate retention schedule is
heing applied to recordings and associated decumentation.

7. Maintaining an audit trail record for all access to evidence files, wherein access
information for each evidence file is Ingged through use of a secure log-in system. The

Department’s storage system associates an audit trail record with each evidence file,
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thereby logging the date, time, user name, activity and client IP address occurring dusing
each evidence file access.

H. FISCAL COST

in 2017, the Berkeley City Council approved a resolution authorizing a contract between BPO
and Axon. Axon was chosen after 3 competitive Request for Proposat {RFP) process. The
contract will not exceed $1,218,103 and includes the cost of 200 body worn cameras, charging

5tations, accessories, software licenses, training and unlimited storage for five years. The
L]

-_.vear of the contract,

There will be an annual cost of approximately 525(} ﬂﬁ!if}

r\ru

{ "mlouin,
¥ 3t loud Sery, H.gjg_ﬂz;, Ewde#ﬁ?ﬁgm Axon complies
with the EU-U.S. Privacy Shield Frarpewark and f &yisg: '- -‘Prwaci.r Shield FJ'EI)I"I'IEWka as set

personal Information transferred fro it 15 2
{collectively, “Privacy Shield”). Axon hﬁs*%ert:ﬁ&ﬂ;tu the t, Sii?;partment of Cammerce that it

adheres to the Priva _Sf;:(ﬁ‘fq‘fglnclples j i Tf}

'f‘( i 0 ! ﬂ"‘fig’. 2,
ALTERNATIVES S, 55, T
Officers rely prlmarliva ] acilti 3 policing téEhpiques to gather evidence related to criminal
mvestlgat h 35 $pep * il ‘f“ d suspects, gathering information frem
observat ?{?{fﬁlg stand :'.;i yan ystems. These methods will continue to be

empfﬁt as prlmarw.r tndé"stlgam?éhtbuls that wiolpfpbe supplemented by use of BWCs to document
N
police ac‘t’ﬁj&t “"E .;qjh ,

2
BWC technarﬁ Erowdes wd'@*& nd audi‘u documentation of policing activity in addition to the
orat and wratten statgments af"& icers, victims, and witnesses. Alternatives to the use of BWCs
would be uehlcie~bas§{i‘ camgi’as ndfor not utilizing BWCs, However, BPD sees the use of BWCs
as an integral stratew-t -__s.i:rhngthen police transparency, prevent and resolve complaints
against the police by civilians, document pollce-pubkc interaction, and promote the perceived
legitirnacy and sense. of procedural justice that communities have about their departments.
There is a broad consensus — among community leaders, the ACLU, the Oepartment of Justice,
the Serkeley Police Department, and elected offictals — that body-worn cameras can be an
important tool for Improving the high-quality public service expected of police officers.
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BERAKELEY POLICE DEPARTMENT SURVEILLANCE ACCIUISITION REFOAT - BODY WORN CAMERAS

EXPERIENCE GF OTHER ENTITIES
Numereous police agencies have adopted BWCs as a tool to help combat crime, to reduce citizen

complaints and to reduce use of force situations. Many departments have developed their own
usage policies which may include standards for required officer use, supervisory review, starage
and data retention standards, and internal and public access.

A repoart for the U.S. Bureau of Justice Administration, https:/feww.biz.gov/bwe/pdfs/14.

00> Report BODY WORN CAMERAS.odf - pages §-8, cites 2 2013 Rialto, CA study that showed
that the use of BWCs led to a 59 percent decrease in UOF and BN, 8'.-" 5 percent decrease in citizen
complaints. Likewise, the Mesa, AZ report noted in "Impa;i;’?Séctmn above also polnts to large
decreases in UQF and citizen complaints.

The 2017 Police Body Worn Cameras: A Puhq-r 5cdrecard t{ s /ivrerve bwicscorecard. o
provides an analysis of how scores of differen; ﬁgﬂce agencies have emplwed 8WCs through a
defined list of matrics. '
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4251 PURPOSE AND SCOPE

This policy provides guidelines for the use of portable Body Warn Cameras {BWCs) by members
of this depariment white In the performance of their duties.

This policy does not apply to non-BWC evidence, including other metheds of audio or vidao
recordings, interviews or interrogations conducted at any Berkeley Police Dapartment facility,
authorized undercover operalions, wiretaps or eavesdropping {concealed listening devices).

425.2 POLICY

The Berkeley Police Depariment recognizes that video recording of contacts batween deparimant
parsonnel and the public provides an obleclive record of these svents, and that the use of 2
recording system complements fietd personnel In the performance of their duties by providing
a video record of enforcement and investigative fisld contacts, which can enhance criminal
prosecutions, limit civil liability, increase transparency, and enhance professionatism in the
dalivery of polics services to the community. A video racording of an event or conlact also enables

the delivery of timely, relevant, and appropriate iraining to maximize safety for bolh community
members and BPD personnel.

While recordings oblained from BWCs provide an oblective record of svents, it is understood that
video recordings do not necessarlly capture all evants, activilies and inforration, or reflect {he Rl
experience of the individual member(s) in a given incident. Moreover, the recordings, especially
video, have fimitations and may depicl events differently than the events as parcelved and racalled
by the involved member, Specifically, it is understood that the BWC will capture infarmation that
may not have been seen and/or heard by the involved member and that the involved member may
see and hear information that may not have bean caplured by the BWC.

425.3 CONFIDENTIALITY AND PROPER USE OF RECORDINGS

BWC use is limited to enforcement and investigalive activities involving members of the pUiHic,
The BWC recordings will caplure video and audio evidence for use in criminal Investigations.
administrative reviews, training, civil Efigation, and other proceedings protected by confidentiatity
laws and department policy. impraper use of release of BWC recordings may Comprontise ongoing

criminal and administrative investigations or violate the privacy rights of those recorded and is
prohibited,

4254 COORDINATOR
The Chief of Police, or hisfher designee shall appaint 2 member of the Dapartment to coordinate
the use and maintenance of BWCs and the storage of racordings, including (Penal Code §832.18):

(2} Establishing 2 system for upleading, storing and security of recordings.
{b) Designating persons responsible for uploading recorded data.

Cogypright Lax:ool, 114 209900603, Al Righls Reseed. Bedy Worn Cameras - 1
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{(t) Establishing a maintenance system 10 ensure avallability of BWCs,

{d) Establishing a system for tagging and categerizing data according to the type of
incident capiured.

{e) Establishing a system to prevent tampering, deleting and copying recordings andg
ensure chain of custody integrity.

(fy  Working with the City Attorney’s office to ensure an appropriate retention schedule is
baing applied to recordings and associated documentation.

{0} Maintaining an audit tral! record for & access to avidance files, wherein access
information for each evidence file is logged tivough use of a secure fog-in system.
The Department's storage system associates an audit trail record with sach evidence
file, thereby logging the date, time, user name, activity and client IP address occurring
during each evidence file accass.

Al recordings made by members acling in their official capacity shal remain the property of the
Departrent. Subject o the provisions of this Policy, members shall have no expactation of privacy
or ownership interest in tha content of lhase recordings.

425.5 MEMBER RESPONSIBILITIES

Prior to going into service, each uniformed member who is assigned {o wear a BWC will bs
responsible for making sure that he or she is equipped with a BWC issued by the Deparlment,
and thal the BWG is in good working arder. If tha BWC Is not in working order or the inember
becomes aware of a maifunction at any time, the member shall promptly raport the fallure to hisf
her supervisor to permit the supervisor or other department employee to provide the member
with a functioning BWC as soon as practicable. Uniformed members should wear the racordar
in a conspicuous manner as prescribed by 1he Department, io provide a generally unobsirucled
camara view of contacts between members of the public and department members.

Members lawfully engaged in thair duties as & police officer are not required to obtain consent
from, or give notice to, members of the pubilc, prior to recorging with their BWC.

Upan the approval of the Chief of Police, or hisfher designee, non-uniformed members fawfully
engaged in their duties as a police officer may use an approved BWC,

sMembers are required to document the existence of a reconding in any report or aiher official
record of the contact, such as a CAD enlry, including any instance where the member is aware that
the BWC malfunclioned or the member deactivatad the recording. in the event activity oullined in
asction 425.7 is not caplured in whole or in part the member shall document this and explzaln in
their report heir understanding, if any, of why the footage was not captursd in the recording.

4256 SUPERVISOR RESPONSIBILITIES

At such time as the scene Is considered secure and safe, the on-scene supervisor shall take
immediate physical custody of involved officer's/officers’ BWC when the device ntay have captured
an Incident involving an officer-Invelved shooling or use of forca resulling in death or great bodily
injury, and shall ensure the data is uploaded in a timaly manner as prescribed by BP0 policy

Camyripht Lexipai, LLG 20530309, Al Bights Roserced Body Worn Cameraa- 2
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{Penal Code § 832.18). Supervisors may review relevant BWC video and audio files in the field
in furnerance of their duties and responsibilities.

Supervisars shall also review refevant BWC recordings prior o submitting any administrative
reports,

425.7 ACTIVATION OF THE BODY WORN CAMERA

Thig poficy is not intended to describe every possible situation in which the BWC should be used.
Members shall activate the BWC as required by this policy in {a)k{f) below, and may aclivate the
BWC at any time the member believes it would be appropriate or valuabie to record an incident
within lhe limits of privacy described herain.

The BWC shall be activated in any of the following siluations:

{a} Al in-person enforcement and investigative contacts including pedestrian stops and
field interview (FI) situations.

(b}  Traffic stops including, but not limited to, traffic violations, stranded motorist assistance
and all crime interdiction stops.

(cy Self-initiated field contacts In which a member would normally notify the
Communications Center.

{d} Any search aclivity, Including the service of search or arrest warrants; probation,
parsle, or consent searches where the member s sesking evidence of an offense,
or condueting a safety swesp or community caretaking sweep of the premises. Once
a location has been secured and the member is not interacting with detainaes or
arresteas, the member may mute their BWC when conducting a search for evidencs.

{2}  Anycther conlacl that the member determines has become adversanal after the initial
contact in a situation where the meamber would not othenwise aclivate BWC recording.

{f}y Transporting any detained or amested person and where a member facilitates entry
inte or out of a vehicle, or any time the member expects to have physical contact with
iha! person.

Al no time is a member expected fo jenpardize his or her safely in order o activate a BWC.
The BWC should be activated by members in anticipation of situations described above, and in

any unanticipaled, rapidly unfolding situation where aclivation becamas required, as scon as the
member can do 5o safely.

Members shoutd aclivate their BWC when conducting custodial interviews unless there are olher
recording devices being used. Members shall document and explain in their report the reasan

for not recording custodial interviews, should a BWC be de-activated while conducling a sustodial
interview or interrogation,

Lopyright Les'pe, LLE AV RO503, A Rghls Resanyed.
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425.8 VICTIMS AND WITNESSES OF CRIMES; INFORMANTS
in the event that an officer has the opportunity to record interviews of victims and witnesses of

crimas, they shall considar the following:

{a) Witnesses: In ths event 2 crime witness or a membar of the eommunity wishes to
report or discuss criminal activity anonymously, officers have the discretion to not
record. Members may offer to aver! their camera to caplure only audio during the
interview, when doing 50 would facilitate obtaining the wilness’s recorded statement.
in cases where a wilness requests they not be recorded, and the member agrees not
ta record, membars should record their request prior to turing the camera off. When
a member ls already recording, the member shall record their explanation for turning
the camara off prior to doing 50.

{(b) Victims: Upon raguest by the victim, officers have the discretion to not record the
interview. Members may offar to avert their camera fo capture only audio during the
intarview, when doing so wouid facilitate obtaining the viclim's recorded statement.
In cases where a victim requests they not be recorded, and tha member agrees not
1o racord, members should record their request prior to turning the camera off. When
a member is already recording, the member shall record their explanation for turring
the cameara off prior 1o doing so0.

1. Domestic Violence Vistims: Members should attempt to record interviews of
domestic violence victims to facillate fulure prosecutlon efforts and discourage
later recanting of statements. Members should also record interviews with
childrer who witness domestic viclence, when the child Is willing.

2. Chlld Abuse and Sexual Assault Victims: Members shall have lhe dlacretion
to regord, absent any request to nol record the interview by victims, witnesses,
or non-suspect parents of victims, during child abuse andfor sexual assault
investigations.

{c) Informants: Members shall not aclivate their recorders when conducting an interview
or engaging in a corwversalion with a confidential informant, uniess needed as
svidence,

Membera have no obligation to advise a victim or witness that he or she is being recorded, but
may 4o so at their discretion. When a victim or witness reguests they not be recorded, mambers
may consider their request (Ses Penal Code §32).

Members shall remaln sensilive to the dignity of all individuais being recorded and exercise
discretion 1o respect privacy by disconlinuing recordind whenaver it reasonably appears o the
mamber lhat such privacy concerns may outweigh any lsgitimate law gnforcement interest in
recording. Recording should resume when privacy concerns are no fongsr at issue unless he
member determines that the circumstances no longer fit the criteria for recording.

Informal community interactions differ from “consensual encounters” in which members make
an effort to develop reasanable suspicion to detain or probable cause to arest. To slrangthen
relationships betwesn police and citizens, members may use discretion regarding the recording
of infarmal, non-enforcement related interactions with members of the community.
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425.9 ACTIVATION (N CROWD CONTROL SITUATIONS
During crowd control, protest or mass arrest incidents, members shall use thair BWCs consistent
with this policy, or whan directed by the incident Commander. The Incident Commander shall

document his or her orders to activate in an appropriate report {e.g. Operations Plan or Alter
Action Rsaport).

The lmitations outined in the Inteffigence Procedures for First Amendment Aciivities

Policy governing intelligence-gathering proceduras for First Amendment gctivities, appiy to the
use of BWCs and other recording devices.

Video recording of individuals who are picketing or engaged in peaceful protest will be avoided
unless the officer believes a violation of criminal law is occuiring, may ccgur, of if the officer

interacts with & pariicipant or third party to the evant, or a participant or third party initiates contact
with the member,

42510 SURREPTITIOUS USE OF THE BWC

Members of the Depariment may surreptiiously record any conversation during the course of a

criminal Invastigation in which tha member reasanably befieves that such a recording will be Tawful
and beneficial to the investigation.

Members shall not surreplitiously record another department member without a court order unless
lawfully autharized by the Chief of Police, or histher designes.

Members are prohibited from using department-lssued BWCs for non-work refated personal
activity. BWCs will not be activated in places where members have a reasonable aexpaciation

of privacy, such as warkplace locker rooms, dressing rooms, mambers’ private vahicles or
restrooms,

425,11 CESSATION OF RECORDING

Once activated, the mambar may mute or deactivate their BWC at any time based on their
discrelion, in the following circumstances:

{a) Discussion of tactical or confidential information with other law enfarcement personnel.

(b} Where members are on a perimeter or assignad to a static post where the membar's

direct participation in tha incident is complete and they are not actively part of an
investigation.

(e) I itis necessary to discuss issues of conceras with an employas, supervisor, doctor,
nurse, or paramedic in private.

td}  Inthe member's judgment, a recording would interfare with his or her ability to conduct
an invastigation.

Decisions regarding tha reasan for muting or BWC deactivation shall be noted on the recording,
oF otherwise documented.

-hbEaxiper, 145 FHHGRG, A Righls Reserad.
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Members shall cease audioivides recording whenever necessary [0 ensure conversations are not
recorded between a person in custedy and the person's attorney, religious advisor or physician,
unless there s explicit consent from all parties to the conversation. This does not apply to
caonversations with pararmedics ar EMTs during their response at a scene, and during transport.

42512 EXPLOSIVE DEVICE
Many portable recorders, including BWCs and audiofvideo tranamitters, emit radio waves that

could {rigger an explosiva device. Therefore, these devices should nat be usad where an explosive
device may be present.

Members balieving that the use of a BWGC may detonate an explosive device may deactivate their
BWC in such cases.

42513 PROHIBITED USE QF BODY WORN CAMERAS

Members are prohiblled from using a department-issued BWC for personal use and are prohibited
from making personal copies of recordings created while on duty or while acting in their afficial
capacity.

Members are prohibited from retainlng BWC recordings. Members shall not duplicate or distribute
such recordings, except for depatment business purposes. All such recordings shall be retained
at the Department.

Members may not use personally owned recorders (e.g. personal celf phone} o document
contacts unlass exigen! circumslances exist to warrant the usa of personally owned recording
devices. Regardiess, if a member is using a dapariment-issued BWC, andior another recording
device, members shall comply with the provisions of this poficy, including relention and release
requirerments. In every event where members use any recording device aslde from or in addition
to their department-issued BWC, the member shall document and expiain the use and the exigsnt
circumstance in their police report (e.q. the BWC falled and evidence naaded to be captured at
that moment in time).

Recordings shal not be used by any member for the purpose of embarassmant, intimidation or
ridicus.

425.14 PROCESSING AND HANDLING OF RECORCINGS

To assist with identifying and preserving data and recordings, members shall tag and downfoad
recordings in accordance wilth procedure, and document the existence of the recording in the
related case report. Transfers must occur at the end of the member's shift, and any fime the
membear is aware thal the storags capacity of the BWC is nearing its §mit. In circumstances when
the officer cannot complete this task, the officers supervisor shall immediately take custody of the
BWC and be responsible for uploading the data. Officers shall tag each file with the appropriate
casefincident number, provide a descriplive title, and select an appropriate category for aach
recording, using the Axon View app or viz the Evidence.com site.

Thgyright bawpo, LLE 20180509, &2 Rigais Roserad, Body Worn Cameras - B
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Members are prohibited from intentionally erasing, altering, reusing, modifying or tampering with
ofiginal audio video recordings. Members may request restriclion and subsacuent deletion of an
accidental recording as described under section 425,18 below.

425,15 RETENTION REQUIREMENTS

The Department shall retals ali recordings for & minimem of B0 days. incidents invalving
consensual contacts, and aid to citizens will be retained for six months, and cold reporis will be
retasined for one year. Recordings of incidents involving use of force by a police officer, detentions,
arresls, of recordings relevant to a formal or informal complaint shall be retained for a mintmum
of two years and one monih. Recordings relating to court cases and personnel comptaints that
afe belng adjudicated will be manually deleted at the same tima other evidence associated with
ihe case is purged ip line with the Dapartment’s svidence retention policy. Any recordings rafated
to administrative or civil proceedings shall be maintained until such matter is fully adjudicated,
at which lime it shall be deleted in ine with the Department’s evidence retention policy, and any
applicable orders from the court.

Recordings created by equipment testing or accidental activatinn may be deleted after 60 days.

42516 ACCIDENTAL RECORDING - REQUEST FOR RESTRICTION

inthe event of an accidental or sensitive personal recording of non-departmental business activity,
whare the resulting recording is of no investigative or evidentiacy value, the recording employes
may request that the file be restricted pending 60-day dslstion by submitting an email request
via their chain of command to the Profassional Standards Division Captain. The Professional
Standards Division Caplain will approve or deny the restriction request, in cases where the request
is denied, an appeal may be submilled to the Chief of Police, or hisfer designee, for restrictian

autherization. In ali cases of restrictlon requests, a determination should be mada within seven
calendar days,

425.47 REVIEW OF RECORDINGS BY A MEMBER

Members are authorized to review their own BWC video fites at any time in furtherance of afficial
business. Such official business includes, but is not limited ta, preparing written repars, prior to
or while providing testimony in a case or being deposed. Members may review recordings as an
evidentiary resource, except as stated in subsection 425.17.1 belaw. Members shall not retain
personal copies of recardings. Members shall not use the fact Ihat a recording was made as a
reason to write & lass detailed report.

425.17.1 OFFICER INVOLVED INCIDENTS RESULTING IN GRAVE BODILY INJURY OR
DEATH

{#) Inthe eventoflacriticalincident that results in grave bodily injury or death, inciuding an
officer-involved shooting or an in-custody death, the BWC of the invaolved riember(s}
shall be taken from him or her and secured by a supervisor, comenander, or appropriate
investigator, as necessary. The involved membaor{s) shall not access or obtain their
footage of the incldent until such time as the criminal investigator(s) have reviewed
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the videc files. 1t will be tha responsibility of the investigation team’s supervisor to
coordinate with the involved mamber's suparvisor to oblain footage of the incident on
bahalf of the member.

(b) Personnel uploading secured BWG video files shall not view the files unless
authorized.

(¢) No member invoived in a critical incident may view any video recordings prior 0
an interview by the appropriate criminal investigative unit, and receiving command
approval.

(d} Prior to the conclusion of the criminal interview process, tha involved member andf
or the member's representative will have an opportunity to review lhe member's
recording(s). The involved member may choose to provide additional information to
supplement his or her staterment by providing a supplemental statemant or saparate
suppfemental document. In no case shall a member aller a report mada prior 1o
reviewing lhe recording.

{e} The Department acknowledges that recordings taken during critical incidents obtainad
trom BWGCs do not necesaarily reflact the full extent of the nature of the event or the
axperience, analysis, training, threal assessment or state of mind of lhe individual
officers{s) in a given incident. Maoreover, lhe recordings, especlaily video, have
Hmitations and may depict events differenfly than the events recalled by the involved
officer. Specifically, it is understood thal the recording device will capture informatian
that may rot have been heard andfor observad by the involved officer and that officers
may see and hear events that are not captured by the camera.

Officers whb are involved In any critical incident whers video recordings axist deplcting
the involved officar, either as & subject officer or wilness, shall be provided the following
admonishment to tha initiad [nlerview of submission of the inilial writien repart.

"It his case, thara is video svidenve that you wilt have an op portunity to view. Video evidence
has Bmilations and may depict the events diffsrently than you recall, and may not depict
all of the events as seen or heard by you. Video has & limited fiald of view and may hat
caplure events normally seen by the human eye. The "frame rate” of video may limit lhe
camera's ability to caplure movements normally seen by the human eya. Lighling as seen on
the video may ba different than what is seen by the hurnan aye. Vidags are a two-dimensional
medium and may not capture depth, distance of positional orientalion as well as the human
eya. Ramembar, the video svidence 1s intended to assist your memory and ensure thal your
statement explains your state of mind at the time of the Incident.”

425.17.2 SUPERVISCRY REVIEW
With the excaption of section 425.17.1 above, supervisors are authorized to review relevant
recordings any time they are reviewing and approving case reports from their subordinates.
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425.17.3 INVESTIGATORY REVIEW
Supervisors are authorized to review refevant recordings any time they are investigaling alleged

misconduct or reports of meritorious conduct, or whenever such recordings suppor review of the
meniber's performance.

Recorded files may also be reviewsd:

(2} Uponapproval by a supervisar, by any member of the Bepartment whe is paricipating
in canduct of an official investigation, such as a parsonnel complaint, an administrativae
investigation or & criminal investiqation.

{b)l  Pursuant to lawful process or by court or District Attorney persannel who are otherwise
authorized to review evidence in a related cassa.

{e) By personnel assigned fo investigatory units who are authorized to view any BWC
video file associated to their active investigations, unless othenwise prohibilad by
policy.

id} Upon approvai by the Chiaf of Police, Internal Affairs investigators may review BWC
video with a complainant.

investigators conducting criminal of interna! investigations shall:

1. Advige the coordinator 1o restrict access fo the BWC file in crimina! or inlernal
investigations, as necessary.

2. Review tne file to determine whether the BWC file is of evidentiary value and process
# in accordance with sstablished protocols,

3. MNotify the coordinafor to remove the access restriclion when the criminal/internal
investigalion s closed.

42517.4 TEACHING OR LEARNING TOOL

BWGC files may alsc ba reviewed by fraining staff reqarding specific incidents where such files may
sanve ag an internal learning or teaching fool. In the event that videos are intended o be used for
training purposes, tha involved officer{s) will first be consulted. I hefshe objecls to the use of the
vidaa, such ocbjection shal be submittad ta the person in charge of training who shall weigh the
valus of the video for training against the aofficer{s) objections and basis for the ohjection. Should
the person in charge of lraining refuse to grant the request of the involved officer(s), the matter
shall be heard by the Chief of Palice, or histher designes, prior to utilizing the video.

425.17.5 COB CIVIL CLAMS AND LAWSIHTS
BWC recordings may be reviewed and used by City of Berkeley defense counsel for the purposes

of defending the city in civil claims and lawsuits, with the authorization of the Chief of Palice, or
hisfher designes,

42518 RELEASE OF RECORDINGS
Al recordings should be reviewed by the Custodian of Records and the City Attorney's Office prior
to public release, see Genaral Order R-23 {Relgase of Public Racerds and Information).
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in the avent that the Police Depariment or City Depariment intends 10 relsase or publish for any
purpose video recordings whare officers are captured on video or the video depicts actions taken
by them in the course of the performanca of their official duties, those officers shall be given written
notice of 1he intention to relgase or publish said video at least 48 hours prior to such refease.

BPD may, without prior notice to Involved officers, share video foolage with law enforcement,
national security, military, or other government agencies outside of Berkelgy, when there is
reasonable suspicion that criminal activity has occurred or i about 1o goour,

425.18.1 POLICE REVIEW COMMISSION (PRC)
Access to recorded files will be granted for the purposes of review tn the Police Review
Commission Officer and/or Investigator investigating a specific complaint where BWC evidence

fites are available, ang are not part of any ongoing criminal investigation.

{a} The PRC Officer and PRC investigator will be provided user accourt access to
evidanca files through the avidence management system for their use during a
complaint investigation and to facilitate viewing by Board of nquiry members during
a Board of Inquiry.

{b) The PRLC Officer and PRC investigalor shall not make or ¢create a copy of any evidanca

fite, not make or aliow to be made any audio or vidao recording of any evidence fils
while it Is being streamed and viewed from the evidence managemen! system,

{c) The PRC Officer and PRC Investigator shail nat allow any unauthorized individuals {o
view or access evidence files.

{d} Theevidence management systen associates an audit irail record with each evidence
file, thereby logging the date, ime, user, aclivity, and client IP address occurring during
each avidence file access.

(e} The evidence management system shall only be accessad on Cily premises.

{f} The Department relains custody and control of the recordings, and content of the
video will be subjoct to applicable legat standards including, but not {fimited {o the
confidentiality requirements of the Publlc Safely Officers' Procedural 8ill of Rights,
(Government Code § 3300, el seq., Penal Code § 832.7, and the California Public
Records Act; Government Code § 6250, et s&q.)

425182 PUBLIC RECORDS ACT {PRA) REQUEST

Access io recarded files will be granted for the purposes of review in response 1o a public records
request, 35 permitted under Government Code §6254(f and BPD General Order R-23 {Release of
Putlic Records and Infarmation). General Order R-23 does not authorize release of investigative
files or documents that would constitute an unwarranted invasion of privacy. Circurnstances where
this might arise in video include footage taken inglde a home, & madical facllily, the scene of a
med|cal ernergency, or where an individual recorded has a “reasonable sxpectation of privacy.”
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425,183 MEDIA

Access to racorded files will be granted for the purposes of review to media personnel or the
general public with permission of the Chief of Palice, or hisfher dasianee, subject to General Order
R-23 and privacy protections indicated in this policy.

42519 COMPLIANCE WITH BMC 2.99 ACQUISITION AND USE OF SURVEILLANCE
TECHNOLOGY

This policy shall comply at all times with the requirement of BMC 2.59 Acquisition and Use of
Surveillance Technoiogy.

42520 TRAINING REQUIRED
Officers who are assigned BWCs must complete department-approved tratning in the proper use
and maintenance of lhe devices befors deploying to the field,

As part of a continual improvement process, regular review shouid be conducted by BP0 staff of
the training on this poiicy and the refated use of BWCs under this policy. information resulting fram
the putcames of this review shall be incorporated into the City Manager's annual “Survellfance
Technelagy Report” as required under BMC 2.98 Acquisition and Use of Surveillance Technology.

The Department, Police Review Commission and other City Depariments shall maintain the
confidentiality of Department sworn employee personnel records as required by state and local
iaw. Failure to maintain the confidentiality of Depariment sworn empioyee personne! records,
witether or not intentional, may subject individvals 1o ¢ivil penalties and discipline, up to and
meluding termination of employment.

Copyrghl fexsped, LLG 2080509, AL Rizhls FResorved. Body Warm Cameras - 11
Poished with peraission &y Barvalay Pol oo Cepadmant
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Surveillance Use Policy - GPS Tracking Devices

1301.1 PURPOSE
Global Positioning System (GPS) tracking devices designed to track the movements of vehicles,
bicyctes, cargo, machinery, and other ftems. GP3 trackers are wtilized during active criminal

investigations and shall be used pursuant to a lawfully issued search warrand, court order or with
consent.

1301.2  AUTHORIZED USE ;
GPS trackers shall only be used pursuant to a valid seg r;zl} Warrant pursuant to court-ordered

parole or prabation conditions, if applicable; or with cs:-nsanl ﬁf tl}e ownar of the object o which
the GPS tracker is attached. : o5

13042 DATACOLLECTION ;‘I;

Lotation data may be obtained through the use of 2l
| 5&&5*»

1301.4 DATA ACCESS B

Access to GPS tracking data shall b %%teeﬁ@ erkemy ] ice Department (BFD} parsonnel

utilizing the GP3 Tracker%sl for active minal ﬁﬁ[’é&hgatmn ]mormatmn may be shared in
accordance with 1301 B’Eé GWT, 3, - 2k

i301.5  DATA PRGTEchoN
" The data from the GPS iranker is, ﬂpcrypted by ttﬁ yendor. The data is only accessible thraugh
a sellfs w;absate tﬂ BPD pers,dn" el Whis: n;wa heen granted security access.

" h-

1301.6° GIVIL LIBERTIES AND RlEHTS pROTEﬁTmn

The Barkaley Police Dapar’tmant is ﬁedlcated to the most efficient utilization of its resaurces and
services in its pubhc safety en,dﬂawrs The Berkeley Police Depanment recognizes the need (o
protect its ownershl and coniral over shared information and to protect the privacy and civil
liperties of the pub!m m aocordarme with federal and state law. The procedures described within
this policy (Data Acnass Datq Fri::tectmn Data Retention, Public Access and Third Parly Data
Sharing) protect against th;a uﬁaulhonzed use of GPS tracker data. These procedures ensure
the data is not used in a Wa:.r that would vidlate or infringe upon anyone's civil nights and/for

libarties, including bit not limited to potenlially disparate or adverse impacts on any commaunitias
ar groups.

1301.7 DATA RETENTION
Data is stored electranically by the host company for 50 days, and then it s purged.

Printed data shall be kept in accordance with applicable taws, BPD policies that do not conflict
with appticable law or court order, andfor as specified in a search wasranL



1301.8  PUBLIC ACCESS
Data collected and used in a police report shall be made avafizble to the public in acoordance
with department policy and applicable state or faderal faw.

1301.%  THIRD-PARTY DATA-SHARING
Data coilected from the GPS trackers may ba shared with the following:

{a) The District Attorney’'s Cffice for use as evidence fo aid In prasecution, in accorgance with
laws governing evidence;

(b} Other faw enforcement personne! as part of an actwe eAminat investigation;

(c) Qlher third paniss, pursuant to a Court Order.

130110 TRAINING

Training for the operation of the GPS 1rac1<e;s shail be provi-:ieci by BPD parsonnel. Al BPE
personnsl shall be provided with this Suwelllant}a Usa Pollcy.

1301.11 AUDITING AND OVERSIGHT . < -

Givision Captaing or thelr -::femgnaa shail ensure mmp!aanca with this Surveillance Use Policy.

130142 MAINTENANCE =\ .50 S
GPS trackers shall only be nhtarnéd wlth the permlssmn of the Investigalions Oiviskon Captain or
hisfher designee. The inmstlgations DWISIGH Captafn or hig/her designea will ensure the trackers
are returnad when the masaiuq&lnvestigatim Is mmp!eted

: . 3
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GPS TRACKING DEVILES

A, DESERIPTION
Global Positiondng System {GP3) trackers are devices designed to track the movements of
vehicles, bicycles, cargo, machinery, andfor individuals,

The Berkeley Police Departrment currently uses two types of GPS Tracking Devices, The
manufacturer, 35 Security Systam, describes them as follows:

1. The "Slap-n-Track” {SNT} tracker tracks vehicles, carge, and other large assets for fong
deployments. Offers extended battery life, rugge and weatherproof housing, and
optional magnets - per the manufarturer,

4. The “Electronic Stake Out” {ESQ) tracker of'féﬁ}ﬁ‘w gnf:::rcement mindaturized and

covertly packaged GPS Tracking 50Iutmr]s£tf:«target proﬁué%‘ty.{cr:mes, especially pattern
crimes, in their local jurisdictions. 1 '

8. PURFOSE

C. LOCATION
GPS tracking devices s ha
consent or a lawfur; |k.sued e

sis%&r\m‘t wi‘th the authority granted by
gurt order,

D. IMPACT . * 2
The Berkeley: Fuflce ﬂepartmﬁlﬁ ﬁedfﬁiiﬁg m‘t?jh most efficient utilization of its resources
and SE‘I'!%‘lCES inits puhf[cusqfety g?jgﬁavors Eﬁ@;keley Police Department recagnizes the nead
to pmté!:t;ts ownershtp aﬂq g_ontml o‘i.rer shared information and to protect the privacy and civil
liberties of t‘hepubhc in acé&&anceiﬁﬁg federal and state law. The procedures utilized with
GPS trackers help 40 ensure upduthorized use of its data. The policies ensure the data is not

used in g way that'ﬁrnuld vmiafé or infringe upon anyone's civit rights andfor liberties, including
but not Hmited to ;mteh ial

s arate or adverse impacts on any communities or groups.

£. MITIGATION
Data from a GPS tracker is encrypted from the vendor. Data shall be maintained in 3 secure,
non-public location, such as locations requiting security access or badge access, thereby
safeguarding the public from any impacts identified In subsection (.

F. DATA TYPES AND SDLIRCES
Location data is ohtained through the use of 2 GPS Tracker.
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Latitude and longitude data is captured and stored indefinitely by 351 when both types of
trackers are used. This data is only shared with the District Attorney’s Dffice for prosecution

purposes.

. DATA SECURITY
Data from a GP$ tracker is encrypted from the vendor. Data shall be maintained in a secure,

non-public location, such as locations requiring security access or badge access. in addition,
Captains for Divisions utilizing GPS trackers are responsible for ensuring compliance with the
procedures for utilizing GPS Trackers.

. FISCAL COST
The initiz] cost of the GBS trackers totaled $4,335.

» Between 2015-present BPD purchased.5 G
« In 2017 BPD purchased 3 GPS "SNT” ;__}_'.

working hours.

“ﬁ%’}"ﬁ

GPS trackers are fup dthrn
i

THIRD PARTY DEPEN[}EN E,D A.? :

Data cn!ie;t&ct ;3 the GF'StJ: ' ‘755."";'33 e sh
15tr1ct fté:fhgyﬂs ¥
v _gﬂuern1ng Evfﬂegce ¥
b, Otfied 1aw enforceme‘q{t’gfﬁces asﬂpﬁrt of a criminal investigatian,
¢, Other thiqd,g:art!es, pufi nt to a Court Order.

;’%c!bwith the following:

¢e for use ﬁ‘sﬁ%ﬁ@ence to aid In prosecution, in accordance with

H}_‘?F_M

ALTERNATIVES m a. ﬁ*a
Mone. ’«3.“;‘5 ;

e
EX#ERIENCE OF OTHER ENTITIES
The use of GPS technalogy is common amongst law enforcement agencies throughout the

country.



Policy Berkeley Police Department

1 3 0 2 Pelicy Manuat

Surveillance Use Policy - ALPR

1302.1 PURPOSE
This Surveillance Use Pollcy Is issued in compliance with BMC 2.99, and incorporates language

from the Berkeley Police Depariment ALPR Paolicy #422 and adds elements as required by BMC
2.99.

The policy of the Berkeley Police Depardment is to utilize ALPF?. technciogyr o caplure andg store
digitat licenss plate data and images while recognizing the estabilshed privacy rights of Lhe public.

Al data and images gathared by the ALPR are for the c:ffciaf use r.:-f this depariment. Because
siich data may contain confidential information, it is nnf epen fo pub[m rewew {Ref. palicy 422.2)

13022 AUTHCORIZED AND PROHIBITED U$ES UEE "

Use of an ALPR is restricted to the purposas outlined helow. Departmant membérs shall not use,
or allow cthers to usa the equipment or database records fof-gny unauthorized purpose (Civil
Code § 1798.50.51; Civil Code § 1738. 90 53} {Ref pr:allcy 422 4}

(8) An ALPR shaill oniy be used for oﬁ‘lciai iy enﬁ;rcement biisiness.

(b} An ALPR may be used in mmungﬂan wnh any mutme patmr aperalion ar Criminal
irvasligalian. F{easunabie susptmon or prababie ﬂause Js not required before ueing an
ALPR. L . S

{c} While an ALPR may be used T.o canvass Hcerase plates around any crime scene, particular
consideration should- be- gwan to using ALPR.;eqmpped cars o canvass areas around
homicides, shootings and nihar milor 1nl:4dent9 Partiatiicense plates reported during major
crlmes should be: ﬂﬂtﬂl‘ﬁd |hto tl'ge ALPR ‘Bystem in an attempt to identify suspact vehides.

P,

1302.3 DATA CDLLECTIDN T

Ali data and images gatherad by Ay ALPR are for the official use of the Bearkelay Police
Depariment. Such. data may contain confidential CLETS information and is not open to public
review. ALPR information gathered and retainod by this department may be used and shared
with prosecutors or other law enforcement agencies only as permitied by law and Berkeley Police
Department policy. (Ref. policy 422.5)

13024 DATA ACCESS
ia) Nomember of this departrment shall operate ALPR equipment or access ALPR data without
first completing deparlment-approved training.

{b) No ALPR operator may access California Law Enforcement Telecommunications System
[CLETS) data unless otherwise aulhotized to do so.

{c} ¥ practicable, the officer should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action that

Surveillance Lise - ALPR |1



is based solaly on an ALPR alert.

1302.5 DATAPROTECTION
All saved data will be safequarded and protected by both procedural and technological means.

The Barkeley Pallce Dapariment will observe the following safeguards regarding accass to and

use of stored data {Givit Code § 1798.90.51; Civil Code § 1708.90.53) (Ref. policy 422.6).

{a) Al ALFR data downloaded lo any workstation or sarvar shall be accessible only through a
fogin/password-profected system capable of documenting af access of informalion by
name, date and time (Civil Code § 1798.90.52). 3,

{b} Berkeley Police Depariment members approved jg¥HEcess ALPR data under these
quidslines are permitted to access the data for tqq}ﬁp' law enforcement purposes only,
such as when the dala refate to a specific crimma} ;r‘fvat{“ ot or depariment-related civil
or administrative action and parking enfo ol -;' t {%

{c) Aggregated ALPR data not related t
to any local, state or federal agency or &
Manager.

{d) Measures will be taken 0 engHe

F:fv!.l!;_,l

g Lol .
Si4) os%ﬁ glent tilization of its resources and
& Pnlfca Sgartment mc.ognizes the naed to

13026 CIVIL LIBERTIE& AND RiGHTS ' F
The Berketey Police %é‘pgrt ‘Bn}ii
sewlces it ils put:htf« etj.r ende )

And state law. The procedures described within
A L' ' D%&q Ratgption, Public Access and Third Party Data
Brtoct agafna; the un orized us afﬁLPR data. These policies ensure the data is
not usedll g way thal wolld ?ti,ﬂiate afﬂ ringe upon anyone's civil rights andfor liberties, tncluding
but not Hrnl’tqiﬁmg_ﬂ polentially dis arate org%rerse impacts on any communities or groups.
NN A
1302.7 mﬁﬁiﬁlﬁmmu
The Investigations Blision CAbg
collection and retentigﬁ%ﬁ& Hk
City of Berkeley's Departi _rﬂﬂf !nfurmalmn Technology (IT) and associaled ALPR system
providersivendors as 1denhf:er;i in Appendix A, {T stafl will not have the ability 0 access of view
individual records of reports, as they may contain CLETS informaticn they are not authorized to
receive. ITs role will be Nimited to providing Initial infrastruclure set-up, untess particular T slaff
members have been cleared by [DGJ background checks and authorized by the Chief of Police to
receiva ALPR records.

Al ALPR data downioaded to (he server shoutd be stored for a minbmum of one year {3overnment
Code § 34080 8} and in accordance with the established records retention schedule. Thereafter,
ALPR data should be purged uniess it has beceme, or it is reasonable to balieve it will become,

Surveillance Usa - ALPR | 2



evidence in a criminal or civil action or is subject to a lawful action to produce records. [ny those
circumstances the applicable data shouid be downloaded from the server onlg portable media
and booked into evidence. (Ref, policy 422.5)

(8) Collected Images and metadata of hits will not be sfared for more than 355 days. Matadata

of reads will not be stored for more than 30 days. images of reads will not be transferrad to
the sarver,

13028 PUBLIC ACCESS

{8) Non-aw enforcement requests for access o stareg%&;PR data shall be processed
according lo the Records Maintenance and Releasg ,E;‘icy i accordance with applicable
law. (Ref. policy 4226 {a}) A ,g'_”

{B) Non-law enforcement requests for informatign.régarding Ei.ﬁEECiftG vehicle's license plate
may be honared when the requester is 5761 Btered owner b the vehicle in guestion, and
when providing such irformation will ng Lif¥ade the privacy of a Wil party. The requastor
in such cases must provide acceplable oot gf his or her ldent:ty a#idof ownersh!p of the
vehlcle in question. (Ref, pﬂhcy 422 (b} L

‘1

t302.9 THIRD-PARTYY DATAsSH f,‘v

The ALPR data may be shared only ot

afficial law enforcement purposas ar as _

Requests for ALPR daté !‘:-‘5'= ndn faw enfo

as provided in the Rt : "rds Mairter ‘nanca and

enfﬂr’bqunt or prosecutonal agencies for
rWIS érg}ltted b}r Iy,

(5-‘- -I.l.L

,51 m"“ﬁruaggut-;'ﬁal agencies will be procassed
éiéﬁe Policy [Givil Code § 1798.90.55).

Mgoregated ALPR ﬁata nol related. id specific £ linai investigations shall not be releasad tu any
iocat, state L. fMQ%agenﬂ,ﬂp gﬁhhﬁ f.'.rit b Ih ﬁ:ress written consent of the City Manager.
(Rel. polGJURTER)z, ik ﬂ:a W,

i’ o - 7
130210 TRAINING 35 “ﬂn
Training forqiﬁe . operation n?_&LPR Techhoh::gy shall be provided by BFD personnel. Al BPD
employees who' uiﬂ,:ze ALFR Teébno‘agy shall be pravided a copy of this Surveillance Use Policy,

l.‘-'.

1302.14 AUDITING AND DVEHSIGHT
ALPR system aldits "wilh i:né . Gohducted by the Professional Stendards Bureau’s Audit and
spections Sergeant on a regu!ar basis, at least biannually. {Ref, policy 422.6 {r})]

130212 MAINTENANCE
Any installation and maintenance of ALPR equipment, as well as ALPR data retention and

access, shall e managed by the invastigations Division Captaln, The Invastigations Division
Captain will assign members under hisfher command {o administer the day-to- -dayoperation of
the ALPR equipment and data. {Ref. polley 422.3)

1302.12.1 ALPR ADMINISTRATOR

Bursgillance Use - ALPR | 3



The Investigations Division Captain, o

his/her designee, shali be respansitie for developing

guidetines and procedures to comply with the requirements of Civit Code § 1796.90.5 ol 524,

This includes, but is not limited to {Civil

Code § 1798.90.51: Civli Code § 1798.90.563) (Ret.

poticy 422 3.1)

A description of the job fitle or athar designation of the members and indapendent

(a)
contractors who are authorized 1o use OF access the ALPR system or to coliecl ALPR
information. .
(b} Training requirements for authorized users.
{c) A description of how the ALPR system will be mon d to ensure the security of the
information and compliance with applicable prvacy, W
td) Procedures for system) operators 10 rnairtain r‘__‘f_’f_j*t'!"sﬁhgﬁa‘gcess in compliance with Civit
Code § 1798.90.52. ;&;,-J!_""}”‘ '*"f.‘.,iié;'%
WY n";--"‘
{e) The title and name of the current designgs arseeing the i’tl.,’ 2R operation.
ify Ensuring this policy and refated procedHggiare consplcuously postgd pn the City's website.
B,
BE
fES

Surveillance Usa - ALPR 4
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AUTOMATED LICENSE PLATE READER (ALPR} DEVICES

A. DESCRIPTION

Automated License Plate Readers {ALPRs) are high-speed, compater controlled camerg

systerns that are typicalty mounted on Berkeley Police Department Parking Enforcement
Vehicles,

ALPRs capture license plate numbers which come into view, along with the focation, date and

time. The data, which includes a photo of the front or the E:rq_s;_lg of the car displaying the ficense
plate, is then upioaded to a central server, ‘

B. PURPOSE
the Berketey Palice Department’s Parking Enfﬂ!‘ﬁﬁ}nent Un:rﬁik;zes vehitles equippad with
ALPRS to conduct enforcement of postad I‘lmlts in comﬁfe;;c al areas and Residential
Preferential Parking (RPP) permit areas. TH; ALPR s also access Inféﬂt@tmn in the Caiiforaia

£75) Stolen ‘?@Iiég}‘ System {SVS)

A1e] eh and wanted" i,

The Berkeley Pofice Department‘ cdjﬂapy.r Enfurcem‘eh;; program {often referred to as the
“booting™ program) utilizes an AL[’R ch scarjiz 1§en5e pfa’tﬂg and check the scanned "reads®
against a lst of vehlclga X _[ch hava or mo Q’Htstandm rklng titations exceading 30
days old. Typ:caﬁy? 5'cot fgmed "h ?-'% he ’ég c?e i j erd witha "beat”, or towed,
and the owner ﬁa’,{ do fbutstand t:ons an fées in order to refease the boot

3 1
and/or recover therrﬁ:ac frum slorage. Tha Allows the City to recover outstanding parking
o

citation fees

- ,'r"n 1
“';J;_ E ;

The Berkeiey Pdh;e Departmsht is dedicated to the most efficient utilization of Hs resources
and seryices in its pubiic shfatv endeavors. The Berkeley Police Department recognizes the

......

need to protect its ﬂwner'sth and controf over shared infarmation and 1o protect the privacy

and civil liberties of the public, in accordance with federal and state law. The procedyres
utilized with ALPR Units will help to ensure unauthorized use of its data. The procedures will

ensure the data is not used in 3 way that would violate or infringe upon anyone’s civil rights

and/or liberties, including but not limited to potentially disparate or adverse impacts on any
communities or groups.
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E. MITIGATION
Al saved data wilibe safeguarded and protected by both procedural and technelogical means
which are implemented to safeguard the public from any inpacls identified in subsection {D}.

see subsection (G) for further.

F. DATA TYPES AND SOURCES
Photographs of license plates and location data may be obtained through the use of ALFR

Unlts.

G. DATA SECURLTY _.;f?-?.'%

' 'ﬂfpﬁrsafeguarﬂs regarding access 1o
kT

The Berkeley Police Department will observe the fr’,‘ll‘u
snd use of stored data {Civil Code § 1738.80.51; i Code'61798.90.53%

through a login/password-protecigl ystem capable nf' 1 enting all access of

information by name, date and timete)
3. Berkeley Police Departiggnl
guidelines are permitted i
only, such as when the datd

related civil ?ﬁlg‘}q%mjgistrative |
3. Aggrega &éﬁ’ﬁ atasnot relate

rejeased W40y tocal, Gtate or fe
il v i
consent of the Lity Mataiger, A
' ::..'t.-l.'j B f-.'é';.;.'.' -"l:‘:;F_E::' i

ih
cBiracy of ALPR snformation. Errors discovered

’,Wsﬁ?@wﬂ he f’éﬁg&rj‘am ensﬁgé}'%t}a‘a

VAT T Rar, sl i LT,

SiEin ALPR dﬁ'aﬁ_t I'Iecfeﬁ‘?;,i.y ALPR H‘r‘ims shall be marked, corrected or deleted in
Rk type”ﬁd;‘severiw of the error in question.

L25
ﬁ:ﬁ?

\:\,_- . 'y
c e withahe
‘{,ﬁg ordance W 'f;:h

v

H. FISCALCO %“*ﬂ &)
In 2015, Pubﬁﬁﬂ&;ks brou % n ALPR Contract to City Councit. Council approved 2 contract
for Public Works £ ﬁkﬁuy fﬁw&‘ % natec ALPR Units with PCS Mobile communicatlen, for a pilot

o

R
program for $450,0001 8 %

T}

in 2017, after success with the program, City Council approved an amendment to the
contract, aflowing Public Works to purchase 15 more ALPR Units for Parking Enforcement
vehicles, and to continue its use of PCS Mobile, for 1,200,000. The money was allocated from
the goberkeley/Federal Highway Administration Parking Meter Fund.

Yearly service far the ALPR Units includes warranties, hosting servicas, cellular connection,
mobile computing, and training which varies. The costs through fiscal year 2022 are currently
estimated at 51,175,000,
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Personnel costs are minimal in that the ALPR Units are used as @ resource during nprmal
working hours.

I THIRD PARTY DEPENDENCE AND ACCESS

1. Vendor Access-Scofffaw Enforcement: The contracted vendor for the City's Scofflaw
Enforcement program is currently Paylock. Paylock stares data on a secure server, and

pravides access to authorized personnel via Paylock’s "Bootview™ secure website, as
described below:
.1_*_}' }
a. Al data captured by the ALPR is stored g ~{ i laptop for 30 days, and is chly
accessible during that period via the. ﬁgﬂﬂ _g:}prletaw software. This includes
reads, hits, and photographs assci&fﬁc‘! withidach,

b, When a car is booted and "'"53': ved, the reﬁ%u& and photographic data
relating to the booting afi} towing of scoffla mles Is uploaded to
Paylock's secure server. No o __:-t_f ' ata is ug!&ad@d 0 F'a?,'[ k S SBCiNe Server.

2. Vendor ﬁccess—Genera%: king St and guBerkele i Program: The

contracted vendor for tha, ient ALPR is currently Genetec, The

city uses Genetec ALPRs to - iaf;lc ent enf&" gment of posted time limit ;]arkirlg.
and Ftesuient: &%ﬁ

Prgfereratlat Pgrkkng pef i

f

"fﬂf
f?-'ﬁ'ru fﬂ,ﬁ%[epnrts to the City of Berkeley
king management program so that

the C mprcg L.car

_f"“:;-"rib; cuntait%& Y n?g:‘}fﬁﬁi ab -" ﬁa vehicle's license plate number, the name

' oftht;?ggiste %gwner,aﬂ 3ﬁafreg|5tered owner, or any other information

greane& ram thélicense ptate number associated with a particular vehicle.

Rather, ther .Ieport %ﬁ‘sqst of completely ancnymized information, using

sj;iﬁer-,hfnn:atumr;,.- Aumbers fhat are not associated with a particular license plate
i ur“reglstered 1.;.rner

b, The répﬂrts \}'IIE provide only the date, time, iocation, approxinate address,
goﬂerkﬁie‘v’ blockface iD, and Residential Permit Pass {RPP} area in which a
vehicle was observad. if a citation was not issued for an KPP or other time limit
violation, the report may also provide the reason a parking enforcement
officer concluded there was no parking viclation, e.g., BPP wisitor pass,
disabled piacard or ficense plate, etc.

3. Department of information Techn'nrugl,r Access: Techmical support and assistance for
ALPR's is provided by the City of Berkeley's Department of Information Technology
(T} and associated ALPR systern grovidersfvendors as identified herein. IT staff who
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do not have the proper ciearance and training do not have the ability to access or view
individual records or repotts, as they may centain CLETS information they are not
suthorized to receive. IT provides initlal infrastructure sel-up, and continued systems
suppart as neatled to ensure efficient and accurate performance of the ALPR
hardware and software. Only IT staff members who have successfully undergene DOJ
nackground checks and training are suthorized by the Chisf of Police to view specific
ALPR records.

4. Other Law Enforcement Agency Access: ALPR data only be shared with other law

enforcement or prosecutorial agencies for offig;_l&_@ v enforcement purposes of as

g
otherwise permitted by law. Reqguests for A _i;_[iggbv pon-law enforcement or non-

prasecutorial agencies will be processed av idedlifthe Records Maintenance and
i

s .
'1"'1"—_‘:2&:_ not related to specific

-}Tw or federal agency of

By, 4 %ﬁ%

ghtchall operate A%ﬁ equipment of
AR T‘,tf tment-approved training. No ALPR
operator may access *-1 it tans octherwis i__;,‘-.,__ thcrize:ﬁ to do so. Hf practicable,
the officer should verify an ATER resgoliie.throug 16 before taking enforcement

ADDEr of this d&5

Egqliests for a¢cess to stored ALPR data shall be

‘Maintenance and Refease Policy in accordance

4the privacy of a4l B he requestor in such cases must provide acceptable
pr%ﬁf his or her Ye i}
RE N
1. Anznumwéﬂif{‘j
Nane. '
-:*t#‘_!}t
. EXPERIENCE OF OTHER ENTITIES
The use of ALPR technology is cormon amongst law enforcement agencies throughout the

country, in suppart of parking enforcement, and law enforcement criminal investigations,



Policy Berkeley Police Department

4 2 2 Policy Manuat

Automated License Plate Readers (ALPRs)

4221 PURPOSE AND SCOPE

The purpose of this policy is to provide guidance for the caplure, storage and use of digital data
obtained through the use of Autorated License Plate Reader (ALPR) technoiogy.

422.2 POLICY
The policy of the Berkeloy Pollce Department s to utifize ALPR technolagy 10 caplure and store
digital ficense plate data and images whiie recognizing the establishad privacy rights of the public.

Al data and images galhered by the ALPR are for the official use of this depariment. Because
stich data may contain confidential information, it is not open o public review.

4223 ADMIKISTRATION
Any instaliation and maintenance of ALPR equipment, as well as AL PR data retention and access,
shall be managed by the Investigations Division Captain. The Investigations Division Captain wili

assign members under histher command to adminfister the day-fo-day operation of the ALPR
equipment and data,

42231 ALPR ADMINISTRATOR

The Investigalions Division Captain, or hisfhar designes, shall be responsibla for developing
guidelines and procedures 1o comply with the requirements of Civit Code §1798.90.5 et seq. This
includes, but is not imited o (Civil Code § 1798.90.54; Civil Code § 1798.90.53)

{a) A description of lhe job lie or cther designation of the members and independent

tontraclors who are authorized to use or access the ALPR system or o collect ALPR
information.

(b} Training requiremants for authhrized USETS.

{c} A description of how the ALPR system will be monitored to ensura the security of the
information and compliance with applicable privacy laws.

{8} Procedurss for system operators to mairain records of access in compliance with Ciwvit
Code § 1738.90.52,

(e} The ltle and nams of the current designee in overseeing the ALPR operation,
{fi  Ensuring Ihis policy and related procedures are conspicuously posted on the City's wabsite.

422.4 QPERATIONS

Use of an ALPR is restricted to the purposes outiined bslow, Department members shall not use,

or allow others to use the squipment or database racords for any unauthorized purpose [Civil
Code § 1798.90.51; Civil Cade § 1798.60.53).
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(a) An ALPR shall only be used for official law enforcement business.

(b} An ALPR may be used In conjunction with any rouline patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using an
ALPR.

{¢) While an ALPR may be used to canvass license plates around any crime scene, particular
consideration should be given fo using ALPR-equipped cars fo canvass areas around
homicides, shootings and other major incidents. Partial license plates reported during major
crimes shoutd be entered into the ALPR system in an attempt to identify suspect vehicles.

{d} Nomember of this department shall operale ALPR equipment of 8GCes$ ALPR data without
first completing department-approved training.

{e) No ALPR operator may access Californla Law Enforcemant Telecommunications System
{CLETS) data unless otherwise authorized to do so.

(fy i practicable, the officer should verify an ALPR response through the California Law CLETS
before taking enforcement action that is based solely on an ALPR alert.

4225 DATA COLLECTION AND RETENTION

All data and images gathered by an ALPR are for the official use of the Berkeley Police
Department. Such dala may contain confidential CLETS Information and is naot open to public
review. ALPR informalion gathered and retained by this department may be used and shared with
prosecutors or other law enforcement agencies anly as permitted by law.

The Invesligations Diviston Captain, or hisfher dasignee, is responsible for ensuring prapar
collection and ratention of ALPR data.

Technical supparl and asslstance for ALPR's is provided by the City of Berkeley's Department of
Information Technology {IT) and associated ALPR system providers/vendors as idantified herain.
iT staff who do not have the proper clearance and training do not have the ability to access or
view individual records of reports, as they may contain CLETS informaticn they are not authorized
to receive. I T provides initial infrastruciure set-up, and continued systems support as needed to
ensure efficient and aceurate perfermance of the ALPR hardware and software. Cnly T staff
mambers who have succassfully undergone DOJ background checks and training are authorized
by the Chief of Police fo view specific ALPR records.

All ALPR data downloaded o the server should be stored for a minimusm of one year (Government
Code § 34090.8) and in aucordance with the established records retention schedule. Theraafter,
ALPR dala should be purged uniess Il has become, or it is reasonabis io bedleve it will become,
avidence in a criminal or civil action or is subject o & tawful action to produce records. in those
circumstances the applicable dale should be downloaded from the server onto portable media
and booked into evidence.

" (a) Collected images and metadata of hits will nct be stored for more than 365 days. Metadata

of reads will no! be stared for mare than 30 days. Images of reads will not be transferred
to the server,
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422.6 ACCOUNTABHITY

Al saved data will be safeguarded and protected by both procedural and technoiogical means.
The Berkeley Police Department will observe the following safeguards regarding access o and
use of stored data {Civil Code § 1798.90.51: Civll Code § 1798.80.53)

(a)

(b)

()

{d)

{e)

(g)

Non-law enforcement requesis for access to stored ALPR date shall be pracessed

according to the Records Maintenance and Rslease Policy in accordance with applicable
few.

MNon-law enforcement requests for information regarding a specific vehicle's license plate
may be honorad when the requester is the registered ownar of the vehicle in question, and
whan providing such information will not invade the privacy of a third party. The requestor

in such cases must provide acceptable proof of his or her identity and of ownership of the
vehicie in quastion,

Al ALPR data downtoaded to any warkstation or server shafl be accessible only through &
toginfpassword-protected system cepable of documenting all access of information by
name, date and time (Civil Code § 1798 .90 52).

Berkelsy Police Depariment members approved to access ALPR data under these
guidelines are permitted to access the data for legitimate law enforcement purposes oy,
such as when the data relate 1o a specific criminal investigation ar department-related civi|
or admunistralive action or parking enforcement,

Aggregated ALPR data not related to spesific criminal Investigations shall not be raleased

to any local, state or federal agency or anbity without the express written consent of the City
Manager.

Measures will be taken to ensure the acguracy of ALPR information. Errors discovered in
ALPR data collectad by ALPR units shall be marked, corrected or deleted in accordance
with the type and severity of the error in question

ALFR system audits will be conducted by the Professional Standards Bureau's Audit and
inspections Sergeant on a reguiar basis, at least biannuaily.

Far secuity or data breaches, see the Records Ralease and Maintenance Poficy.

422.7 RELEASING ALPR DATA

The ALPR data may be shared only with other law erforcement or prosecutorial agencias for

official law enforcement purposes or as otherwise permilted by law, using the following
procedures:

{a)

The agency makes a wrillén request for the ALPR data that includes;
1. The name of the agency.
2. The name of the persan requesting.
3. The intended purpose of abtaining the information.

Automated License Plata Readers | 3



(b)  The request is reviewed by the Invesligations Division Captain, or hissher designee, and
approved before tha request is fuifilled.

{c) The approved request s retained on file.

Requests for ALPR data by non-law enforcement of non-prosecutorial agencies will be processed
as provided in the Records Maintenance and Release Polley (Civi Code § 1798.90.55).

422.8 GENERAL PARKING AND SCOFFLAW ENFORCEMENT

The Berkeley Police Department’s Parking Enforcement Unit utilizes vehicles egulpped with ALPRs
ta conduct enforcement of posted time limits in commerciat areas and Residential Preferential
Parking (RPP) permit areas. These ALPR's also access information in the CLETS Stolen Vehicie
System (SV'S] database, which provides infermation on matches for stolen and wanted vehicles.

The Berkeley Palice Department's Scofflaw Enforcement program {often referred to as the
"booting” program) utitizes an ALPR to scan ficense plates, and check the scanned "reads’ against
a list of vehicles which have five or more outstanding parking citaticns exceading 30 days old.
Typically, upon a confirmed *hit," the vehicle is immobilized with a "boot”, or towed, and the
owner has to pay the outstanding citations and fees in arder to release the boot and/or recover
their car from storage. This allows the City to recover outstanding parking citation fees.

The contracted vendor for the City's Scofflaw Enforcement program is currently Paylock.
Paylock stores data on a secufe SBIVET, and provides access to authorized personnel via
Paylock's "Bootview” secure website, as described below:

All data captured by the ALPR s stored on the booting vehlcie's laptop for 30 days, and is
anly accessible during that period via tha ALPR proprietary software. This includss reads, hits,
and pholographs associated with each.

When a car is booted andfor towed, the read, hit and photographic data relating to the booting
andiar towing of scofflaw vehicles iz upleadad to Paylock's secure server. Mo olher data is
uploaded to Paylock's secUre server.

The contracted vendor for the City's Parking Enforcement ALPR Is currenthy Genetes. The city uses
Genetec ALPRs to support efficient enforcement of posted time limit parking and Residential
Preferential Parking permits.

in addition, Genetec periodically provides reports to the City of Berkeley Transportation Division's
“goflerkeley” parking management program so that the City's program can analyze data about
parking demand. These reports do not contain any information about a vehicle's license plate
number, the name of the registered owner, address of registered owner, or any other information
gleaned from the license plate number associated with a particutar vehicle. Rather, the reports
consist of completely anonymized information, using identification numbers thal are not
assoclated with a particolar ficense plate or registered owner.
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The reports will provide only the date, time, location, approximate address, "goBerkefey”
blockface 1D, and Residential Permit Pass {RPP] area in which a vehicle was observed. If a citation
was not issued for an RPP or other time fimit violation, the report may alse provide the reason a
parking enforcement officer concluded there was no parking violation, e.g., RPP visitor pass,
tisabled placard orlicense plate, ete.
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BEFPARTMENT CRDER

ADMINISTRATIVE ORDER #0041.2018 [ATE ISSUED: 02/118M8

SUBJECT: AUTOMATED LICENSE PLATE READER (ALPR)

1-

PURPOSE

This order establishes guldelines for the use of the Berkeley Police
Department's Automated License Plate Reader (ALPR} technology and data.
ALPR technotogy functions by automatically capturing an image of a vehicte's
license plate, transforming that image into alphanumeric characters using
optical character recognition software, and storing that information, along with
retevant metadata (e.g. geo-location and temporal Information, as well as dats
about the ALPR). ALPRs may be used by the Berkeley Police Depariment
Parking Enforcement and Traffic Units for official law gnforcement purposes.

POLICY
Administration of ALPR Data

Any installation and maintenance of ALPR equipment, as well as ALPR data
retontion and access, shall be managed by the Investigations Division
Captain through the Traffic Bureau. The Investigations Division Captain will
assign personnei under histher command to administer the day-1o-day
operation of the ALPR equipment and data. '

AL PR Dgeration

Department personnel shall rot use, or aliow others to use, the ALPR
aquipment or database tecords for any unauthorized puipose.

a. An ALPR shall only be used for official and legitimate law
enforcement business.

b. Reasonable suspicion or probable cause is hot required before using
an ALPR.

¢. No member of this department shall operats ALPR equipment or

access ALPR data without first completing department-approved
training.

d. No ALPR operator may access California Law Enforcement
Telecommunications System (CLETS) data unless stherwise
autharized to do so.
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ADMiNESTRIATWE ORDER #001-2018 ' DATE ISSUED: 02/18/16 e

ALPR Data Gollaction and Retsntlon

All data and images gathered by an ALPR are for the official use of the
Berkeley Police Departmant. Such data may contain confidential CLETS
information and is not open to public review. ALPR information gathesed and
retained by this department may be used and shared wilh prosecutors of
other law enforcement agencies only as permitted by |y,

The Parking Enforcement Manager is responsible for ensuring proper
coltection and retention of ALPR data. Technical suppori and assistance shall
bo provided by City Department of Information Technology personne! and
associated ALPR system providersivendors as identified below. T staff will
not have the ability to acéess of view individuat records or reports, as they
may contain CLETS information they are not authorized o receive. 1Tsrole
will be lImited to providing inilial infrasteuclure set-up, unieas particular IT
staff members have been cleared by DOJ background checks and authorized
by the Chief of Police to receive ALPR records.

All ALPR data shall be stored as described In {his arder and thereafter shaif

be purged unless it has become, or it Is reasonable to helieve it will beceme, (
evidence in a eriminal or ¢ivil action or is sublectiv a lawful action to produce

records. In those circumstances the applicable data shall be downioaded from

the sarver anto portable media and booked into gvidence. The records will

then be subject to standard evidence retention polices and statutes:

a. Collected images and metadata of hits will not be stored for more than 365 days.
Matadata of reads wili not be stored for more than 30 days. Images of reads will
not he transferred to the sarver. :

Accountablilty and Safeguards

All saved data will be safeguarded and protected by both procedural
and technological means. The Berkeley Police Department will observe the
following safeguards regarding access to and use of stored data:

a. Nonlaw enforcement requests for access to stored ALPR data shali
be processed according to General Order R-23 in accordance with .
applicable law.

b. Nen-law enforcement requests for information regarding a specific
vehicle's license plate may be honored when the requestor is the
registered owner of the vehicie in guestion, and when providing such (

Z



DEPARTMENTALORDER

ADMINISTRATIVE ORDER #001-2016 DATE ISSUED: 02/18/6

10-

information will not invade the privagy of a third party. The requestor
in such cases must provide acceptable proof of his or her identity
and of ownershlp of the vehicle In question,

¢. ALPR data downloaded o any workstation or server shall be
accessible only through a fogin/password-protectad system capable
of documenting all access of informaltion by name, date and fime.

d. Berkeley Pofice personnel approved to accoss ALPR data under
these guidelines are permitted to access the data for legitimate law
enforcement purposes only, such as when the data relates to a
specific criminal investigation or department-related civil or
adminisirative action and parking enforcement,

9. ALPR data may be released 1o other authorized and verified law
enforcement officials and agencles for legitimate law enforcement
purposes only In connection with specific criminal investigations.

f. Aggregated ALPR data not related to specific criminal investigations
shall not be reteased o any local, state, or federal agency or entity
without the express written consent of the City Manager.

g. Measures will be taken fo ensure the accuracy of ALPR information,
Errors discovered in ALPR data collected by ALPR units are
marked, corrected, or deleted in accordance with the type and
saverity of the error in question,

h. ALPR system audits will be conducted by personnel assigned to the
Professicnal Standards Bureau on & regular basis, at least
blenniaily.

Current ALPR Daplaymenfs

The Berkeley Police Departiment uses ALPR technology in the Parking
Enforcement Umt for parking and scofflaw enforcement.

Effective 2/18/1 B, the Parking Enforcement Unit witt utilize five {5) Parking
Enforcemant Go-4 vehigles equipped with ALPR units to conduct
enforcement of postad time limits in commercial areas and Residential
Preferential Parking {RPP) permit areas, These ALPR's will also access
information in the DMV/SVS database {stolen and wanted vehicles}. The
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current contracted vendor for this systen is PCS Mobile us:ng Genetac
ALPR technology,

The Smfﬁaw Enforcement program {often referred o as the "booling”
program) utiizes an ALPR to scan license plates, and checks scanned
"roads” against a file of vohicles which have five or more outstanding
parking citations exceeding 30-days old. Typically, upon a confirmed "hit,"
the vehicle is immobilized with a "boot", or towed, and the owner has to pay
the outstanding cliations and fees in order 10 release the boot and/or
recover their car from storage. This allows the ity to recover outstanding
citation fees and penatlties. ALPR equipment is installed in the Parking
Enforcement Unit's Scofflaw Enforcement vehlcls.

The contracted vendor for the City's Scoffiaw Enforcement program is
currently Paylock. Paylock stores data on a secure servar, and provides
access to authorized personnsl via Paylock's "Bootview” secure websits,
&s described below.

&. Ali data caplured by the ALF’R Is stored on the laptop for 30 days,
and la only accassible dusing that period via the ALPR proprietary
software. This includes reads, hits, and phatugraphs aasociated with
each. .

Whan a car is booted and/or towed, the read, hit, and photographic data

ralating {o the booting andfor fowing of scofflaw vehicles is uploaded to

Paylock's sacure server. No other data is uploaded to Paylock's secure

sarver.

The City's Parking Enforcement ALPR vendor (currently Genetec) will
periodically provide reports to the City of Berkeley Transportation Division's
goBRerkaley parking management program so that it can analyze data about
parking demand. These reports wilt not contain any information about a
vehicle's ficense plate numbar, the name of the registered owner, address
of registered owner, or any other information gleaned from the license plate
number associated with a particutar vehicle. Rather, the reporis will consist
of 100 parcent anonymized information using identification numbers that
are not associated with a pariicular license plate or registered owner. The
reports wilt provide only the date, time, location, approximate

address, goBarkaley blockfacs iD, and RPP area in which & vehicle was
observed. if a citation was not issued for an RPP or other time limit
violation, the report may alsc provide the reason a parking enforcement
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officer concluded there was no parking viclation, e.9., RPP visitor pass,

disabied placard.or licensée plate, ete. %/ ?J ; ,

Michael . Meehan
Chief of Police

References: NCRIC ALPR Policy
S8 34
General Order R-23

Cg:. Al BPD Personnai
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