Date of Approval: July 10, 2020

PIA ID Number: 5125

SYSTEM DESCRIPTION

Enter the full name and acronym for the system, project, application and/or database.
Returns Inventory and Classification System, RICS

Is this a new system?
No

Is there a PCLIA for this system?
Yes

What is the full name, acronym and milestone of the most recent PCLIA?
Returns Inventory and Classification System, RICS, 3852, 4b

What is the approval date of the most recent PCLIA?
3/4/2019

Changes that occurred to require this update:
New Access by IRS employees or Members of the Public

Were there other system changes not listed above?
Yes

What were those changes?
Version 3.8 RICS38LIN-B-PROD-2019010 - Released January 2020 Capability to
view/print 2019 Form 5500 series returns and schedules excluding the Form 5500EZ.
Miscellaneous fixes Exempt Organization (EO) - Activity Code fixes for records that are sent
to Audit Information Management System (AIMS) and the Reporting Compliance Case
Management System (RCCMS) as well as displayed on the related Classification Sheet.
Indian Tribal Governments (ITG) - Generalized IDRS Interface (GIl) /AIMS fix for records
that have an 8-digit Employee Identification Number (EIN) Federal, State & Local
Governments (FSLG) - Activity Code fixes EO Compliance Unit (EOCU) and Employee

Plans Compliance Unit (EPCU) - Prevent duplicate selections EO Affordable Care Act
(ACA) - Prevent Portable Document Format (PDF) node from being sent to RCCMS



Employee Plans (EP) -Fix Primary Business Code (PBC) generation for 7664 selections
EPCU - Address invalid characters in the name/address/phone number fields Address issues
with records that have an 8-digit EIN Prevent errors when Bulk Files contain duplicate rows
Prevent users with View Only permissions from selecting units Prevent invalid dates from
being sent to RCCMS (Tax Exempt Bonds (TEB), EOCU, etc.) Version 3.9 RICS39LIN-B-
PROD-2020001 includes fixes for issues with Version 3.9 RICS38LIN-B-PROD-2019010 -
Released February 2020 Update the batch program to submit a COMMIT command after
each statement is executed returning a character pointer to protect the memory location of the
return value as well as correct Structured Query Language (SQL) syntax used in the
program. Update the generation of PBC for EP selected returns for the AIMS/GII job. 405
should be generated for org codes 7661 thru 7674 and 406 for 7682 thru 7690 Version 3.9.1
RICS39LIN-B-PROD-2020002 includes fixes - Release July 2020 Capability to view/print -
2019 940, 943, 944, 945; 2020 941 Implement EPCU, EOCU and ACA override feature and
ACA duplicate check Update to the EO GIl program to correct issue with tracking codes and
special definer codes Capability to mark and print Form 5227 Update email distribution lists
for overnight batch jobs Fix the AddUser process when multiple permissions are requested

What governance board or Executive Steering Committee (ESC) does this system report to? Full
name and acronym.

Tax Exempt & Government Entities (TE/GE) Investment Executive Steering Committee
(IESC)

Current ELC (Enterprise Life Cycle) Milestones:

System Development/Milestone 4B

Operations & Maintenance (i.e. system is currently operational)

Is this a Federal Information Security Management Act (FISMA) reportable system?

Yes



GENERAL BUSINESS PURPOSE

What is the general business purpose of this system? Provide a clear, concise description of the

system, application or database, the reason for the system, and the benefits to the IRS to use the

information, and how the information will be used.
Returns Inventory & Classification (RICS) is Tax Exempt & Government Entities (TE/GE)
primary tool for examining the level of tax filing compliance from its customers. RICS
allows access to tax filing data related to filing, processing and posting of returns. RICS also
provides automatic sampling, criteria for audits and the tracking of audit results. Since RICS
provides PDF versions of tax returns, RICS users are able to eliminate long delays waiting
for ordered hardcopy returns from service center files. These selections through RICS also
allow the user to group forms into categories, allowing easy assignment based on the project
being worked. The XML Relational Database (XRDB) functionality is used primarily by the

RICS application as a source for Exempt Organization- Modernized eFiled (EO-MeF) data
electronically filed IRS Forms 990, 990EZ, 990PF and their related schedules.

PIl DETAILS
Does the system use, collect, receive, display, store, maintain, or disseminate IR Code 6103
taxpayer information; or any other type of Sensitive but Unclassified (SBU) information or P1I
such as information about IRS employees or outside stakeholders?

Yes

Does the system use, collect, receive, display, store, maintain, or disseminate Social Security
Numbers (SSN's) or tax identification numbers (i.e. last 4 digits, etc.)?

Yes
What types of tax identification numbers (TIN) apply to this system?
Social Security Number (SSN)
List the approved Treasury uses of the SSN:
Legal/statutory basis (e.g. where collection is expressly required by statute)
When there is no reasonable alternative means for meeting business requirements

Statistical and other research purposes



Explain why the authorized use(s) above support the new or continued use of SSNs (or
tax identification numbers)

SSNs are found on Form 5330 returns, which account for about 0.1% of all Returns
Inventory & Classification System (RICS) returns. EINs and SSNs are the only
feasible way to identify and query returns in RICS for research as well as
examination purposes.

Describe the planned mitigation strategy and forecasted implementation date to mitigate
or eliminate the use of SSN's (or tax identification numbers).

SSNs are found on Form 5330 returns, which account for about 0.1% of all Returns
Inventory & Classification System (RICS) returns. At this time, no planned
mitigation strategy is in place; EINs and SSNs are the only feasible way to identify
and query returns in RICS.

Employer Identification Number

Does this system use, collect, receive, display, store, maintain or disseminate other (non-SSN)
PII (i.e. names, addresses, etc.)?

Yes
Specify the P11 Elements:
Name
Mailing address
Phone Numbers
Tax Account Information

Does this system use, collect, receive, display, store, maintain, or disseminate SBU information
that is not P11?

Yes
Specify the types of SBU from the SBU Types List

Agency Sensitive Information  Information which if improperly used or disclosed could
adversely affect the ability of the agency to accomplish its mission

Are there other types of SBU/PII used in the system?

Yes



Describe the other types of SBU/PII that are applicable to this system.

Employer's Name, Plan Sponsor, Contact Person's name, Employee Identification Number,
and Employee Group Number.

Cite the authority for collecting SBU/PII (including SSN if relevant)

PII for federal tax administration is generally Internal Revenue Code Sections 6001, 6011, &
6012e(a)

SSN for tax returns and return information is Internal Revenue Code Section 6109
P11l about individuals for Bank Secrecy Act compliance 31 USC
Has the authority been verified with the system owner?
Yes
BUSINESS NEEDS AND ACCURACY

Explain the detailed business needs and uses for the SBU/ PII, and how the SBU / PI1 is limited
only to that which is relevant and necessary to meet the mission requirements of the system. If
SSNs (or tax identification numbers) are used, explicitly explain why use of SSNs meets this
criteria. Be specific.

Returns Inventory & Classification System (RICS) is used primarily to identify entities for
which RICS has address information used to locate specified organizations or a business.
RICS also contains a small portion of data on individuals. This access is used exclusively for
examination purposes. The availability of each data item within RICS allows for an easier
and faster method to examine the level of compliance from its customers. The selection of
data through RICS allows the user to group forms into categories, allowing easy assignment
based on the project being worked. The data can be used to verify consistency of information
between filings and other more complicated trend analysis. RICS is needed as a research tool
to provide for consistency of information and trend analysis.

How is the SBU/PII verified for accuracy, timeliness and completion?

Returns Inventory & Classification System (RICS) receives data from various IRS systems
which have their own verification process for data accuracy, timeliness, and completeness;
therefore, RICS assumes that the data is accurate, timely, and complete when it is provided
by the other systems.



PRIVACY ACT AND SYSTEM OF RECORDS

The Privacy Act requires Federal agencies that maintain a system of records to publish systems
of records notices (SORNS) in the Federal Register for records from which information is
retrieved by any personal identifier for an individual who is a US citizen or an alien lawfully
admitted for permanent residence. The Privacy Act also provides for criminal penalties for
intentional noncompliance.
Does your application or this PCLIA system pertain to a group of any record from which
information is retrieved by any personal identifier for an individual who is a US citizen, or an
alien lawfully admitted for permanent residence? An identifier may be a symbol, voiceprint,
SEID, or other personal identifier that is used to retrieve information.

Yes
Identify the Privacy Act SORN(s) that cover these records.

IRS 24.046  Customer Account Data Engine Business Master File

IRS 34.037  Audit Trail and Security Records

IRS 50.222 Tax Exempt/Government Entities (TE/GE) Case Management Records

RESPONSIBLE PARTIES
Identify the individuals for the following system roles:

## Official Use Only

INCOMING PII INTERFACES

Does the system receive SBU/PII from other systems or agencies?

Yes
Does the system receive SBU/PII from IRS files and databases?

Yes
Enter the files and databases:

System Name: Employee Plans MasterFile (EPMF)

Current PCLIA: Yes

Approval Date: 12/20/2018
SA&A: No



System Name: EP/EO/GE AIMS Report Processing System (EARP)
Current PCLIA: Yes

Approval Date: 4/5/2017

SA&A: No

System Name: Business Master File (BMF)
Current PCLIA: Yes

Approval Date: 8/27/2018

SA&A: Yes

ATO/IATO Date: 2/28/2019

System Name: Information Returns Processing (IRP)
Current PCLIA: Yes

Approval Date: 3/16/2020

SA&A: Yes

ATO/IATO Date: 3/9/2017

System Name: Employee Plans-Exempt Organization (EDS)
Current PCLIA: Yes

Approval Date: 1/31/2018

SA&A: Yes

ATO/IATO Date: 5/25/2019

Does the system receive SBU/PII from other federal agency or agencies?

No

Does the system receive SBU/PII from State or local agency (-ies)?

No

Does the system receive SBU/PII from other sources?

No

Does the system receive SBU/PII from Taxpayer forms?

Yes

Please identify the form number and name:

Form Number: 990 Form Name: Return of Organization Exempt From Income Tax

Form Number: 990-EZ Form Name: Short Form Return of Organization Exempt From
Income Tax



Form Number: 990-N  Form Name: Electronic Notice (e-Postcard) for Tax-Exempt
Organizations Not Required to File Form 990 or Form 99

Form Number: 990-PF Form Name: Return of Private Foundation or Section 4947(a)(1)
Trust Treated as Private Foundation

Form Number: 990-T Form Name: Exempt Organization Business Income Tax Return
Form Number: 1041 Form Name: U.S. Income Tax Return for Estates and Trusts

Form Number: 1041-A Form Name: U.S. Information Return Trust Accumulation of
Charitable Amounts

Form Number: 1042 Form Name: Annual Withholding Tax Return for U.S. Source Income
of Foreign Persons

Form Number: 1065 Form Name: U.S. Return of Partnership Income
Form Number: 1065B Form Name: U.S. Return of Income for Electing Large Partnerships

Form Number: 1096 Form Name: Annual Summary and Transmittal of U.S. Information
Returns

Form Number: 1120 Form Name: U.S. Corporation Income Tax Return

Form Number: 1120-C Form Name: Form 1120-C, U.S. Income Tax Return for
Cooperative Associations

Form Number: 1120-F Form Name: U.S. Income Tax Return of a Foreign Corporation

Form Number: 1120-FSC Form Name: U.S. Income Tax Return of a Foreign Sales
Corporation

Form Number: 1120-H Form Name: U.S. Income Tax Return for Homeowners
Associations

Form Number: 1120-L  Form Name: U.S. Life Insurance Company Income Tax Return

Form Number: 1120-ND  Form Name: Return for Nuclear Decommissioning Funds and
Certain Related Persons

Form Number: 1120-PC  Form Name: U.S. Property and Casualty Insurance Company
Income Tax Return

Form Number: 1120-POL  Form Name: U.S. Income Tax Return for Certain Political
Organizations



Form Number: 1120-REIT Form Name: U.S. Income Tax Return for Real Estate
Investment Trusts

Form Number: 1120-RIC  Form Name: U.S. Income Tax Return For Regulated Investment
Companies

Form Number: 1120-S Form Name: U.S. Income Tax Return for an S Corporation

Form Number: 1120-SF  Form Name: U.S. Income Tax Return for Settlement Funds
(Under Section 468B)

Form Number: 2290 Form Name: Heavy Highway Vehicle Use Tax Return

Form Number: 4720 Form Name: Return of Certain Excise Taxes on Charities and Other
Persons Under Chapters 41 and 42 of the IRC

Form Number: 5227 Form Name: Split-Interest Trust Information Return

Form Number: 5330 Form Name: Return of Excise Taxes Related to Employee Benefit
Plans

Form Number: 5500 Form Name: Annual Return/Report of Employee Benefit Plan

Form Number: 5500-C  Form Name: Return/Report of Employee Benefit Plan (with fewer
than 100 participants)

Form Number: 5500-EZ Form Name: Annual Return of One-Participant (Owners and
Their Spouses) Retirement Plan

Form Number: 5500-SF  Form Name: Annual Return/Report of Employee Benefit Plan--
Short Form

Form Number: 8038 Form Name: Information Return for Tax-Exempt Private Activity
Bond Issues

Form Number: 8038B Form Name: Information Return for Build America Bonds and
Recovery Zone Economic Development Bonds

Form Number: 8038-CP  Form Name: Credit for Qualified Bonds Allowed to Issuer

Form Number: 8038-G  Form Name: Information Return for Government Purpose Tax-
Exempt Bond Issues

Form Number: 8038-GC Form Name: Consolidated Information Return for Small Tax-
Exempt Government Bond Issues



Form Number: 8038-T Form Name: Arbitrage Rebate and Penalty in Lieu of Arbitrage

Rebate

Form Number: 8038-TC Form Name: Information Return for Tax Credit and Specified Tax
Credit Bonds as the result of the new Hire bill.

Form Number: 8328
Volume Cap

Form Number: 8703
Form Number: 8871

Form Number: 8872
Expenditures

Form Number: 940
Return

Form Number: 941

Form Number: 943
Employees

Form Number: 944

Form Number: 945

Form Name: Carry forward Election of Unused Private Activity Bond

Form Name: Annual Certification of a Residential Rental Project
Form Name: Political Organization Notice of Section 527 Status

Form Name: Political Organization Report of Contributions and

Form Name: Employer's Annual Federal Unemployment (FUTA) Tax

Form Name: Employer's Quarterly Federal Tax Return

Form Name: Employer's Annual Tax Return for Agricultural

Form Name: Employer's ANNUAL Federal Tax Return

Form Name: Annual Return of Withheld Federal Income Tax

Does the system receive SBU/PII from Employee forms (e.g. the 1-9)?

No

DISSEMINATION OF PII

Does this system disseminate SBU/PI11?

Yes

Does this system disseminate SBU/PII to other IRS Systems?

Yes



Identify the full name and acronym of the IRS system(s) that receive SBU/PII from this system.

System Name: Audit Inventory Management System (AIMS)
Current PCLIA: Yes

Approval Date: 9/19/2018

SA&A: Yes

ATO/IATO Date: 10/25/2019

System Name: Security Audit and Analysis System (SAAS)
Current PCLIA: Yes
Approval Date: 4/6/2020
SA&A: No
System Name: Reporting Compliance Case Management System (RCCMYS)
Current PCLIA: Yes
Approval Date: 10/18/2017
SA&A: Yes
ATO/IATO Date: 4/3/2020
Identify the authority
Internal Revenue Code sections 6001, 6011, 6057 and 6058
For what purpose?
Security Audit and Analysis System (SAAS) - web application activity is sent to SAAS for
security auditing purposes RCCMS - examination establishment requests and related data are
sent from RICS to create inventory accounts on RCCMS. AIMS - examination establishment
requests are sent from RICS to create inventory accounts on AIMS
Does this system disseminate SBU/PII to other Federal agencies?
No
Does this system disseminate SBU/PII to State and local agencies?
No
Does this system disseminate SBU/PII to IRS or Treasury contractors?
No

Does this system disseminate SBU/PII to other Sources?

Yes



Identify the other source(s) that receive SBU/PII from this system, and if there is an Inter-Agency
Agreement (ISA) /Memorandum of Understanding (MOU).

Organization Name: Compliance Data Warehouse (CDW)
Transmission Method: Electronic
ISA/MOU No
Organization Name: Treasury IG for Tax Administration (TIGTA)
Transmission Method: Electronic
ISA/MOU No
Identify the authority
Internal Revenue Code sections 6001, 6011, 6057 and 6058
Identify the Routine Use in the applicable SORN (or Privacy Act exception)
See routine use for Treasury/IRS 24.046, Treasury/IRS 34.037 and Treasury/IRS 50.222.

For what purpose?

TE/GE data allows CDW customers (including non-TE/GE BOD's) and TIGTA to conduct
research studies or analysis of TE/GE examination.

PRIVACY SENSITIVE TECHNOLOGY
Does this system use social media channels?
No

Does this system use privacy-sensitive technologies such as mobile, global position system
(GPS), biometrics, RFID, etc.?

No
Does the system use cloud computing?
No
Does this system/application interact with the public?

No



INDIVIDUAL NOTICE AND CONSENT
Was/is notice provided to the individual prior to collection of information?
Yes

How is notice provided? Was the individual notified about the authority to collect the
information, whether disclosure is mandatory or voluntary, the purpose for which the
information will be used, with whom the information may be shared, and the effects on the
individual, if any, if they decide not to provide all or any of the requested information?

The information within the Returns Inventory & Classification (RICS) comes from various
IRS Systems and forms. Those systems and forms provide the Privacy Act Notice to
individuals. RICS does not directly provide individuals the opportunity to decline from
providing information and/or from consenting to particular uses of the information. Notice,
consent and due process are provided via the IRS systems and their related tax forms
instructions, and pursuant to 5 USC.

Do individuals have the opportunity to decline from providing information and/or from
consenting to particular uses of the information?

Yes
Describe the mechanism by which individuals indicate their consent choice(s):

The information within Returns Inventory & Classification (RICS) comes from various IRS
Systems and forms. Those systems and forms provide the Privacy Act Notice to individuals.
RICS does not directly provide individuals the opportunity to decline from providing
information and/or from consenting to particular uses of the information. Notice, consent and
due process are provided via the IRS systems and their related tax forms instructions, and
pursuant to 5 USC.



How does the system or business process ensure ‘due process' regarding information access,
correction and redress?

The information within Returns Inventory & Classification (RICS) comes from various IRS
Systems and forms. Those systems and forms provide the Privacy Act Notice to individuals.
RICS does not directly provide individuals the opportunity to decline from providing
information and/or from consenting to particular uses of the information. Notice, consent and
due process are provided via the IRS systems and their related tax forms instructions, and
pursuant to 5 USC. TE/GE places restrictions on and determines access based on user role.
Users are only granted access to RICS as necessary to fulfill the duties of their role. Through
the access control mechanisms employed, the application establishes appropriate division of
responsibility and separation of duties to eliminate conflict of interest in the responsibilities
and duties of individuals. The role-based access groups defined within the RICS application
enforce the most restrictive set of rights/privileges or access needed by users to perform their
tasks; thereby, enforcing least privileges. Developers do not have any access to production
data.

INFORMATION PROTECTION

Identify the owner and operator of the system (could be IRS owned and Operated; IRS owned,
contractor operated; contractor owned and operated)

IRS Owned and Operated
The following people have access to the system with the specified rights:
IRS Employees

Users: Read Only

Managers: Read Only

System Administrators: Administrator

How is access to SBU/PII determined and by whom?

Users request access through the On-Line 5081 process. The role-based access groups
defined within the RICS application enforce the most restrictive set of rights/privileges or
access needed by users to perform their tasks; thereby, enforcing least privileges. Users are
only granted access to RICS as necessary to fulfill the duties of their role. Developers do not
have any access to any production data.



RECORDS RETENTION SCHEDULE

Are these records covered under a General Records Schedule (GRS, IRS Document 12829), or
has the National Archives and Records Administration (NARA) approved a Records Control
Schedule (RCS, IRS Document 12990) for the retention and destruction of official agency
records stored in this system?

Yes

How long are the records required to be held under the corresponding GRS or RCS, and how

are they disposed of? In your response, please provide the GRS or RCS chapter number, the
specific item number, and records series title.

All records housed in Returns Inventory & Classification (RICS) will be removed/deleted or
purged from the system in accordance with approved retention periods as set by the National
Archives and Records and in accordance with IRM 1.15.1, IRM 1.15.6, IRM 1.15.24 and in
coordination with the IRS Records and Information Management (RIM) Program and IRS
Records Officer. Per IRS 12990 Records Control Schedule (RCS) 24, item 82 for Return
Inventory and Classification System (RICS), the general disposition for data on RICS is 7
years or when no longer needed whichever is earlier.

SA&A OR ASCA

Has the system been through SA&A (Security Assessment and Authorization) or ASCA (Annual
Security Control Assessment)?

Yes
What date was it completed?
12/13/2019

Describe the system's audit trail.

A complete audit trail of the use of the system is captured and includes every login, logoff,
file access and database query. The system monitors for security risks and compliance
violations to ensure that the use of the system takes place only for an approved purpose that
is within the professional responsibility of each user. RICS is following the appropriate audit
trail elements pursuant to current Audit Logging Security Standards.



PRIVACY TESTING
Does the system require a System Test Plan?
Yes
Is the test plan completed?
Yes

Where are the test results stored (or documentation that validation has occurred confirming that
requirements have been met)?

The RICS Unit Test and Internal System Acceptability Testing (ISAT) Test used
requirements derived from the Unified Work Request(s) (UWR) for each affected application
tax form/system to prepare test scenarios, data, and expected results. No source code was
used or referenced to create test conditions or test data. No live data was used during the test.
No problems were identified during the Unit Test. The documented results are stored on the
RICS SharePoint site.

Were all the Privacy Requirements successfully tested?
Yes

Are there any residual system privacy, civil liberties, and/or security risks identified that need to
be resolved?

No

Describe what testing and validation activities have been conducted or are in progress to verify
and validate that the applicable Privacy Requirements (listed in header) have been met?

The RICS Unit Test and Internal System Acceptability Testing (ISAT) Test used
requirements derived from the Unified Work Request(s) (UWR) for each affected application
tax form/system to prepare test scenarios, data, and expected results. No source code was
used or referenced to create test conditions or test data. No live data was used during the test.
No problems were identified during the Unit Test. The documented results are stored on the
RICS SharePoint site.

SBU DATA USE
Does this system use, or plan to use SBU Data in Testing?

No



NUMBER AND CATEGORY OF PII RECORDS
Identify the number of individual records in the system for each category:
IRS Employees: Not Applicable
Contractors: Not Applicable
Members of the Public: 100,000 to 1,000,000
Other: No
CIVIL LIBERTIES

Does the system maintain any information describing how any individual exercises their rights
guaranteed by the First Amendment?

No

Is the system information used to conduct 'data-mining' as defined in the Implementing
Recommendations of the 9/11 Commission Act of 2007, Public Law 110-53, Section 8047?

No

Will this system have the capability to identify, locate, and monitor individuals or groups of
people?

No
Does computer matching occur?

No
ACCOUNTING OF DISCLOSURES
Does the system include or require disclosure of tax or employee information to anyone other
than IRS employees in the performance of their duties, or to the person to whom the information

pertains or to a 3rd party pursuant to a Power of Attorney, tax or Privacy Act consent?

No



